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1. Overall Description:

CT1 would like to thank SA3 for their LS (S3-050467/C1-051111).

In this liaison statement SA3 stated in answer A.2 that: 

With GERAN as target system, two difficulties exist: 

1.)  Ciphering must be done by the SGSN. TS 43.129 does not clearly state when and how to start ciphering in this case. According to TS 23.060 section 6.8.3.3, ciphering can only be started by an Authentication and Ciphering procedure or by a Routing Area Update. According to TS 43.129 section 5.3.2.2, these procedures can only occur well after both uplink and downlink data have already been transferred via the target system. SA3 is concerned that an unspecified amount of data will be sent unciphered in this scenario.

2.)  Late AKA may occur in the source system. SA3 did not finally decide how to handle late AKA at PS handover from UTRAN to GERAN, and will further discuss the issue in the next meeting. There were some considerations how late AKA could be avoided which are sketched in the following section. This would render any special key handling at handover unnecessary.

Ad 1) 
With regard to the first item CT1 would like to indicate to SA3 and GERAN2 that it is CT1's understanding that

· in the PS Handover Command message the network indicates to the MS the ciphering algorithm which the MS has to use after PS handover to A/Gb mode, and  

· the MS will activate ciphering with this ciphering algorithm immediately after the PS handover, when the MS resumes transmission in the new cell. I.e. no separate Authentication and Ciphering procedure will be necessary, and user data can be sent ciphered in the new cell from the very beginning. 

Accordingly, at their meeting CT1#39, CT1 agreed the attached CR to TS 24.008 which states:

4.7.7c
Change of the ciphering algorithm at PS Handover 

For PS handover to A/Gb mode (see subclause 10.5.1.14 and 3GPP TS 44.060 [76]) the network shall either assign a GSM ciphering algorithm to be used in the target cell or deactivate ciphering in the target cell. The MS shall start to use the new GSM ciphering algorithm or deactivate ciphering upon an indication from the lower layers that the PS handover procedure has been successfully completed (see 3GPP TS 44.060 [76]).
     …
Ad 2) 
With regard to the second item ("late AKA at PS handover from Iu mode to A/Gb mode"), CT1 would like to inform SA3 that at CN1#34, CN1 agreed a CR to the release 5 version of TS 24.008 which states

4.7.7.7
Use of established security contexts
…

In Iu mode, if the MS received a valid SECURITY MODE COMMAND indicating PS domain in Iu mode or a valid AUTHENTICATION AND CIPHERING REQUEST in A/Gb mode before the network initiates a new Authentication and ciphering procedure and establishes a new GSM/UMTS security context, the new GPRS UMTS ciphering key and GPRS UMTS integrity key are taken into use by the MS, when a new valid SECURITY MODE COMMAND indicating PS domain is received during the PS signalling connection. In case of inter-system change to A/Gb mode, the MS and the network shall take the new keys into use immediately after the inter-system change.
It is CT1's understanding that in the PS domain the term "inter-system change to A/Gb mode" in TS 24.008 also applies to PS handover from Iu mode to A/Gb mode. I.e. the case "late AKA at PS handover from Iu mode to A/Gb mode" is already covered by the existing specification.

CT1 think that this is also in line with the requirements specified in TS 33.102, subclause  6.8.6, "Intersystem change for PS Services – from UTRAN to GSM BSS", provided that inter-system change is also here interpreted to include PS handover. E.g. according to subclause 6.8.6.1, "UMTS security context"
…

a)
In case of an intersystem change to a GSM BSS controlled by the same SGSN, the SGSN derives the GSM cipher key Kc from the UMTS cipher/integrity keys CK and IK agreed during the latest UMTS AKA procedure (using the conversion function c3) and applies it.

…

CT1 think that this is technically feasible, because the problems that can occur with late AKA and CS handover cannot occur with late AKA and PS handover. (In the PS domain there is no concept of an anchor SGSN and consequently the serving SGSN is always aware of any ongoing handover.) 
2. Actions:

To SA3 and GERAN2 group.

ACTION:  CT1 ask SA3 and GERAN2 to take the information above into account when further analysing the issue of late AKA and ciphering at PS handover.
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