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Removal of the old Ciphering mechanism for Voice Group Call Services from pre Rel-6 specifications

1 Introduction

This contribution examines the impact of removing the support of ciphered VGCS/VBS calls from the current 3GPP specifications (pre Rel-6). The motivation for removing the existing ciphering mechanism from the specifications is that the mechanism has not been completely specified in that the means for storing the ciphering algorithm and cipher keys on the SIM have not been defined. Further, there is the need to introduce a new ciphering mechanism that is not backward compatible with the existing mechanism.

The impacts to the following specifications have been considered.

· 3GPP TS 43.068 "Voice Group Call Service (VGCS); Stage 2" (see Annex A).

· 3GPP TS 44.018 "Mobile radio interface layer 3 specification; Radio Resource Control Protocol" (see Annex B).

· 3GPP TS 24.008 "Mobile radio interface Layer 3 specification; Core network protocols; Stage 3" (see Annex C)..

· 3GPP TS 48.008 "Mobile-services Switching Centre – Base Station System (MSC-BSS) interface; Layer 3 specification" (see Annex D).

The following approach was adopted:

· References to ciphered group calls has been removed from the procedures

· References to ciphering related parameters have been kept in the message definitions with a note added indicating that ciphering of group calls is not supported in the current release.

2 Conclusion

This document has shown that it would be relatively straight forward to remove the support of ciphering for VGCS/VBS from the GERAN specifications. By removing the support of ciphering from pre Rel-6 specifications, then there should be no problem of introducing the new ciphering mechanism that has proposed by SA3 into Rel-6. 

Annex A
Impacts of removing ciphering of VGCS from 43.068

2.1 7.3
Data confidentiality

Data confidentiality on the radio can be provided as a network option.

If data confidentiality is provided, both the uplink and the downlink of the voice group call channels in each cell of the group call area shall be ciphered using the same group key.

The group key is related to the group ID. For each group ID, there is a number of group keys stored on the SIM which are identified by a group key number. The group key number identifying the group key to be used for a particular voice group call is provided with the notification to the mobile stations. Mobile stations which have a dedicated connection shall be informed of the group key number before they join the voice group call channel.

The distribution of the group keys to the related SIMs shall be done off-line.

NOTE:
The distribution of group keys shall be done by the service provider when editing the SIM. Distribution of group keys via the radio interface may be possible with future features as the SIM-toolkit. Those distribution schemes are for further study. [FFS]
Details on data confidentiality for voice group calls are provided in 3GPP TS 42.009 and 3GPP TS 43.020.
NOTE: Data confidentiality is not supported in this release, but provisions have been made in the network entities and in the signalling protocols for a later support of this feature. The only ciphering mode supported in the current release is "no ciphering".
2.1.1 8.1.2
Group call attributes

Each MSC involved in a voice group call requests its proper group call attributes from its related GCR. For any group call reference the GCR shall provide the corresponding group call attributes to the requesting MSC. These lists shall be programmed by the service provider at registration of the network specific service configuration.

The contents of each list related to requests of the group call anchor MSC is as follows:

-
a list of cells inside the MSC area of the group call anchor MSC into which the call is to be sent (part of the group call area), see subclause 8.1.2.1;

-
a list of group call relay MSCs into which the call is to be sent;


-
information on the codecs allowed for this voice group call;

-
a list of identities of dispatchers to which a dedicated link is to be established, see subclause 8.1.2.2;

-
a list of identities of dispatchers which are allowed to initiate the voice group call, see subclause 8.1.2.2;

-
a list of identities of dispatchers which are allowed to terminate the voice group call, see subclause 8.1.2.2;

-
the length of time over which no activity is detected before the voice group call is automatically terminated, see subclause 8.1.2.3;

-
the default priority level related to the voice group call if eMLPP applies, see subclause 8.1.2.4;

-
a status flag indicating if a voice group call with the related group call reference is on-going, see subclause 11.3.1.1.1.

The contents of each list related to requests of a group call relay MSC is as follows:

-
a list of cells inside the MSC area of the requesting MSC into which the call is to be sent (part of the group call area), see subclause 8.1.2.1;

-
identity of the group call anchor MSC;

-
a status flag indicating if a voice group call with the related group call reference is on-going, see subclause 11.3.1.1.1.

2.1.2 8.2.3
Stored in the SIM

The information detailed in subclause 8.2.1 also needs to be stored on the SIM. The service subscriber shall be able to deactivate or reactivate a group ID by MMI interaction so that the mobile station does ignore notification messages to this group ID.


3 9
Identities

3.1 9.1
Elementary identities for group calls

c)
Group call reference

Each voice group call in one network is uniquely identified by its Group call reference. The group call reference is a concatenated sequence of the group ID (as the least significant part) and the group call area ID (as the most significant part). The group call reference shall have a maximum length of 8 decimal digits. The composition of the group call area ID and the group ID can be specific for each network operator.

	Group call area ID
	Group ID


For definition of Group Call Reference (with leading zeros inserted as necessary) on the radio interface, A interface and Abis interface, see 3GPP TS 24.008 [7], 3GPP TS 44.018[5] and 3GPP TS 44.068 [11].

For definition of Group Call Reference coding (also known as ASCI Call Reference, Voice Group Call Reference or Voice Broadcast Call Reference) on MAP protocol interfaces, see 3GPP TS 29.002 [13].

3.2 9.2
Use of identities in the network

4 11
Function and information flows

a)
Notification for mobile stations in idle mode

Once the voice group call channel has been established in a cell or the network is waiting to receive notification responses to establish a voice group call channel, notifications shall be broadcast on the NCH in that cell.

The position of the NCH is derived from the system information of the BCCH.

The notification messages shall include the group call reference and possibly the description of the voice group call channel, and the call priority if eMLPP is applied.

A notification message can contain no, one or more notifications.

The notification process needs to continue throughout the duration of the group call, in order to permit the "late entry" of other mobile stations. Mobile stations moving into the group call area which are in idle mode shall be directed to the voice group call channel by the notification messages, possibly by means of the notification response procedure.

The scheduling of the notification messages in a cell shall be managed by the BSS. Information can be added in the messages to limit the required reception of NCH messages. The following constraints shall be met:

-
the three first initial notifications (i.e. the first for a given group call) shall have priority over subsequent notifications (i.e. the messages for an on-going group call) and must be sent as soon as possible;

NOTE 1:
In addition initial notification messages for calls with or above an operator defined priority level can be sent on all possible paging or access grant channels to reduce the delay for those mobile stations which are not using Discontinuous reception (DRX).

-
afterwards, an on-going group call in the cell shall be periodically notified on the NCH.

Since the information for the establishment of a voice group call is sent onto the NCH rather than on the PCH as for normal point-to-point calls, the mobile station must listen to the PCH as well as to the NCH. A "reduced NCH monitoring" mechanism can be used to save power in the mobile station when listening to the NCH.

A mobile station able to receive voice group calls either, depending on the implementation:

-
can use the "reduced NCH monitoring" mechanism. When entering a cell, the mobile station shall listen to the NCH to get the notifications of the voice group calls on-going in the cell. Afterwards, the mobile station needs to listen to the NCH only if it is informed on the availability of a notification for a new voice group call. This shall be based on the NCH status information provided, as indicated in 3GPP TS 44.018;

-
do not apply the "reduced NCH monitoring" mechanism and read all possible paging or access grant channels. 

4.1 12.2
Messages on the E-interface (MSC-MSC)

4.1.1 12.2.1
Prepare Group Call

The following information elements are required.

	Information element name
	Required
	Description

	Teleservice
	M
	The teleservice Voice Group Call indicates that a VGCS call has to be prepared

	Group call reference
	M
	see clause 9

	Cipher Algorithm, Group Key and Number 
	M
	Information on the cipher algorithm and group key to be used

	Priority
	C
	The default priority level must be present if eMLPP applies

	Codec Info
	M
	Information on the codecs allowed for the VGCS call


The Cipher Algorithm, Group Key and Number should be set to reflect that ciphering is not supported in this release.
4.1.2 12.3.2
GCR Interrogation ack

The following information elements are required.

	Information element name
	Required
	Description

	Cell List
	C
	A list of cells inside the MSC area into which the call is to be sent. Must be present if a) no anchor MSC address is present in the group call reference record, or b) the relay MSC indicator was set in the GCR Interrogation message

	Anchor MSC Address
	C
	E.164 number required to route the call from the relay MSC to the anchor MSC. Must be present if the anchor MSC Address is present in the group call reference record

	Relay MSC List
	C
	A list of relay MSCs into which the call is to be sent. Must be present if a relay MSC list is present in the group call reference record

	Group Key and Number
	C
	Information on the cipher algorithm and the group key to be used. Must be present if Group Key and Number is present in the group call reference record

	Codec Information
	C
	Information on the codecs allowed for the voice broadcast call. Must be present if Codec Info is present in the group call reference record

	Establish to Dispatcher List
	C
	A list of identities of dispatchers to which a dedicated link is to be established. Must be present if included in the group call reference record. Note that the CLI possibly received with the GCR interrogation message must not be included

	Release from Dispatcher List
	C
	A list of identities of dispatchers which are allowed to terminate the voice group call. Must be present if included in the group call reference record

	Priority
	C
	The default priority level related to the voice group call if eMLPP applies. Must be present if included in the group call reference record

	IMSI
	C
	IMSI of the service subscriber who has initiated the VGCS call. Must be present if the Relay MSC Indicator was set in the GCR interrogation message and the IMSI is present in the group call reference record

	No Activity Time
	C
	The length of the time over which no activity is detected before the voice group call is automatically terminated


The Group Key and Number should not be present in this release.
Annex B
Impacts of removing ciphering of VGCS from 44.018

5 3
Radio Resource management procedures

5.1.1.1 3.1.2.4
Group transmit mode

Only applicable for mobile stations supporting VGCS talking.

In group transmit mode, the RR connection is a physical point-to-point bi-directional connection, and includes a SAPI 0 data link connection operating in multiframe mode on the main DCCH. If the group transmit mode is established, RR procedures provide the following services:

-
transfer of messages on the SAPI 0 of the data link layer connection;

-
indication of loss of RR connection;

-
automatic cell reselection and handover to maintain the RR connection;

-
setting of the transmission mode on the physical channels, change of type of channel;

-
release of the RR connection.

5.2 3.2
Idle mode procedures and general procedures in packet idle and packet transfer modes

5.3 3.3
RR connection establishment

5.3.1 3.3.3
Notification procedure

The support of notification procedure is mandatory for mobile stations supporting "VGCS receive" and/or "VBS receive".

The network informs the mobile station of starting or on-going voice broadcast calls and voice group calls with the notification procedure.

In cases where the mobile station has initiated a VGCS call, if the channel mode modify procedure is applied to turn the dedicated channel into a VGCS channel. 
5.4 3.4
Procedures in dedicated mode and in group transmit mode

5.4.1.1 3.4.3.1
Channel assignment initiation

The network initiates the channel assignment procedure by sending an ASSIGNMENT COMMAND message to the mobile station on the main signalling link. It then starts timer T3107.

NOTE:
The network should take into account limitations of certain mobile stations to understand formats used in the Frequency List IE and Cell Channel Description IE used in the ASSIGNMENT COMMAND message, see sub-clause 10.5.2.13 and sub-clause 10.5.2.1b.

When sending this message on the network side, and when receiving it on the mobile station side, all transmission of signalling layer messages except for those RR messages needed for this procedure and for abnormal cases is suspended until resumption is indicated. These RR messages can be deduced from sub-clauses 3.4.3 and 8.8 Radio Resource management.

Upon receipt of the ASSIGNMENT COMMAND message, the mobile station initiates a local end release of link layer connections and packet resources, if in dual transfer mode, disconnects the physical channels, commands the switching to the assigned channels and initiates the establishment of lower layer connections (this includes the activation of the channels, their connection and the establishment of the main signalling links).

The ASSIGNMENT COMMAND message contains the description of the new configuration, including for the multislot configuration and the TCH/H + TCH/H + ACCHs configuration, the exact ACCHs to be used and a power command. The power level defined in this power command shall be used by the mobile station for the initial power on the new channel(s). It shall not affect the power used on the old channel(s). The message may also contain definitions of the channel mode to be applied for one or several channel sets. If a previously undefined channel set is defined by the ASSIGNMENT COMMAND message, a definition of the channel mode for the new channel set shall be included in the message.

If the channel mode to be applied corresponds to an initial assignment of a multi-rate speech codec, the ASSIGNMENT COMMAND message shall contain the MultiRate Configuration IE, which defines the set of codec modes and related information to use on the new channel.

If the assignment is related to an intra-cell handover from a multi-rate speech codec to a multi-rate speech codec, the MultiRate Configuration IE shall be included in the case of full rate to half rate. If not included in this case, the mobile station shall behave as if the MultiRate Configuration IE was inconsistent. If not included in other cases, the MS shall use on the new channel the AMR configuration it was using on the old channel when it received the ASSIGNMENT COMMAND message.

An ASSIGNMENT COMMAND message may indicate a frequency change in progress, with a starting time and possibly alternative channel descriptions.

In the case of the reception of an ASSIGNMENT COMMAND message which contains only the description of a channel to be used after the starting time, the mobile station shall wait up to the starting time before accessing the channel. If the starting time has already elapsed, the mobile shall access the channel as an immediate reaction to the reception of the message (see 3GPP TS 45.010 for the timing constraints).

If the message contains both the description of a channel to be used after the indicated time and of a channel to be used before, the mobile station accesses a channel as an immediate reaction to the reception of the message. If the moment the mobile station is ready to access is before the indicated time, the mobile station accesses the channels described for before the starting time. The mobile station then changes to the channel described for after the starting time at the indicated time. New parameters can be frequency list, MAIO and HSN. Other parameters describing the allocated channels must be identical to the parameters described for before the starting time. If the moment the mobile station is ready to access is after the starting time, the mobile station accesses the channel described for after the starting time.

If frequency hopping is applied, the cell allocation if present in the message is used to decode the mobile allocation. If the cell allocation is not included, the mobile station uses its current cell allocation, the current CA is the last CA received on the BCCH. Afterward, the current CA may be changed by some messages sent on the main signalling link containing a CA (the possible messages are: ASSIGNMENT COMMAND, HANDOVER COMMAND and FREQUENCY REDEFINITION). Note that there are cases in which the current CA is undefined, see sub-clause 3.4.3.3.

The ASSIGNMENT COMMAND message may contain a cipher mode setting IE. In that case, this ciphering mode has to be applied on the new channel. If no such information is present, the ciphering mode is the same as on the previous channel. In either case the ciphering key shall not be changed. The ASSIGNMENT COMMAND message shall not contain a cipher mode setting IE that indicates "start ciphering" unless a CIPHERING MODE COMMAND message has been transmitted earlier in the RR connection: if such an ASSIGNMENT COMMAND message is received it shall be regarded as erroneous, an ASSIGNMENT FAILURE with cause "Protocol error unspecified" message shall be returned immediately, and no further action taken. In the case of UMTS to GSM handover, the HANDOVER COMMAND message, which is sent transparently via RNC from BSS to the mobile station, shall always contain the cipher mode setting IE.
In a voice group call, the ASSIGNMENT COMMAND message may contain a VGCS target mode information element defining which RR mode is to be used on the new channel (i.e. dedicated mode or group transmit mode). If this information element is not present, the mode shall be assumed to be the same as on the previous channel. The VGCS target mode information element shall also indicate the group cipher key number for the group cipher key to be used on the new channel or if the new channel is non ciphered. If the information element is not present, the ciphering mode and group cipher key shall be the same as on the previous channel. Mobile stations not supporting VGCS talking shall ignore the ASSIGNMENT COMMAND message if the VGCS target mode information element is included in the message and shall send an RR STATUS message to the network with cause #96. If a VGCS target mode information element and a cipher mode setting information element is included in the same message, then a mobile station supporting VGCS talking mobile shall regard the ASSIGNMENT COMMAND message as erroneous, an ASSIGNMENT FAILURE message with cause "Protocol error unspecified" shall be returned immediately, and no further action taken.

5.4.1.2 3.4.3.2
Assignment completion

After the main signalling link is successfully established, the mobile station returns an ASSIGNMENT COMPLETE message, specifying cause "normal event", to the network on the main DCCH.

The sending of this message on the mobile station side and its receipt on the network side allow the resumption of the transmission of signalling layer messages other than those belonging to RR management.

At the receipt of the ASSIGNMENT COMPLETE message, the network releases the previously allocated resources and stops timer T3107.

5.4.1.3 3.4.3.3
Abnormal cases

If the mobile station has no current CA and if it needs a CA to analyse the ASSIGNMENT COMMAND message, it stays on the current channel(s) and sends an ASSIGNMENT FAILURE message with cause "no cell allocation available".

If the ASSIGNMENT COMMAND message instructs the mobile station to use a Channel Description or Mode that it does not support, or if the Channel Mode to use is not defined for all channel sets, then the mobile station shall return an ASSIGNMENT FAILURE message with cause "channel mode unacceptable", and the mobile station shall remain on the current channel(s) and uses the old Channel Description or Channel Mode(s).

If the mobile station receives an ASSIGNMENT COMMAND message containing an inconsistent MultiRate Configuration IE, then the mobile station shall return an ASSIGNMENT FAILURE message with cause "channel mode unacceptable", and the mobile station shall remain on the current channel(s) and uses the old Channel Description or Channel Mode(s).

The MultiRate Configuration IE shall be considered as inconsistent by the MS if:

-
the active set does not include any codec mode or the active set includes more than four codec modes; or

-
one or more codec modes of the active codec set are not supported by the assigned channel; or

-
the threshold and hysteresis values are not set according to requirements given in 3GPP TS 45.009.

If during the initial assignment of the multirate speech the mobile station receives an ASSIGNMENT COMMAND message and the MultiRate Configuration IE is not present, then the mobile station shall return an ASSIGNMENT FAILURE message with cause "channel mode unacceptable", and the mobile station shall remain on the current channel(s) and uses the old Channel Description or Channel Mode(s).

If the ASSIGNMENT COMMAND message instructs the mobile station to use a frequency that it is not capable of, then the mobile station shall return an ASSIGNMENT FAILURE message with cause "frequency not implemented", and the mobile station shall remain on the current channel(s).

If the mobile station receives an ASSIGNMENT COMMAND message with a Frequency List IE indicating frequencies that are not all in one band, then the mobile station shall stay on the current channel(s) and send an ASSIGNMENT FAILURE message with cause "frequency not implemented". If the mobile station receives an ASSIGNMENT COMMAND message with a Mobile Allocation IE indexing frequencies that are not all in one band, then the mobile station shall stay on the current channel(s) and send an ASSIGNMENT FAILURE message with cause "frequency not implemented".

NOTE:
An ASSIGNMENT COMMAND message sent to a multi band mobile station shall not be considered invalid because it indicates frequencies that are all in a different frequency band to that of the current channel.

On the mobile station side, if a lower layer failure happens on the new channel before the ASSIGNMENT COMPLETE message has been sent, the mobile station deactivates the new channels, reactivates the old channels, reconnects the TCHs if any and triggers the establishment of the main signalling link. It then sends a ASSIGNMENT FAILURE message, cause "protocol error unspecified" on the main DCCH and resumes the normal operation, as if no assignment attempt had occurred. The operational parameters (e.g. ciphering mode) when returning on the old channel are those applied before the procedure.

When receiving the ASSIGNMENT FAILURE message, the network stops T3107.

If a lower layer failure happens while attempting to connect back to the old channels, the radio link failure procedure is applied (see sub-clause 3.4.13.2 for dedicated mode and sub-clause 3.4.13.5 for group transmit mode).

On the network side, if timer T3107 elapses before either the ASSIGNMENT COMPLETE message has been received on the new channels or an ASSIGNMENT FAILURE message is received on the old channels, the old channels and the new channels are released if they both were dedicated channels and, unless the mobile station has re-established the call, all contexts related to the connections with that mobile station are cleared. If one of the channels was a VGCS channel, it shall be maintained and the uplink shall be set free. If both channels were VGCS channels, the network shall maintain one of the channels and the uplink shall be set free.

On the network side, lower layer failure occurring on the old channels after the sending of the ASSIGNMENT COMMAND message are ignored. Lower layer failures occurring after the receipt of the SABM Frame on the new main signalling link are treated following the general rules (cf. sub-clause 3.5.2).

5.4.2 3.4.4
Handover procedure

5.4.2.1 3.4.4.1
Handover initiation

The network initiates the handover procedure by sending a HANDOVER COMMAND message to the mobile station on the main DCCH. It then starts timer T3103.

If the HANDOVER COMMAND message refers to a cell to which the mobile station is not synchronised to, this shall not be considered as an error (see 3GPP TS 45.008).

NOTE:
The network should take into account limitations of certain mobile stations to understand formats used in the Frequency List IE, Frequency Short List IE, and Cell Channel Description IE used in the HANDOVER COMMAND message, see sub-clause 10.5.2.13, sub-clause 10.5.2.14, and sub-clause 10.5.2.1b.

When sending this message on the network side, and when receiving it on the mobile station side, all transmission of signalling layer messages except for those RR messages needed for this procedure and for abnormal cases, is suspended until resuming is indicated. These RR messages can be deduced from sub-clauses 3.4.3 and 8.5.1 "Radio Resource management".

Upon receipt of the HANDOVER COMMAND message, the mobile station initiates, as described in sub-clause 3.1.4, the release of link layer connections, disconnects the physical channels (including the packet resources, if in class A mode of operation), commands the switching to the assigned channels and initiates the establishment of lower layer connections (this includes the activation of the channels, their connection and the establishment of the data links).

The HANDOVER COMMAND message contains:

-
The characteristics of the new channels, including for the multislot configuration and the TCH/H + TCH/H + ACCHs configuration the exact ACCHs to be used. The message may also contain definitions of the channel mode to be applied for one or several channel sets. If a previously undefined channel set is defined by the HANDOVER COMMAND message, a definition of the channel mode for the new channel set shall be included in the message.

-
The characteristics of the new cell that are necessary to successfully communicate (e.g. frequency list in the case of slow frequency hopping), including the data that allows the mobile station to use the pre-knowledge about synchronization it acquires by the measurement process (i.e. BSIC + BCCH frequency).

-
A power command (cf. 3GPP TS 45.008). The power level defined in this power command shall be used by the mobile station for the initial power on the new channel(s). It shall not affect the power used on the old channel(s).

-
An indication of the physical channel establishment procedure to be used.

-
A handover reference, used as specified in the following sub-clause. The choice of the handover reference by the network is out of the scope of this specification and left to the manufacturers.

-
Optionally a timing advance to be used on the new cell.

-
Optionally a cipher mode setting. In that case, this ciphering mode has to be applied on the new channel. If no such information is present, the ciphering mode is the same as on the previous channel. In either case the ciphering key shall not be changed. In the case of GERAN A/Gb mode to GERAN A/Gb mode handover, the HANDOVER COMMAND message shall not contain a cipher mode setting IE that indicates "start ciphering" unless a CIPHERING MODE COMMAND message has been transmitted previously in this instance of the dedicated mode: if such a HANDOVER COMMAND message is received it shall be regarded as erroneous, a HANDOVER FAILURE message with cause "Protocol error unspecified" shall be returned immediately, and no further action taken. In the case of UTRAN to GERAN A/Gb mode handover or GERAN Iu mode to GERAN A/Gb mode handover, the HANDOVER COMMAND message, which is sent transparently via RNC/BSC from BSS to the mobile station, shall always contain the cipher mode setting IE to indicate the ciphering mode to be used in GERAN A/Gb mode. In the case of CDMA2000 to GERAN A/Gb mode handover, the HANDOVER COMMAND message, which is sent transparently via RNC from BSS to the mobile station, shall always contain the cipher mode setting IE.

-
Optionally, in a voice group call, a VGCS target mode information element defining which RR mode is to be used on the new channel (i.e. dedicated mode or group transmit mode). If this information element is not present, the mode shall be assumed to be the same as on the previous channel. The VGCS target mode information element shall also indicate the group cipher key number for the group cipher key to be used on the new channel or if the new channel is non ciphered. If the information element is not present, the ciphering mode and ciphering key shall be the same as on the previous channel. Mobile stations not supporting VGCS talking shall ignore the HANDOVER COMMAND message if the VGCS target mode information element is included in the message and shall send an RR STATUS message to the network with cause #96. If a VGCS target mode information element and a cipher mode setting information element is included in the same message, then a mobile station supporting VGCS talking shall regard the HANDOVER COMMAND message as erroneous, an HANDOVER FAILURE message with cause "Protocol error unspecified" shall be returned immediately, and no further action taken.

-
Optionally, when the channel mode indicates that a multi-rate speech codec must be applied, the MultiRateconfiguration to be used in the new cell. The MultiRate Configuration IE defines the set of codec mode and related information to use after the handover. When accessing the new channel, the mobile station shall use for the Initial Codec Mode the mode specified in the MultiRate Configuration IE, if present, or apply by default the implicit rule defined in 3GPP TS 45.009.

In addition, a HANDOVER COMMAND message may indicate a frequency change in progress, with a starting time and possibly alternative channel descriptions.

In the case of the reception of a HANDOVER COMMAND message which contains only the description of a channel to be used after the starting time, the mobile station shall wait up to the starting time before accessing the channel. If the starting time has already elapsed, the mobile shall access the channel as an immediate reaction to the reception of the message (see 3GPP TS 45.010 for the timing constraints).

In the case of a handover towards a GERAN cell to which the mobile station is not synchronised to and in the case of an intersystem handover to GERAN, at the reception of a HANDOVER COMMAND message which contains only the description of a channel to be used after the starting time, the mobile station shall wait up to the starting time before accessing the new channel. If the starting time has already elapsed, the mobile shall access the new channel as an immediate reaction to the reception of the message (see 3GPP TS 45.010 for the timing constraints). Between the reception of the HANDOVER COMMAND and the starting time there is no requirement for the mobile station to receive or transmit on the old channel.

NOTE:
This case may result to a long interruption and should not be used.

If the message contains both the description of a channel to be used after the indicated time and of a channel to be used before, the mobile station accesses a channel as an immediate reaction to the reception of the message. If the moment the mobile station is ready to access is before the indicated time, the mobile station accesses the channels described for before the starting time. The mobile station then changes to the channel described for after the starting time at the indicated time. New parameters can be frequency list, MAIO and HSN. Other parameters describing the allocated channels must be identical to the parameters described for before the starting time. If the moment the mobile station is ready to access is after the starting time, the mobile station accesses the channel described for after the starting time.

If the channel mode indicates that a multi-rate speech codec must be applied, and the MultiRateConfiguration IE is not included in the HANDOVER COMMAND message, then the mobile station shall use on the new channel the AMR configuration it was using on the old channel when it received the HANDOVER COMMAND message. The MultiRate Configuration IE shall be included in the case of full rate channel to half rate channel handover. If not included in this case, the mobile station shall behave as if the MultiRate Configuration IE was inconsistent.

5.4.2.2 3.4.6.2
Channel mode modify procedure for a voice group call talker

5.4.2.2.1 3.4.6.2.1
Initiation of the channel mode modify procedure

The network initiates the procedure by sending a CHANNEL MODE MODIFY message to the mobile station. This message contains:

-
a channel description of the channel on which the CHANNEL MODE MODIFY message is sent; and

-
the new channel mode to be used on the channel; and

-
optionally, the VGCS target mode information element defining which RR mode is to be used with the new channel mode (i.e. dedicated mode or group transmit mode). If this information element is not present, the RR mode shall be assumed to be the same as with the previous channel mode. Mobile stations not supporting VGCS talking shall ignore the CHANNEL MODE MODIFY message if the VGCS target mode information element is included in the message and shall send an RR STATUS message to the network with cause #96.

The start of ciphering with a group cipher key with the new channel mode is only possible when the mode on the old channel was not ciphered.


5.4.3 3.4.12
Indication of notifications and paging information

Only applicable for mobile stations supporting VGCS or VBS.

In dedicated mode or in group transmit mode, the RR entity shall provide indications to the upper layer on all received notifications for voice group calls or voice broadcast calls according to the VGCS or VBS subscription data stored in the mobile station. The indication shall include the notified group or broadcast call reference and possibly the related priority, if provided.

In group transmit mode, if the mobile station has decoded a paging message with the own mobile station identity on the PCH or on the voice group call channel downlink, the RR entity shall provide an indication to the upper layers, together with the related priority, if applicable.

In group transmit mode, if the RR entity receives information on the voice group call channel of the existence of a paging message in its paging subgroup of the PCH, the RR entity shall pass this information to the upper layers together with the related priority if provided (see also sub-clauses 3.3.2 and 3.3.3).

5.4.3.1.1 3.4.13.1.1
Channel release procedure initiation in dedicated mode and in group transmit mode

The network initiates the channel release by sending a CHANNEL RELEASE message to the mobile station on the main DCCH, starts timer T3109 and deactivates the SACCH.

On receipt of a CHANNEL RELEASE message the mobile station starts timer T3110 and disconnects the main signalling link. When T3110 times out, or when the disconnection is confirmed, the mobile station deactivates all channels, considers the RR connection as released, and returns to CCCH idle mode, returns to PCCCH or CCCH packet idle mode or enters packet transfer mode.

NOTE 1:
Data Links other than the main signalling link are disconnected by local end link release.

If case of dedicated mode, on the network side, when the main signalling link is disconnected, the network stops timer T3109 and starts timer T3111. When timer T3111 times out, the network deactivates the channels, they are then free to be allocated to another connection.

NOTE 2:
The sole purpose of timer T3111 is to let some time to acknowledge the disconnection and to protect the channel in case of loss of the acknowledge frame.

If timer T3109 times out, the network deactivates the channels; they are then free to be allocated to another connection.

The CHANNEL RELEASE message will include an RR cause indication as follows:

#0:
if it is a normal release, e.g. at the end of a call or at normal release of a DCCH.

#1:
to indicate an unspecified abnormal release.

#2, #3 or #4:
to indicate a specific release event.

#5:
if the channel is to be assigned for servicing a higher priority call (e.g. an emergency call).

#65:
if e.g. a handover procedure is stopped because the call has been cleared.

The CHANNEL RELEASE message may include the information element BA Range which may be used by a mobile station in its selection algorithm (see 3GPP TS 45.008 and 3GPP TS 23.022).

Mobile stations not supporting VGCS or VBS listening shall consider Group Channel Description information element as unnecessary in the message and perform the channel release procedure as normal.

For mobile stations supporting VGCS listening, the following procedures apply:

The CHANNEL RELEASE message may include the information element Group Channel Description. In this case, the mobile station shall release the layer 2 link, enter the group receive mode and give an indication to the upper layer. If a CHANNEL RELEASE message with no Group Channel Description is received, the normal behaviour applies.


A mobile station not supporting the "GPRS" option shall consider the GPRS Resumption information element as an information element unknown in the CHANNEL RELEASE message and perform the RR connection release procedure as normal.

For a mobile station supporting the "GPRS" option, the following additional procedures also apply:

-
The CHANNEL RELEASE message may include the information element GPRS Resumption. If the GPRS Resumption information element indicates that the network has resumed GPRS services, the RR sublayer of the mobile station shall indicate a RR GPRS resumption complete to the MM sublayer, see clause 4. If the GPRS Resumption information element indicates that the network has not successfully resumed GPRS services, the RR sublayer of the mobile station shall indicate a RR GPRS resumption failure to the MM sublayer, see sub-clause 4.

-
If the mobile station has performed the GPRS suspension procedure (sub-clause 3.3.1.1.4.2) and the GPRS Resumption information element is not included in the message, the RR sublayer of the mobile station shall indicate a RR GPRS resumption failure to the MM sublayer, see sub-clause 4.

-
If the mobile station has not performed the GPRS suspension procedure and the GPRS Resumption information element is not included in the message, the mobile station shall perform the RR connection release procedure as normal.

5.4.3.1.1.1 3.4.15.2.1.3
Provision of messages related to the voice group call uplink channel

Only applicable for the support of VGCS talking.

The network shall provide UPLINK FREE messages on the main signalling link of all voice group call channels when the uplink is set free. The provision of UPLINK FREE messages shall be repeated as long as no uplink is granted to a mobile station.

The network shall provide an UPLINK BUSY message on the main signalling link of all voice group call when the uplink has been granted to a mobile station.

The network may send UPLINK FREE messages containing an uplink access request on the main signalling channel of the VGCS channels in order to obtain knowledge on whether any listening mobile is present in a cell or not. If there is no mobile station responding to the uplink access request, the network may decide to clear the VGCS channel in that cell.

5.4.3.1.2 3.4.15.2.2
Release of the VGCS or VBS Channels

If a release request for a voice group call is received from the upper layer, the network, after having released the RR connection with the mobile station in group transmit mode, shall stop the notification procedures for that voice group call and clear all related voice group call channels.

If a release request for a voice broadcast call is received from the upper layer, the network shall stop the notification procedures for that voice broadcast call and locally disconnect any channel related to the voice broadcast call.

5.4.3.2 3.4.15.3
Failure cases

If the mobile station looses the voice group call channel or voice broadcast channel, the mobile station shall search all possible channel positions on the current cell and the neighbour cells for which a channel description is known for that call.

5.4.4 9.1.2
Assignment command

This message is sent on the main DCCH by the network to the mobile station to change the channel configuration to another independent dedicated channel configuration, when no timing adjustment is needed. See table 9.1.2.1.

Message type:
ASSIGNMENT COMMAND

Significance:
dual

Direction:
network to mobile station

Table 9.1.2.1: ASSIGNMENT COMMAND message content

	IEI
	Information element
	Type / Reference
	Presence
	Format
	length

	
	RR management
Protocol Discriminator
	Protocol Discriminator
10.2
	M
	V
	½

	
	Skip Indicator
	Skip Indicator
10.3.1
	M
	V
	½

	
	Assignment command
Message Type
	Message Type
10.4
	M
	V
	1

	
	Description of the First Channel, after time
	Channel Description 2
10.5.2.5a
	M
	V
	3

	
	Power Command
	Power Command
10.5.2.28
	M
	V
	1

	05
	Frequency List, after time
	Frequency List
10.5.2.13
	C
	TLV
	4-132

	62
	Cell Channel Description
	Cell Channel Description
10.5.2.1b
	O
	TV
	17

	10
	Description of the multislot configuration
	Multislot Allocation
10.5.2.21b
	C
	TLV
	3-12

	63
	Mode of the First Channel (Channel Set 1)
	Channel Mode
10.5.2.6
	O
	TV
	2

	11
	Mode of Channel Set 2
	Channel Mode
10.5.2.6
	O
	TV
	2

	13
	Mode of Channel Set 3
	Channel Mode
10.5.2.6
	O
	TV
	2

	14
	Mode of Channel Set 4
	Channel Mode
10.5.2.6
	O
	TV
	2

	15
	Mode of Channel Set 5
	Channel Mode
10.5.2.6
	O
	TV
	2

	16
	Mode of Channel Set 6
	Channel Mode
10.5.2.6
	O
	TV
	2

	17
	Mode of Channel Set 7
	Channel Mode
10.5.2.6
	O
	TV
	2

	18
	Mode of Channel Set 8
	Channel Mode
10.5.2.6
	O
	TV
	2

	64
	Description of the Second Channel, after time
	Channel Description
10.5.2.5
	O
	TV
	4

	66
	Mode of the Second Channel
	Channe l Mode 2
10.5.2.7
	O
	TV
	2

	72
	Mobile Allocation, after time
	Mobile Allocation
10.5.2.21
	C
	TLV
	3-10

	7C
	Starting Time
	Starting Time
10.5.2.38
	O
	TV
	3

	19
	Frequency List, before time
	Frequency List
10.5.2.13
	C
	TLV
	4-132

	1C
	Description of the First Channel, before time
	Channel Description 2
10.5.2.5a
	O
	TV
	4

	1D
	Description of the Second Channel, before time
	Channel Description
10.5.2.5
	O
	TV
	4

	1E
	Frequency channel sequence before time
	Frequency channel sequence
10.5.2.12
	C
	TV
	10

	21
	Mobile Allocation, before time
	Mobile Allocation
10.5.2.21
	C
	TLV
	3-10

	9-
	Cipher Mode Setting
	Cipher Mode Setting
10.5.2.9
	O
	TV
	1

	01
	VGCS target mode Indication
	VGCS target mode Indication
10.5.2.42a
	O
	TLV
	3

	03
	Multi-Rate configuration
	MultiRate configuration
10.5.2.21aa
	O
	TLV
	4-8


5.4.4.1 9.1.2.8
Cipher Mode Setting

If this information element is omitted, the mode of ciphering is not changed after the mobile station has switched to the assigned channel.

5.4.4.2 9.1.2.9
VGCS target mode Indication

This information element is identified as "comprehension required". Only mobile stations supporting "VGCS talking" are required to accept the presence of the element. The presence of the element shall trigger an exception handling if received by a mobile station not supporting "VGCS talking".

This IE indicates which mode is to be used on the new channel (i.e. dedicated mode or group transmit mode). If this information element is not present, the mode shall be the same as on the previous channel.



5.4.5 9.1.5
Channel mode modify

This message is sent on the main DCCH by the network to the mobile station to request the setting of the mode for the indicated channel(s). The message can be used to change the channel mode of a Multislot Configuration which only contains one channel set. See table 9.1.5.1.

Message type:
CHANNEL MODE MODIFY

Significance:
local

Direction:
network to mobile station

Table 9.1.5.1: CHANNEL MODE MODIFY message content

	IEI
	Information element
	Type / Reference
	Presence
	Format
	length

	
	RR management
Protocol Discriminator
	Protocol Discriminator
10.2
	M
	V
	1/2

	
	Skip Indicator
	Skip Indicator
10.3.1
	M
	V
	1/2

	
	Channel Mode Modify
Message Type
	Message Type
10.4
	M
	V
	1

	
	Channel Description
	Channel Description 2
10.5.2.5a
	M
	V
	3

	
	Channel Mode
	Channel Mode
10.5.2.6
	M
	V
	1

	01
	VGCS target mode Indication
	VGCS target mode Indication
10.5.2.42a
	O
	TLV
	3

	03
	Multi-Rate 
configuration
	MultiRate configuration
10.5.2.21aa
	O
	TLV
	4-8


5.4.5.1 9.1.5.1
Channel Description

This is sufficient to identify the channel in the case of a TCH/H + TCH/H configuration. If used for a multislot configuration, the IE shall describe the present channel configuration with TN indicating the main channel. The IE shall not indicate a new channel configuration when included in the Channel Mode Modify message.

5.4.5.2 9.1.5.2
VGCS target mode Indication

This information element is identified as "comprehension required". Only mobile stations supporting "VGCS talking" are required to accept the presence of the element. The presence of the element shall trigger an exception handling if received by a mobile station not supporting "VGCS talking".

This IE indicates which RR mode is to be used with the new channel mode (i.e. dedicated mode or group transmit mode). If this information element is not present, the RR mode shall be the same as with the previous channel mode.



5.4.5.3 9.1.5.3
Multi Rate configuration

This information element appears if the Channel Mode IE indicates a multi-rate speech codec.

5.4.6 9.1.7
Channel release

This message is sent on the main DCCH from the network to the mobile station to initiate deactivation of the dedicated channel used. See table 9.1.7.1.

Message type:
CHANNEL RELEASE

Significance:
dual

Direction:
network to mobile station

Table 9.1.7.1: CHANNEL RELEASE message content

	IEI
	Information element
	Type / Reference
	Presence
	Format
	length

	
	RR management
Protocol Discriminator
	Protocol Discriminator
10.2
	M
	V
	1/2

	
	Skip Indicator
	Skip Indicator
10.3.1
	M
	V
	1/2

	
	Channel Release
Message Type
	Message Type
10.4
	M
	V
	1

	
	RR Cause
	RR Cause
10.5.2.31
	M
	V
	1

	73
	BA Range
	BA Range
10.5.2.1a
	O
	TLV
	6 - ?

	74
	Group Channel Description
	Group Channel Description
10.5.2.14b
	O
	TLV
	4-13

	8x
	Group Cipher Key Number
	Group Cipher Key Number
10.5.1.10
	C
	TV
	1

	Cx
	GPRS Resumption
	GPRS Resumption
10.5.2.14c
	O
	TV
	1

	75
	BA List Pref
	BA List Pref
10.5.2.1c
	O
	TLV
	3-?

	76
	UTRAN Freq List
	UTRAN Freq List
10.5.2.1d
	O
	TLV
	3-?


5.4.6.1 9.1.7.1
Channel description and mobile allocation

If a CHANNEL RELEASE is send to a mobile station which is in dedicated mode and which is involved in a voice group call or has responded to a notification to a voice group call or voice broadcast call, a group channel description may be included, describing the voice group call channel or voice broadcast channel to which the mobile station shall go after the channel release procedure.

Mobile stations not supporting VGCS listening or VBS listening shall consider this information element as unnecessary.

5.4.6.2 9.1.7.2
Group Cipher Key Number



This IE should not be present in this release.
5.4.6.3 9.1.7.3
UTRAN Frequency List

This IE should only be sent to UTRAN capable mobile station. This information element is used to describe the UTRAN frequencies used by the network.

5.4.7 9.1.15
Handover command

This message is sent on the main DCCH by the network to the mobile station to change the dedicated channel configuration, timing adjustment needed. See table 9.1.15.1.

Message type:
HANDOVER COMMAND

Significance:
dual

Direction:
network to mobile station

Table 9.1.15.1: HANDOVER COMMAND message content

	IEI
	Information element
	Type / Reference
	Presence
	Format
	length

	
	RR management Protocol Discriminator
	Protocol Discriminator
10.2
	M
	V
	1/2

	
	Skip Indicator
	Skip Indicator
10.3.1
	M
	V
	1/2

	
	Handover Command Message Type
	Message Type
10.4
	M
	V
	1

	
	Cell Description
	Cell description
10.5.2.2
	M
	V
	2

	
	Description of the first channel, after time
	Channel Description 2
10.5.2.5a
	M
	V
	3

	
	Handover Reference
	Handover Reference
10.5.2.15
	M
	V
	1

	
	Power Command and Access type
	Power Command and Access type
10.5.2.28a
	M
	V
	1

	D-
	Synchronization Indication
	Synchronization Indication
10.5.2.39
	O
	TV
	1

	02
	Frequency Short List, after time
	Frequency Short List
10.5.2.14
	C
	TV
	 10

	05
	Frequency List, after time
	Frequency List
10.5.2.13
	C
	TLV
	 4-131

	62
	Cell Channel Description
	Cell Channel Description
10.5.2.1b
	C
	TV
	17

	10
	Description of the multislot configuration
	Multislot Allocation
10.5.2.21b
	C
	TLV
	 3-12

	63
	Mode of the First Channel(Channel Set 1))
	Channel Mode
10.5.2.6
	O
	TV
	 2

	11
	Mode of Channel Set 2
	Channel Mode
10.5.2.6
	O
	TV
	 2

	13
	Mode of Channel Set 3
	Channel Mode
10.5.2.6
	O
	TV
	 2

	14
	Mode of Channel Set 4
	Channel Mode
10.5.2.6
	O
	TV
	 2

	15
	Mode of Channel Set 5
	Channel Mode
10.5.2.6
	O
	TV
	 2

	16
	Mode of Channel Set 6
	Channel Mode
10.5.2.6
	O
	TV
	 2

	17
	Mode of Channel Set 7
	Channel Mode
10.5.2.6
	O
	TV
	 2

	18
	Mode of Channel Set 8
	Channel Mode
10.5.2.6
	O
	TV
	 2

	64
	Description of the Second Channel, after time
	Channel Description
10.5.2.5
	O
	TV
	 4

	66
	Mode of the Second Channel
	Channel Mode 2
10.5.2.7
	O
	TV
	 2

	69
	Frequency Channel Sequence, after time
	Frequency Channel Sequence
10.5.2.12
	C
	TV
	10

	72
	Mobile Allocation, after time
	Mobile Allocation
10.5.2.21
	C
	TLV
	3-10

	7C
	Starting Time
	Starting Time
10.5.2.38
	O
	TV
	 3

	7B
	Real Time Difference
	Time Difference
10.5.2.41
	C
	TLV
	 3

	7D
	Timing Advance
	Timing Advance
10.5.2.40
	C
	TV
	 2

	12
	Frequency Short List, before time
	Frequency Short List
10.5.2.14
	C
	TV
	10

	19
	Frequency List, before time
	Frequency List
10.5.2.13
	C
	TLV
	 4-131

	1C
	Description of the First Channel, before time
	Channel Description 2
10.5.2.5a
	O
	TV
	 4

	1D
	Description of the Second Channel, before time
	Channel Description
10.5.2.5
	O
	TV
	 4

	1E
	Frequency channel sequence before time
	Frequency channel sequence
10.5.2.12
	C
	TV
	10

	21
	Mobile Allocation, before time
	Mobile Allocation
10.5.2.21
	C
	TLV
	3-10

	9-
	Cipher Mode Setting
	Cipher Mode Setting
10.5.2.9
	O
	TV
	 1

	01
	VGCS target mode Indication
	VGCS target mode Indication
10.5.2.42a
	O
	TLV
	 3

	03
	Multi-Rate configuration
	MultiRate configuration
10.5.2.21aa
	O
	TLV
	 4-8

	76
	Dynamic ARFCN Mapping
	Dynamic ARFCN Mapping 10.5.2.11b
	O
	TLV
	6-34


5.4.7.1 9.1.15.10
Cipher Mode Setting

If this information element is omitted, the mode of ciphering is not changed after the mobile station has switched to the assigned channel.

Only applicable for mobile stations supporting VGCS talking:

The cipher mode setting IE shall not be included if a HANDOVER COMMAND message is sent on a VGCS channel or in a HANDOVER COMMAND message on a dedicated channel for a handover to a VGCS channel.

5.4.7.2 9.1.15.11
VGCS target mode indication

This information element is identified as "comprehension required". Only mobile stations supporting "VGCS talking" are required to accept the presence of the element. The presence of the element shall trigger an exception handling if received by a mobile station not supporting "VGCS talking".

This IE indicates which mode is to be used on the new channel (i.e. dedicated mode or group transmit mode). If this information element is not present, the mode shall be the same as on the previous channel.



5.4.8 9.1.21a
Notification/FACCH

The understanding of this message is only required for mobile stations supporting VGCS listening or VBS listening.

This message is sent on the main DCCH, in unacknowledged mode using the RR short protocol discriminator by the network to notify the mobile stations in dedicated mode or in on-going voice broadcast calls or voice group calls on other voice broadcast calls or voice group calls in that cell.

Notification/FACCH messages for VBS or VGCS calls are differentiated by a flag in the call reference.

The message shall not exceed a maximum length of 20 octets.

Mobile stations not supporting VGCS listening or VBS listening shall ignore this message.

See table 9.1.21a.1.

Message type:
NOTIFICATION/FACCH

Significance:
dual

Direction:
network to mobile station

Table 9.1.21a.1: NOTIFICATION/FACCH message content

	<NOTIFICATION FACCH>
::=
<RR short PD : bit>




-- See 3GPP TS 24.007









<message type : bit(5)>


-- See 10.4








<short layer 2 header : bit(2)>

-- See 3GPP TS 44.006







{0 <Group Call information>







|1 <Paging Information>}








<spare padding> ;

<Group Call information> ::=

<Group Call Reference : bit(36)>







{0|1 <Group Channel Description>} ;


<Group Call Reference>

This field is syntactically and semantically equivalent to octets 2-5 and bits 5 to 8 of octet 6 of the Descriptive Group or Broadcast Call Reference information element.

NOTE: In this release bits 5 to 8 of octet 6 should be set to zero.
The <Group Channel Description> field is optionally present. When present only the Channel description is provided in the case of non hopping channels. In the case where the channel is hopping then either a mobile allocation or a frequency short list is provided.

	<Group Channel Description> : :=

<Channel Description : bit(24)>








{0




-- Non hopping case








|1 {0 <Mobile Allocation : <bit string>>








|1 <Frequency Short List : bit(64)>}} ;

<bit string> ::= null | bit <bit string> ;


<Channel Description>

This field is syntactically and semantically equivalent to octets 2-4 of the Channel Description information element. See sub-clause 10.5.2.5.

<Frequency Short List>

This field is syntactically and semantically equivalent to octets 1-8 of the Frequency Short List 2 information element. See sub-clause 10.5.2.14a.

<Mobile Allocation>

This field is syntactically and semantically equivalent to octet 2 to n+2 of the Mobile Allocation information element. See sub-clause 10.5.2.21.

The <Paging Information> field may be used to inform the mobile station in Group Receive or in Group Transmit mode that the corresponding mobile identity is paged in that cell.

	<Paging Information>
::=
<mobile identity : <bit string>>






<channel first: bit(2)>






{0|1 <eMLPP priority : bit(3)>} ;

<bit string> ::= null | bit <bit string> ;


<mobile identity>

This field is syntactically and semantically equivalent to octet 2-n of the Mobile Identity information element. See sub-clause 10.5.1.4.

<channel first>

This field is syntactically and semantically equivalent to bits 1 and 2 of the Channel Needed information element. See sub-clause 10.5.2.8.

<eMLPP priority>

This field is coded as the <Priority1> field in the P1 Rest Octets information element. See sub-clause 10.5.2.23.

5.4.8.1 10.5.2.42a
VGCS target mode Indication

The VGCS target mode Indication information element is a type 3 information element with 2 octets length.

	8
	7
	6
	5
	4
	3
	2
	1
	

	
	VGCS target mode Indic. IEI
	octet 1

	Length of VGCS target mode Indic.
	octet 2

	Target mode
	Group cipher key number
	1
spare
	1
spare
	octet 3


Figure 10.5.2.42a.1: VGCS target mode Indication information element

Table 10.5.2.42a.1: VGCS target mode information element

	Target mode (octet 3)

Bit

8 7

0 0
dedicated mode

0 1
group transmit mode

Other values are reserved for future use.

Group cipher key number (octet 3)

Bit

6 5 4 3

0 0 0 0
no ciphering

0 0 0 1
cipher key number 1

0 0 1 0
cipher key number 2

0 0 1 1
cipher key number 3

0 1 0 0
cipher key number 4

0 1 0 1
cipher key number 5

0 1 1 0
cipher key number 6

0 1 1 1
cipher key number 7

1 0 0 0
cipher key number 8

1 0 0 1
cipher key number 9

1 0 1 0
cipher key number A

1 0 1 1
cipher key number B

1 1 0 0
cipher key number C

1 1 0 1
cipher key number D

1 1 1 0
cipher key number E

1 1 1 1
cipher key number F




NOTE:
In this release the Group cipher key number should be set to 0
Annex C
Impacts of removing ciphering of VGCS from 24.008
5.4.8.2 10.5.1.9
Descriptive group or broadcast call reference

The purpose of the Descriptive Group or Broadcast Call Reference is to provide information describing a voice group or broadcast call. The IE of the Descriptive Group or Broadcast Call Reference is composed of the group or broadcast call reference together with a service flag, an acknowledgement flag, and the call priority..

The Descriptive Group or Broadcast Call Reference information element is coded as shown in figure 10.5.8/3GPP TS 24.008 and Table10.5.8/3GPP TS 24.008

The Descriptive Group or Broadcast Call Reference is a type 3 information element with 6 octets length.

	8
	7
	6
	5
	4
	3
	2
	1
	

	
	Group or broadcast call reference IEI
	octet 1

	Binary coding of the group or broadcast call reference
	octet 2

	
	octet 3

	
	octet 4

	
	SF
	AF
	call priority
	octet 5

	
	Spare
	

	Ciphering information
	0
	0
	0
	0
	octet 6


Figure 10.5.8/3GPP TS 24.008 Descriptive Group or Broadcast Call Reference

Table 10.5.8/3GPP TS 24.008 Descriptive Group or Broadcast Call Reference

	Binary code of the group or broadcast call reference

The length of the binary code has 27 bits which is encoded in the octet 2, 3, 4 and Bits 8,7,6 (octet 5).

The highest bit of the BC is the bit 8 in the octet 2 and the lowest bit is allocated in the bit 6 in the octet 5. (see also 3GPP TS 23.003 [10])

	SF Service flag (octet 5)

	Bit

	5
	
	
	

	0
	
	
	VBS (broadcast call reference)

	1
	
	
	VGCS (group call reference)

	
	
	
	

	AF Acknowledgement flag (octet 5), network to MS direction:

	Bit

	4
	
	
	

	0
	
	
	acknowledgement is not required

	1
	
	
	acknowledgement is required

	
	
	
	

	Call priority (octet 5)

	Bit

	3
	2
	1
	

	0
	0
	0
	no priority applied

	0
	0
	1
	call priority level 4

	0
	1
	0
	call priority level 3

	0
	1
	1
	call priority level 2

	1
	0
	0
	call priority level 1

	1
	0
	1
	call priority level 0

	1
	1
	0
	call priority level B

	1
	1
	1
	call priority level A

	
	
	
	

	Ciphering information (octet 6)

	Bit

	8
	7
	6
	5
	

	0
	0
	0
	0
	no ciphering

	0
	0
	0
	1
	ciphering with cipher key number 1

	0
	0
	1
	0
	ciphering with cipher key number 2

	0
	0
	1
	1
	ciphering with cipher key number 3

	0
	1
	0
	0
	ciphering with cipher key number 4

	0
	1
	0
	1
	ciphering with cipher key number 5

	0
	1
	1
	0
	ciphering with cipher key number 6

	0
	1
	1
	1
	ciphering with cipher key number 7

	1
	0
	0
	0
	ciphering with cipher key number 8

	1
	0
	0
	1
	ciphering with cipher key number 9

	1
	0
	1
	0
	ciphering with cipher key number A

	1
	0
	1
	1
	ciphering with cipher key number B

	1
	1
	0
	0
	ciphering with cipher key number C

	1
	1
	0
	1
	ciphering with cipher key number D

	1
	1
	1
	0
	ciphering with cipher key number E

	1
	1
	1
	1
	ciphering with cipher key number F

	

	AF Acknowledgement flag (octet 5), MS to network direction:

	Bit 4 is spare and shall be set to "0".

	
	
	
	

	Call priority (octet 5)

	Bits 1 to 3 are spare and shall be set to "0".

	
	
	
	

	Ciphering information (octet 6)

	Bits 5 to 8 are spare and shall be set to "0".

	


NOTE:
Ciphering of VGCS/VBS is supported in this release. Thus the ciphering information is always set to 0.
5.4.8.3 10.5.1.10
Group Cipher Key Number
The purpose of the Group Cipher Key Number is to provide information on the group cipher key to be used for ciphering and deciphering by the mobile station.

The Group Cipher Key Number information element is coded as shown in figure 10.5.9/3GPP TS 24.008 and Table10.5.9/3GPP TS 24.008

The Group Cipher Key Number is a type 1 information element with 1 octet length.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Group cipher key number

IEI
	Group cipher key number
	


Figure 10.5.9/3GPP TS 24.008 Group Cipher Key Number
Table 10.5.9/3GPP TS 24.008 Group Cipher Key Number
	Group cipher key number

	Bit

	4
	3
	2
	1
	

	0
	0
	0
	0
	spare

	0
	0
	0
	1
	cipher key number 1

	0
	0
	1
	0
	cipher key number 2

	0
	0
	1
	1
	cipher key number 3

	0
	1
	0
	0
	cipher key number 4

	0
	1
	0
	1
	cipher key number 5

	0
	1
	1
	0
	cipher key number 6

	0
	1
	1
	1
	cipher key number 7

	1
	0
	0
	0
	cipher key number 8

	1
	0
	0
	1
	cipher key number 9

	1
	0
	1
	0
	cipher key number A

	1
	0
	1
	1
	cipher key number B

	1
	1
	0
	0
	cipher key number C

	1
	1
	0
	1
	cipher key number D

	1
	1
	1
	0
	cipher key number E

	1
	1
	1
	1
	cipher key number F

	


NOTE:
Ciphering of VGCS/VBS is supported in this release. Thus the group cipher key number is always set to 0.

Annex D
Impacts of removing ciphering of VGCS from 48.008
5.4.8.4 3.2.1.53
VGCS/VBS ASSIGNMENT REQUEST
This message is sent from the MSC to the BSS via the newly created VGCS/VBS resource controlling SCCP connection in order to request the BSS to assign radio resources in a cell to support a VGCS/VBS call.

	INFORMATION ELEMENT
	REFERENCE
	DIRECTION
	TYPE
	LEN

	Message Type
	3.2.2.1
	MSC-BSS
	M
	1

	Channel Type
	3.2.2.11
	MSC-BSS
	M
	5

	Assignment Requirement
	3.2.2.52
	MSC-BSS
	M
	2

	Cell Identifier
	3.2.2.17
	MSC-BSS
	M
	3-10

	Group Call Reference
	3.2.2.55
	MSC-BSS
	M
	3-8

	Priority
	3.2.2.18
	MSC-BSS
	O
	3

	Circuit Identity Code
	3.2.2.2
	MSC-BSS
	O
	3

	Downlink DTX Flag
	3.2.2.26
	MSC-BSS
	O
	2

	Encryption Information
	3.2.2.10
	MSC-BSS
	O
	3-n


NOTE: The Encryption Information element should not be present in this release.
5.4.8.5 3.2.1.55
VGCS/VBS ASSIGNMENT FAILURE
The VGCS/VBS ASSIGNMENT FAILURE message is sent from the BSS to the MSC via the relevant VGCS/VBS resource controlling SCCP connection. It indicates that there has been a failure in an assignment process at the BSS and that the VGCS/VBS Assignment procedure has been aborted for the concerned cell.

	INFORMATION ELEMENT
	REFERENCE
	DIRECTION
	TYPE
	LEN

	Message Type
	3.2.2.1
	BSS-MSC
	M
	1

	Cause 
	3.2.2.5
	BSS-MSC
	M
	3-4 

	Circuit Pool
	3.2.2.45
	BSS-MSC
	O (note 1)
	2

	Circuit Pool List
	3.2.2.46
	BSS-MSC
	O (note 2)
	V

	NOTE 1:
Shall be included when several circuit pools are present on the BSS-MSC interface.

NOTE 2:
May be included when cause is "circuit pool mismatch" or "switch circuit pool" to indicate circuit pool preferences.


Typical Cause values are:

· VGCS/VBS call non existent;

· O and M intervention;

· equipment failure;

· no radio resource available;

· requested terrestrial resource unavailable;

· requested transcoding/rate adaptation unavailable;

· terrestrial resource already allocated;

· invalid message contents;

· circuit pool mismatch;

· switch circuit pool;

· 
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