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Report from GERAN Teleconference#3 on cellular IoT (FS_IoT_LC)
1. Introduction
At GERAN#62, it was agreed to hold a series of teleconferences to progress the work on Cellular IoT (FS_IoT_LC). This document summarises the outcome of the third teleconference held on 13th August 2014. More details of the discussion may be found in the minutes of the meeting [1].
2. Outcome of GERAN teleconference#3 discussions

The third GERAN teleconference on cellular IoT focused mainly on architecture aspects, especially on the comparison between the Gb and S1 architecture option for cellular IoT. There was also a brief presentation of the MAC layer design principles for the ‘clean slate’ proposal. 
2.1 Architecture Aspects

The following issues were discussed:
Integration of Packet Control Unit in BTS

It was highlighted that the proposal to integrate the PCU in the BTS will have hardware impacts. It seems clear that if the radio access is based on GERAN evolution, it would not be appropriate to move the PCU to the BTS. However, if the radio access would be based on a clean slate approach and furthermore would be supported in a multistandard base station ( which may also be housing an LTE eNB) then this seems to be a natural choice, according to the proponents. It was also highlighted that the BTS will have to support BSS MAP in addition to the PCU. 
Header Compression

It was commented that since the majority of interactions of a cellular IOT device with the network will be very short, it is important that the compression context is kept in between transmissions.

Support of SMS
According to Vodafone, SMS will still play an important role in the support of cellular IOT applications and would need to be supported by Cellular IoT devices. Qualcomm questioned whether SMS is not an ‘expensive’ means to transfer small amounts of data. Vodafone clarified that the SMS will be used for operational purposes such as change of OMA DM parameters, preferred roaming lists etc. It is also assumed that Cellular IoT devices will support only one PDP context and we cannot assume one extra PDP context support for small packet transmissions. 
Support of Broadcast (eMBMS)

Vodafone clarified that a broadcast capability like eMBMS may be necessary for certain activities like software updates for smart meters. Qualcomm questioned whether it would not be appropriate to support broadcast from the initial release in that case. Vodafone observed that for the intial release the deployment might not be significant and operators should be able to cope with unicast. Hence, there is no operator requirement to support broadcast in the initial release of cellular IoT.
Network Sharing

Vodafone highlighted that it is important to support network sharing from the initial release to avoid complexities from ‘non supporting UEs’.

Security Aspects
Mutual authentication
Mutual authentication is supported as part of 3G security with a USIM and this is also specified for GPRS since REL-99. Thus it appears that as long as a 2G device is mandated to support a USIM and the network is R99+, the mutal authentication will be in place for the Gb architecture option.

A concern was raised on whether it can be assumed that all 2G devices will support USIM when we have a 2G CN. It was clarified that all devices are mandated to support USIM from REL-5 and since CIoT devices will be new devices, the requirement can be set for them to use USIM.

For old devices though, it is not clear whether devices with USIM with use 3G security since some implementations have the authentication information stored in different folders on the device (which may only look at the 2G folders). 
Integrity protection 
Integrity protection  is not supported over the Gb interface. Ericsson highlighted that this capability will need to be added (possibly in GMM or LLC protocol) for signalling messages over the Gb interface, together with a mechanism for secure capability negotiation. This will prevent the MS from tricking the network to use the ‘no ciphering’ option.

Huawei raised a concern about the potential impacts to SGSN and about how the integrity protection key would be generated. Ericsson recognised that SA3 involvement will be necessary (as with any new system). Moreover,  Huawei highlighted that such an addition will need to be supported by a new set of test cases and this may have an impact on the timeline.

Ericsson also proposed that integrity protection is added to the user plane, which would require addition of an authentication code to the message. Huawei raised concerns about potential header overhead of doing this. 
Ciphering protection

Ericsson proposed that GEA1 and GEA2 algorithms should be forbidden for Cellular IoT and either GEA3 or GEA4 should be supported. According to Ericsson, GEA3 and GEA4 are basically the same algorithm but GEA4 uses 2x64 bit key. GEA4 also uses 3G authentication and GEA3 uses 2G authentication. 
Huawei argued that GEA4 is not widely implemented by device and network vendors and will have hardware impacts on the SGSN. However, such observation is made based on their own implementations and other vendors are requested to check the impacts. Huawei highlighted that the S1 based security framework is already robust and supports both integrity protection and ciphering. 

Another point highlighted by Vodafone is that the size of the cipher block over the Gb interface may be negotiated over the LLC protocol whereas with S1 interface, the MS will have to be ready to receive the maximum cipher block size. 
Packet overhead on Gb and S1
The analysis from Huawei indicated that the Gb interface has an UL/DL packet overhead of 23/12 bytes respectively and (without optimisation) has an overhead of 54/52 bytes respectively. With the optimisation of sending the data packet over NAS signalling, the overhead UL/DL over S1 can be reduced to 32/25 bytes respectively. 

Huawei’s analysis of the MS power consumption when using S1 and Gb interface indicated that powr consumption over S1 is 1.5 times that over Gb and comparable with Gb when using the ‘data over NAS’ optimisation.
Ericsson highlighted that the higher overhead with S1 will also affect the overall system capacity. 

Huawei also clarified that the calculations did not consider the overhead introduced by monitoring activities of the MS. 

2.2 MAC design for clean slate
Huawei highlighted the main principles of the MAC layer design for the clean slate proposal. It was clarified that the DCI can be configured to be on any of the PDSCH available. 

The choice of 30ms for the fixed length part of the DCI is based on the assumption of a 120 symbols capacity in a 10ms slot. 
Telecom Italia questioned whether a 40 bit random number is sufficient for the contention resolution. Huwei clarified that the likelihood that two devices use the same random number is very low. Vodafone also added that the random number is only used for UE not having a unique P-TMSI. 
3. Summary

The contribution has summarised the main issues discussed in the third GERAN teleconference on cellular IoT. GERAN WG2 is kindly requested to use of conclusions and observations of the teleconference to progress the study on Cellular IoT. 
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