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46.1.2.7.3
Negotiation initiated by the SS (using XID, for IOV-UI)

46.1.2.7.3.1
Conformance requirement

The negotiation procedure is one-step, i.e., one side shall start the process by sending an XID command, offering a certain set of parameters from the applicable parameter repertoire the sending entity wants to negotiate, proposing values within the allowed range. In return, the other side shall send an XID response, either confirming these requested values, or offering higher or lower ones in their place.

XID frames shall always be used with the P/F bit set to 1.

LLC layer and layer-3 parameters may be negotiated with the exchange of XID frames or with the exchange of SABM and UA frames. After successful negotiations of SABM and UA frames, the LLE shall be in ABM mode of operation.

IOV-UI shall only be negotiated in ADM. IOV-UI and IOV-I shall only be transmitted in the downlink direction.

Reference

3GPP TS 04.64, subclauses 6.4.1.6 and 8.5.3.

46.1.2.7.3.2
Test purpose

To verify that when the SS sends IOV-UI to the MS in a XID, the MS shall cipher its output using this value of IOV-UI.

46.1.2.7.3.3
Method of test

Initial conditions

The MS shall be GPRS attached with ciphering enabled. Encryption GEA1, GEA2, GEA3 or GEA4 is used depending on the execution counter K.

Specific PICS statements:

-
Supported encryption Algorithm: GEA1 (TSPC_Feat_GEA1)

-
Supported encryption Algorithm: GEA2 (TSPC_Feat_GEA2)

-
Supported encryption Algorithm: GEA3 (TSPC_Feat_GEA3) 

-
Supported encryption Algorithm: GEA4 (TSPC_Feat_GEA4)

PIXIT statements:

-

Test procedure
During GPRS attach ciphering GEA1, GEA2, GEA3 or GEA4 is activated depending on the execution counter K.

Initiate link establishment from the SS. In the XID command, send a new value of IOV-UI, different from the default used. Send 1000 octets from the MS and verify that the frames have been ciphered as per the new value of IOV-UI.

The test is performed for all GEAx encryption algorithmn supported by the MS.

Maximum duration of the test

5 minutes.

Expected sequence 

The sequence is performed for execution counter K=1 when the MS supports GEA1, for K=2 when the MS supports GEA2, for K=3 when the MS supports GEA3 and for K=4 when the MS supports GEA4.

	Step
	Direction
	Message
	Comments

	1
	
	{PDP Context Activation}
	Macro. Initiate PDP context activation from the MS using PDP Context 5.

	2
	
	{PDP Context Modification}
	Macro. Initiate PDP context modification to PDP Context 3 from the SS.

	
	
	
	

	
	
	
	

	3
	SS -> MS
	XID
	With IOV-UI = 2 27 * 10.

	4
	MS -> SS
	XID
	

	5
	
	
	Initiate data transfer from the MS. Send 1000 octets.

	6
	MS -> SS
	UI
	Verify that ciphering is as per the new value of IOV-UI. The SS shall check this by analyzing the FCS.

	7
	
	
	Repeat the steps 6 till the data transfer is complete.
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