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PWS Indication during Connected Mode
1. Introduction

Public Warning System (PWS) messages such as ETWS secondary notifications, CMAS messages, EU-Alerts and KPAS  messages are all broadcasted in cells using Cell broadcast technology as defined in 3GPP TS 23.041. PWS messages broadcasted on the Cell Broadcast Channel (CBCH) are however only accessible to users in Idle mode, which means that  users in active voice or data calls or in establishment of voice or data calls are not able to get the PWS alerts broadcasted on the  CBCH. 
Moreover there might be mobiles which do not support reception of ETWS primary notifications (ETWS primary notifications may already today be delivered to users in connected mode) and for them the only hope to get the alerts would be via Cell broadcast. 
With voice calls becoming cheaper day by day, the average time a person is in a call have increased and now it is quite usual for a person to be in a call for an extended period of time. In addition, the usage of data services has increased over the years (both foreground and background data transfer). Even if the PWS alerts are repeated on CBCH for a period of time, the user might not be able to listen since he might be in an active voice or data call.
Taking all this into consideration, it is highly probable that a person is in connected mode for quite some time and might miss the critical PWS alerts broadcasted on the CBCH.
Moreover the PWS requirements (3GPP TS 22.268) mandate the Mobile service provider to not pre-empt ongoing voice/data calls or voice/data calls which are in the process of getting connected.

2. Proposal
When the BSC receives a broadcast request message from the Cell Broadcast Centre (Write-Replace message, ref 3GPP TS 48.049), and the W-R message contains e.g. a PWS message of type ETWS Secondary Notification or CMAS message, the BSC starts broadcasting the PWS message as a Cell Broadcast message on the CBCH in the cell(s) as indicated in the W-R message.

Now, in parallel to the broadcasting of the PWS message on CBCH, the BSC can set a one bit “PWS indicator” in legacy messages sent on control channels (SACCH and PACCH) to mobiles in dedicated, packet transfer and dual transfer mode (i.e. to mobiles not reached by the Cell Broadcast Service) served by the same cell(s) as the PWS message is currently broadcast in. 
At reception of the “PWS indicator” in the mobile station, the access stratum layer forwards the “PWS indicator” to the currently running application which then triggers e.g. a pop up window to the user during the voice or data call. Based on this information the user can then take a decision on whether he wants to continue or abort the voice/data call. If the user decides to end the voice/data call, the mobile will eventually read the CBCH and the PWS message currently broadcasted in the cell.
When the PWS message is not broadcast on CBCH anymore (i.e. when the imminent threat has ceased), the BSC shall restore the “PWS indicator” in the legacy messages sent to the mobile stations.
3. Detailed description

The broadcast request message received from the CBC (Write-Replace message, ref 3GPP TS 48.049) already today contains an indicator (Channel Indicator IE) indicating whether the W-R message contains a CBS message or not. In addition the W-R message also contains the mandatory Message Identifier IE, identifying the source and type of the CBS message (ref 3GPP TS 23.041). As an example, CMAS messages always have message ID’s in the range 4370 to 6399.
With these two IEs included in the W-R message, the BSC can determine whether the CBS message is actually a PWS message or not.
There could be various ways by which the “PWS indicator” is sent to mobile stations in dedicated and packet transfer mode.

For a mobile station in dedicated mode it seems SI 6 is the most suitable message to carry the “PWS indicator”, basically because (1) it is sent regularly on SACCH and (2) there is plenty of space available in the message.
For a mobile station in packet transfer mode/dual transfer mode it is proposed to include the “PWS indicator” in Packet Uplink Ack/Nack message. This can be done in a similar way as in the SI 6 Rest Octets IE example.
In case a DL TBF is active, the “PWS indicator” can be included as part of Downlink Data in e.g. the DL RLC header.
In addition, there are discussions currently in 3GPP SA groups to secure broadcasted PWS, to prevent any tampering in the radio interface. In light of this, it would be good to also secure the PWS indications sent in connected mode.  In dedicated mode, this can easily be secured by ensuring that any SI6 message having PWS indication needs to be ciphered, if ciphering is active in the connection. The behavior in Packet transfer mode/Dual transfer mode is For Further Study. At reception of the “PWS indicator” in the mobile station, the access stratum layer forwards the “PWS indicator” to the currently running PWS application which then triggers user action. e.g. a pop up window to the user during the ongoing voice or data call. This would be implementation specific.
4. Conclusion

In order to inform a user in connected mode of an ongoing PWS message broadcast on CBCH it is proposed to introduce a “PWS indicator” in SI 6 message sent on SACCH to a mobile station in dedicated mode. 
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