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Alternative Solution for SACCH security
1 Introduction
Over the last few GERAN meetings, many solutions were proposed to solve the issue related to SACCH logical channel ciphering. The main issue is that the ciphering on GSM traffic channels (TCH) using cipher algorithm A5/1 can be broken by knowing the SACCH data content and then from that deducing encryption key. This situation occurs because some of the messages on SACCH for eg, the System Information messages have contents which are sent in plain text in BCCH 
2 Background and earlier proposals review
There are various proposals submitted in GERAN to resolve this issue, we respect all these proposals and some of these are mentioned below:

(a) Keeping the list unchanged, alter the format of frequency lists in an unforeseeable way,  [1], (counter-measure for protecting legacy mobile stations)
(b) Selective ciphering on the downlink SACCH [2],  
(c) SMS over FACCH (not viable because of speech quality degradation)
(d) Using separate ciphering key for SACCH and TCH [6]
Currently proposals under consideration are only (b) and (d). 

These proposed methods have the following drawbacks-

“On Removing SACCH Ciphering [GP-111232]” – This method suggests selectively on/off the SACCH ciphering. This might be a possible solution but have several drawbacks.  

(-) Here, proposed double decoding puts overhead on receiver. Every SACCH decoding consumes around 4000 cycles that leads to more power consumption in MS and delay inprocessing. Apart from that CRC checking needs to be done for both the blocks.  

(-) Here, it is difficult to meet delay/timing issue when MS is supporting DTM feature. 
(-) For TIGHTER (REL-10) support, many MS vendors might have used iterative decoding for link level performance improvement. Now, if this method is used then complexity and processing load of re-encoding and 2nd level decoding will be 4x.

(-) PHY-Stack interface needs to be modified, Scheduling for decoding needs to be re-visited. 
(-) Above all this method can be hacked - if known SMS text messages are sent repeatedly. 
“Ciphering on SACCH” [GP-111146] - This method proposes usage of different ciphering keys for SACCH and TCH channels. Hence even if SACCH ciphering is compromised, TCH is protected. 
(-) However this method also does not protect SACCH against known text message attacks.  Also the robustness of the method used to derive the separate ciphering key for SACCH is not clear.

Considering these facts and foreseen drawbacks, an alternative solution is proposed here to addresses all these issues/drawbacks and helps to solve all these issues with a very simple method both in netwrok as well as in MS side.

3 Legacy Security Procedure quick overview 

The overall authentication and security process is depicted in the figure 1 and 2 below.
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Figure-1, authentication request and RAND sending
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Figure-2, GSM authentication and ciphering procedure

Authentication is initiated by the network by sending an authentication request message to the MS. This message contains RAND, which is a 128-bit random number.  The A3 is the authentication algorithm used in the GSM system. Both the A3 algorithm and subscriber authentication key are stored in the SIM.  When the subscriber is added to the home network for the first time, a subscriber authentication key (Ki) is assigned in addition to the IMSI to enable the verification of the subscriber identity in the SIM. The RAND and Ki are the input to the A3 algorithm and it generates a 32-bits length output, known as SRES (signed RESult). This is returned back to the network in the form of an authentication response message. On the network side, the authentication center (AuC) also stores the user’s key (Ki – its length is operator dependent and the maximum key length is 128 bits) and the A3 algorithm, and it also generates the SRES.  If the computed SRES value matches with the SRES value sent by the MS, only then is authentication successful and the subscriber joins the network. If authentication fails the first time, and the TMSI was used, the network may choose to repeat the authentication with the IMSI. If that also fails, then the network releases the radio connection and the mobile should consider that particular SIM to be invalid (until switch-off or the SIM is re-inserted).
As shown in figure 1 & 2, the RAND (128 bit random number) is sent in the authentication request message from the network, and then MS sends the authentication response (SRES) in reply. RAND is instantaneously generated and will be known only to that MS and the network (for which it is generated and transmitted at that time). If authentication is successful, then MS uses A8 algorithm with RAND, and Ki as input to generate ciphering key Kc (64 bits). So, this RAND number is known and can be kept for future use in the SACCH security purpose.

Currently, the input to A5/1 (2 or 3) algorithm is Kc and TDMA frame number (extended to 22 bit) and output is 114 bits which is XORed with 114 bits of burst data for TCH or SACCH.
This proposal is to perform the XOR-operation on the SACCH burst data with the “RAND_Ciphered block” generated from RAND and Kc before proceeding with the legacy ciphering procedure.

4 Legacy Security Procedure  

In this method, it will be checked whether the transmitted channel type is SACCH or TCH. Initially RAND (128 bits – truncated to 114 bits) will be XORed with the Kc (64 bits extended to 114 bits) and a 114 bits of RAND_Ciphering block will be generated for use during SACCH transmission for ciphering. If transmitted logical channel type is SACCH, then in the transmitter side (in BTS and the UE) the SACCH burst data part (114 bits) will be first XORed with the earlier generated RAND_Ciphering block (114 bits) and then the resultant data will be XORed with 114 output ciphering block generated from A5 algorithm, which is as usual continuation of the legacy procedure (using TDMA frame number (22 bits) & Kc (64 bits)). So, the only change needed here is, and extra XORing operation of SACCH data with RAND_Ciphering block before it is passed for normal ciphering process with 114 bit ciphered block. This operation will make the SACCH data opaque to the hackers, so, Kc will be not possible to break. 

On the receiver side, the reverse operation will happen- the SACCH data is as usual first XORed with Ciphered block and then it is XORed with RAND_Ciphering block (which is generated in the same way as it was generated in the transmitter side with the help of RAND, which was received during the authentication procedure and the Kc which is also generated during the authentication). 

So, the operation in transmitter (network) side will look like-

Step1: During authentication procedure- use RAND for that specific MS and then generate RAND_Ciphering block by following-

RAND ( Kc = RAND_Ciphering (114 bit block)
This is a one time operation.
Step2: then during SACCH transmission do the following XOR-

(SACCH burst data (114) ( RAND_Ciphering (truncated 114 bits) ) ( ( ciphering block data  (114)) = Burst data

On the receiver side the steps will be-

Receive RAND and then generate RAND_Ciphering block by following-

RAND ( Kc = RAND_Ciphering (114 bit block)

(SACCH burst data (114) (  ( ciphering block data  (114) ) ( RAND_Ciphering (114 bits) ) = SACCH data
This method is depicted in the figure-3.
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Figure-3, proposed changes (added block is shown in green, same is applicable in the network and MS side.

Additional signaling aspects

The network must be provided the capabilities of the mobile station indicating that this new feature is supported. This can be achieved by adding a new field indicating that capability to the mobile classmark information IE.

Furthermore, the mobile station needs to be provided with the indication that this new feature shall be used in a dedicated connection. This can be achieved for example by adding a new information element in the messages that assigns a dedicated channel to the mobile stations. 

In the existing solutions and deployments the BTS which performs ciphering is unaware of the RAND. Hence in order to implement this solution in the BTS the protocol on the Abis interface must be updated so that the BTS can identify the RAND and use it as described in this document.
5 Merits of this proposed method

This method will solve all the problems forseen in those earlier methods and will solve the SACCH ciphering issue.

(+) Here as SACCH data (114) is not transparent to the hacker so, Kc will be always unknown to hacker.

(+) No on/off ciphering of SACCH is required, this makes the scheduling and PHY-STACK interface intact e.g. no changes needed.
(+) No double decoding of SACCH is required, so, no delay no battery power consumption.
(+) No iterative receiver architecture overload related issue.
(+) Both SACCH and TCH data will be protected form hacking.  

(+) No extra signaling is required (like in-band signaling, bit stealing)

(+) If the known SMS text messages are sent also- in such case as well the SACCH content will not be visible to the hacker so, Kc can not be hacked. 

(+) Very simple to implement in network as well as in MS with minimal changes.
6 Conclusion
This method has the potential to resolve all the issues associated with the SACCH ciphering. This is a simple method to implement and has several advantages over all the earlier proposed techniques.
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