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1. Overall Description:

SA3 has identified that the current signature field in 23.041 with a length of 43 bytes only gives a security level of around 80 bits, which is quite low. Such signatures should according to common recommendations be phased out no later than 2010. SA3 is aware of that the length of the signature field was specified based on guidance from SA3 (S3-080219). To get an acceptable security level, more signature bits are needed. The table below lists the signature sizes of the currently considered signature algorithms:
	Security level (in bits)
	Signature sizes (in bits)

	
	ECDSA
	DSA
	RSA-based

	80
	320
	320
	1024

	112
	448
	448
	2048

	128
	512
	512
	3072


Note that SA3 may specify more than one signature algorithm for use in PWS. According to common recommendations a security level of at least 112 bits should be used and SA3 would if possible like to achieve at least this security level. 
· As shown in the table above this requires at least 448 bits for the signature alone. 
· There may also be need for a timestamp (4-7 bytes), but this is still undecided.
· A few bytes may also be needed for a signature type identifier and/or a key identifier.
SA3 acknowledges that there is a trade-off between security and delay and would like RAN2, GERAN2, and CT1 to take this into account when answering the questions below.

In LS R2-087248 send from RAN2#64, RAN2 mentions that “RAN2 does not expect that more than 50 octets will be used in Rel-8, but this solution would allow security information of a larger size to be conveyed in the future, if there is need for it”

Question A: Is it on the possible to extend the number of bits available in radio messages for security information in Rel-11 so that an acceptable security level can be achieved? If possible, how many bits can be made available for security information in GSM, 3G, and LTE without adding significant delay?
Even if it is not possible to extend the number of bits available in radio messages for security information in Rel-11 it might be possible to increase the security level by using some additional bits in the current radio messages. Every available bit increases the security level (the bits do not need to be sequential). The space available for digital signatures could for example be expanded by:

· Change the format of the timestamp to a more compressed format? 

· Use the padding in the Warning-Type field?

· Used some of the padding normally provided by the CBC.

· Can the available padding be increased by a stricter profiling of warning messages? 

Question B: Can additional bits be used for digital signatures even if the answer to question A is negative. If yes, what would the maximum size be for GSM, 3G, and LTE? 
2. Actions:

To RAN2 and GERAN2 groups:
SA3 kindly asks RAN2 and GERAN2 to give feedback on question A.
To CT1 group:

SA3 kindly asks CT1 to give feedback on questions A and B.

3. Date of next TSG SA3 Meetings:

TSG SA3 Meeting #65 
07th – 11th November 2011
San Diego
TSG SA3 Meeting #66
06th – 10th February 2012
Tbd.
