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Signaling aspects for the selective ciphering on SACCH
1 Introduction
At GERAN#48 it has been discussed how the potential enhancement to increase the security robustness in GERAN shall be signalled [1]. This paper addresses aspects related to the impacts from the proposed solution.
2 Discussion of the impacts
The discussion in [1] concludes that given the constraints due to Enhanced Power Control (EPC) feature an in-band signalling by using stealing bits is not feasible. Thus the proposed solution in [1] requires the equipment to perform double-decoding of all messages transferred on the SACCH. Basically, if specified then double-decoding will be required at both ends whenever selective SACCH ciphering is used, i.e. in the mobile station as well as in the BTS.
This solution might appear to be acceptable from a mobile station perspective, given that the SACCH re-occurs with a rather low frequency, i.e. every 480 ms, thus the processing impact seems to be manageable.
However, it must be understood that a BTS must perform this double decoding multiplied by a factor that is given by potentially a large number of mobile stations that are simultaneously served by the same BTS. Thus the solution in [1] imposes an increased processing power requirement that would be enforced on the BTS equipment that is disproportionately greater compared to that imposed on a mobile station.

Given that EPC is an optional feature for both the mobile station and the network, it is fair to assume that a number of networks may have decided not to deploy it. The proposal in [1] implies however that even though a vendor has decided to not implement the optional feature EPC, this vendor will now be forced to implement the double decoding solution. Obviously, this requirement will necessarily result in consuming processing power that could very well be used for support of other features instead of being wasted if the double-decoding solution is chosen. 

In light of what is said above the opinion of the sourcing companies is that the proposal of performing double-decoding shall not be standardized as the sole solution. 
3 Way forward
Given the EPC is an optional feature it is proposed that for the case of an agreement on the proposal of selective ciphering on SACCH [1] all mobile stations and network equipment that support selective ciphering on SACCH shall support the method of in-band signalling using stealing bits as proposed in [1].
Furthermore, it shall be specified that mobile stations and network equipment that support both EPC and selective ciphering on SACCH shall also support the method of double-decoding, hence such equipment shall support both methods.
Finally, it is proposed to define signalling means by which mobile stations that support selective ciphering on SACCH are made aware of whether in-band -signalling or double-decoding method shall be used. 
4 Proposed solution
As proposed in [1] the MS Classmark 3 IE needs to be updated to reflect mobile station’s capabilities to support selective ciphering.

Further more, the relevant messages CIPHERING MODE COMMAND, HANDOVER COMMAND, ASSIGNMENT COMMAND and DTM ASSIGNMENT COMMAND (i.e. containing the Cipher Mode Setting IE) shall be modified to include indication whether:

· selective ciphering on SACCH shall be used

And whether:

· double-decoding to determine whether a message on SACCH is encrypted or not shall be used

Or

· inband-signaling to determine whether a message on SACCH is encrypted or not shall be used
Thus assuming that selective ciphering on SACCH is enabled by the mobile station and the network the logic shall be as follows:

· in the case where a mobile station supports EPC and EPC is used by the network then double decoding shall be used and thus indicated in the relevant messages.

· in the case where a mobile station or the network does not support EPC then in-band signalling shall be used and thus indicated in the relevant messages.

5 Conclusion

This paper briefly analyzed the impacts from the double-decoding solution for signalling of selective ciphering on SACCH. The sourcing companies support a solution which requires that two solutions are supported by the mobile stations and the network equipment that supports EPC while mobile stations and network equipment without support for EPC shall be mandated to support a single, in-band based signalling solution.
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