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MTC Device Pro-active Congestion Control 
1 Introduction
A GSM network with a high penetration of MTC devices using the network to communicate with servers or other devices can easily overload the network by flooding the signalling interfaces and quickly consuming available system resources. In the GSM specifications, there are currently no mechanisms available to prevent different types of MTC subscriptions from attempting to access the radio access network prior to initiating the access signalling procedure. This could lead to overload situations where important traffic, such as voice calls, are lost due to high load on signalling interfaces generated by MTC subscriptions that are not considered to be as important as speech related traffic.

The legacy solution for barring access attempts right at the mobile station is based on subscriptions being assigned an ‘Access Control Class’ that is coded in the SIM (see 3GPP 44.018 section 10.5.2.29 (RACH control parameters)). A mobile with a SIM that belongs to a barred access class is not allowed to attempt system access (i.e. the mobile cannot initiate a call or answer a page while its access class remains barred, but can still read system information).
These existing access classes are more or less randomly assigned (e.g. ‘Access Control Class’ 0-9 are used for public subscriptions where the access class for any given MS is based on the last digit of the IMSI) and cannot be utilized to distinguish between time critical and non-time critical subscriptions. In addition, the use of the legacy ‘Access Control Class’ 0-9 assumes that all mobile stations that have been assigned one of these classes are equally important to the network when they are attempting to make a system access (i.e. their reason for access is not considered).
2 Layered Access Control

It should be noted that the use of the legacy “Access Control Class” mechanism assumes that all mobile stations (other than those associated with public safety) attempting system access have equally important reasons for doing so. However, with the introduction of MTC devices, the set of MTC devices requiring system access at any point in time can have substantially different importance to an operator in light of the range of possible service attributes associated with the application triggering an access attempt:
· As such, introducing an MTC specific access control scheme that allows a primary level of access filtering according to achieve what an operator considers to be accesses of equal importance (during any given time interval) is viewed as being necessary (See GP-10xxxx – MTC Device Layered Access Control).

· All access attempts that pass this primary level of filtering will then be subject to a secondary level of access filtering that assumes the characteristic of equally important access attempts has been achieved and therefore can apply additional barring based on this assumption.

· This secondary level of access control can therefore be viewed as an Extended Access Control (EAC) mechanism (i.e. logically similar to the legacy “Access Control Class” mechanism) used to further throttle all access attempts that survive the primary level of barring.  Support for this new EAC mechanism requires the introduction of an “Extended Access Control Class” attribute within the (U)SIM. 
3 Secondary Level of MTC Access Control Barring
Introducing a new EAC mechanism can be similar to the legacy AC mechanism in that a number of categories of access importance can be introduced (i.e. the legacy AC mechanism is based on two categories of importance – public safety devices and generic devices). However, in light of the multi-application capability anticipated for MTC devices, any given MTC device can play one of a set of basic roles during any given access attempt. EAC can therefore be based on this set of basic roles whereby a distinct group of EAC bits can be associated with each of these roles. An example of this is shown in Figure 1 below where a set of 4 basic roles (access categories) are assumed to exist where a set of 5 EAC bits are associated with each access category:

· Access Category 1 = access attempts triggered by low priority applications (EAC bits 1 to 5 applicable)

· Access Category 2 = access attempts triggered by generic applications (EAC bits 6 to 10 applicable)

· Access Category 3 = access attempts triggered by priority alarm applications (EAC bits 11 – 15 applicable)

· Access Category 4 = access attempts triggered by public safety applications (EAC bits 16 – 20 applicable)

In addition, it is assumed that an MTC device identity (e.g. IMSI) can be used to map each device to one of the bits within each applicable category of EAC bits so that approximately the same percentage of devices will map to each bit within any given Access Category.
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Figure 1 – Basic Set of EAC Categories
As the access load level increases EAC can start to bar 20% of accesses associated with Access Category 1 as shown in Figure 2 (e.g. the bit set to indicate barring can be fairly rotated through the 5 possible bits to achieve fair barring). The load level is not considered significant enough to triggering barring for any of the remaining 3 Access Categories.
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Figure 2 – 20% Barring Triggered for Access Category 1

As the access load level increases further EAC can start to bar 40% of accesses associated with Access Category 1 as shown in Figure 3 (e.g. the two specific bits set to indicate barring can be fairly rotated through the 5 possible bits). The load level is not considered significant enough to triggering barring for any of the remaining 3 Access Categories.


[image: image3]
Figure 3 – 40% Barring Triggered for Access Category 1

As the access load level increases further still EAC can start to bar 100% of accesses associated with Access Category 1 and 20% of accesses associated with Access Category 2 as shown in Figure 4. The load level is not considered significant enough to triggering barring for any of the remaining 2 Access Categories.
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Figure 3 – 100% Barring Triggered for Access Category 1

4 Conclusion

This paper proposes a pro-active network congestion control mechanism based on introducing the “Extended Access Class Control” concept:
· EAC assumes a primary level of access control (initial filtering) has been applied to MTC devices so that EAC is applied to accesses deemed to be of equal importance to the operator.

· EAC allows the operator to prevent overload situations that may still arise after a primary level of access control has been applied or immediately following the reduction of the barring associated with primary level of access control. 
· EAC allows the operator to further throttle MTC device accesses that survive the primary level on a fair basis (e.g. such as by using a rotating barring mask).

· EAC can be similar to the legacy AC mechanism in that a number of categories of access importance can be introduced where a the number of EAC bits per category can be determined as appropriate for each category.. 

· EAC is fully backwards compatible with legacy mobile stations.
· EAC leaves room for introducing additional Extended Access Control classes as necessary (e.g. as additional MTC Features become available for subscription the need for new Access Categories may arise).
Two companion papers that further describe the concept of access barring for MTC devices are titled “GP-10xxxx – MTC Device Two Stage Access Control” and “GP-10xxxx – MTC Device Layered Access Control”.
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EAC 1 to 5 is given lowest priority. Used for e.g. parking meters and other time tolerant devices with the same service level agreement and can be evenly distributed over the classes.





Prio. Level 2





Prio. Level 3





Prio. Level 4





Prio. Level 1





16 17 18 19 20





11 12 13 14 15





6  7  8  9  10





1  2  3  4  5





7





EAC:





All EAC:s within Prio. Level 1 are barred 





The rotating barring mask is initiated among Prio. Level 2 devices effectively blocking 20 % of these devices at the time.





Prio. Level 2





Prio. Level 3











