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MTC Device Layered Access Control 
1 Introduction
The introduction of MTC devices will involve the definition of a ubiquitous set of MTC service related attributes, a subset of which will be used to determine the service profile of any given MTC device. These service attributes are expected to be based, at least to some extent, on the set of MTC Features that can be subscribed to as described in TS 22.368. The (U)SIM is an example of where the applicable service attributes will be stored by an MTC device and is assumed for the remainder of this document. The need for ongoing management service attributes corresponding to any given MTC device will also be required and could be supported using OMA DM for example. 
New system information can be introduced that reflects the ubiquitous set of service attributes and therefore used to provide an access control mechanism that can bar variable numbers of MTC devices from attempting system access. To this end the concept of Layered Access Control is proposed whereby all system access attempts initiated by an MTC device can be made subject to a two stage access control scheme:
· A primary level of access control barring that is coarse grained (i.e. accesses from large numbers of MTC devices can be barred) such that all access attempts that survive this level of barring (i.e. are not barred) can be viewed as having equal importance to an operator. 
· A secondary level of access control barring that allow for a more fine grained throttling of accesses that survive the primary level of MTC ACB in effect for any given time period. 
2 MTC Device Types

The discussion of MTC device types can be somewhat misleading since the possibility exists for an MTC device to play multiple roles e.g. a single MTC device may support a priority alarm application and a low priority application. This would therefore allow for an MTC device subscription to indicate both “priority alarm” and “time tolerant”. As such, each access attempt made by any given MTC will be triggered by an application for which a corresponding role will apply. It is important for an MTC device to know what role it is playing since the applicable ACB will be determined by that role e.g. an access triggered by a priority alarm application should not be subject to the same level of ACB applicable to an access triggered by a low priority application. 
The basic set of roles that an MTC device can play when attempting system access could, for example, consist of the following:

· Public safety access – minimal applicability of ACB

· Priority alarm access – minimal applicability of ACB but needs to managed separately from public safety accesses 
· Low priority access – full applicability of ACB

· Generic priority access - full applicability of ACB but needs to managed separately from low priority accesses (any access that does fall into one of the first three roles defaults to a generic priority access).
Using this example set of access roles then any given access attempt from an MTC device will map to only one of these roles and will be subject to ACB specific to that role.
3 Primary Level of MTC Access Control Barring
The primary level of MTC ACB consists of system information that identifies MTC specific service attributes for which barring may be enabled or disabled. A subset of the service attributes that comprise an MTC device profile will be applicable to any given access (i.e. determined by the role played at access time) and will therefore determine the applicable MTC ACB. The full set of service attributes for which the primary level of MTC ACB can be applied is seen as consisting of the following:

· Low Priority Operation (LPO) – MTC devices that subscribe to the “Time Tolerant” MTC Feature will support low priority MTC applications. Such an MTC device reads MTC ACB information to determine if system access is allowed for low priority operation as indicated in Table 1. 

· Home PLMN Device (HPD) – this attribute is based on PLMN related information that already exists in the (U)SIM. MTC devices operating in a Home PLMN shall read MTC ACB information to determine if they are allowed system access as indicated in Table 1.

· Equivalent PLMN Device (EPD) – this attribute is based on PLMN related information that already exists in the (U)SIM. MTC devices operating in an Equivalent PLMN shall read MTC ACB information to determine if they are allowed system access as indicated in Table 1. 

· Preferred PLMN Device (PPD) – this attribute is based on PLMN related information that already exists in the (U)SIM. MTC devices operating in a Preferred PLMN shall read MTC ACB information to determine if they are allowed system access as indicated in Table 1. 

· Visited PLMN Device (VPD) – this attribute is based on PLMN related information that already exists in the (U)SIM. MTC devices operating in a Visited PLMN shall read MTC ACB information to determine if they are allowed system access as indicated in Table 1. 

· Large Data Volume (LDV) – Although not currently defined as an MTC Feature that can be subscribed to, this attribute is seen as being important for supporting an effective MTC ACB scheme. All MTC devices that have this attribute enabled will support MTC applications that send large amounts of data. Such an MTC device reads MTC ACB information to determine if system access is allowed for large data volume applications as indicated in Table 1. 
· Low Mobility Operation (LMO) – MTC devices that subscribe to the “Low Mobility” MTC Feature are expected to perform mobility related NAS signalling very infrequently. Such an MTC device reads MTC ACB information to determine if system access is allowed for low mobility operation devices as indicated in Table 1.
· Solicited Access Operation (SAO) – Although not currently defined as an MTC Feature that can be subscribed to, this attribute is seen as being important for supporting an effective MTC ACB scheme. All MTC devices that have this attribute enabled support MTC applications that require network solicitation (e.g. polling) to trigger the transmission of MTC application data. Such an MTC device reads MTC ACB information to determine if system access is allowed for solicited access operation applications as indicated in Table 1. 
4 Secondary Level of MTC Access Control Barring
The primary level of MTC ACB described above provides a means to coarsely filter all access attempts such that those that survive the primary filtering can be considered as being of equal importance to the operator.  The secondary level of MTC ACB therefore provides an Equal Importance Filtering (EIF) using a mechanism similar to the legacy access control feature (e.g. a rotating mask scheme could be used that assumes all accessing mobile stations have an equally important reason for attempting system access). More details on the use of EIF are discussed within “GP-10xxxx – MTC Device Pro-active Congestion Control”.
5 Inter-working of Primary and Secondary MTC ACB
The applicability of the primary level of MTC ACB (green shaded columns) and the secondary level of MTC ACB (blue shaded column) according to the role played by an MTC device during any given system access attempt is summarized in Table 1 below (where A = applicable and NA = not applicable).

	
	LPO
	HPD
	EPD
	PPD
	VPD
	LDV
	LMO
	SAO
	EIF

	Public Safety Device
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	A

	Priority Alarm Device
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	NA
	A

	Low Priority Device
	A   (note 1)
	A    (note 2)
	A    (note 2)
	A    (note 2)
	A    (note 2)
	A
	NA
	NA
	A

	Generic Service Device
	NA
	NA
	NA
	NA
	NA
	A
	A
	A
	A


Table 1 – Access Role Specific ACB Filtering
Note 1:
LPO ACB could be made conditional on the type roaming specific ACB in effect. This may be useful in that an operator may wish to, for example, only bar low priority accesses for MTC devices in a VPLMN:

· If ACB indicates LPO accesses are barred and no forms of roaming specific ACB are enabled (i.e. HPD, EPD, PPD and VPD are all disabled) then barring will apply to all low priority accesses from all MTC devices.

· If ACB indicates LPO accesses are barred and only the EPD/PPD form of roaming specific ACB is enabled then LPO barring will only apply to low priority accesses from MTC devices in an Equivalent PLMN/Preferred PLMN.

· If ACB indicates LPO accesses are barred and only the VPD form of roaming specific ACB is enabled then LPO barring will only apply to low priority accesses from MTC devices in a VPLMN.

Note 2: HPD filtering only applies for MTC devices that are in a home PLMN, EPD filtering only applies for MTC devices that are in an equivalent PLMN, PPD filtering only applies for MTC devices that are in a preferred PLMN and VPD filtering only applies for MTC devices that are in a visited PLMN.

                        

                                                                 

              

                                                               
Figure 1 – Two Stage Access Control
6 Summary
The two stage access control scheme described herein effectively provides operators with the ability to bar system access attempts from MTC devices possessing different service attribute profiles with an operator determined granularity (i.e. from 0% to 100%) and for an operator determined time interval. The specific type of MTC ACB applicable to any given access attempt is determined by the application triggering the access (i.e. the role played by the device at access time).
Two companion papers that further describe the concept of access barring for MTC devices are titled “GP-10xxxx – MTC Device Two Stage Access Control” and “GP-10xxxx – MTC Device Pro-active Congestion Control”.
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