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MTC Device Activation Procedure
1. Introduction
Each MTC device intended to operate within the context of a 3GPP access technology can be equipped with an identity module (e.g. SIM) containing its globally unique identifier (e.g. IMSI), the set of PLMNs it is allowed to access, the APN to be used for communicating with its corresponding MTC server and the identity of its corresponding MTC server (e.g. FQDN of the server). Prior to being able to send MTC application specific messages an MTC device needs to be activated from a 3GPP perspective (e.g. GPRS attached for GERAN) and activated from an MTC subscription perspective via signaling with its corresponding MTC server (outside the scope of 3GPP). 

2. 3GPP Service Activation 
Upon power on within a GERAN service area an MTC device can become activated from an operator’s perspective by proceeding as follows:

· After reading system information the MTC device verifies that the PLMN identity of the serving cell is an allowed PLMN before any system access can be attempted.

· System access on an allowed PLMN is attempted according to MTC specific access control mechanisms which may be enabled for MTC devices.

· The MTC device initiates system access to perform the GPRS Attach procedure and is assigned an uplink TBF used to send a GPRS Attach Request (see Figure 1 below).
· A GPRS Attach Request received by the SGSN is recognized as corresponding to an MTC device (e.g. based on the type of attach indicated by the Attach Type IE – see Annex A). 

· The SGSN may proceed with Authentication and IMEI checking as per legacy procedures to verify the device from a 3GPP perspective. 

· Assuming the MTC device is successfully authenticated the SGSN sends it an Attach Accept and receives an Attach Complete in response.

· At this point the MTC device proceeds with the legacy PDP Context activation procedure.

· Following the completion of PDP Context Activation the MTC device is considered to be 3GPP service activated and is therefore able to contact the MTC server to become MTC service activated.
3. Reduced NAS Signaling Option
In an effort to reduce the amount of NAS signaling required for supporting an MTC device and recognizing that a very simple QoS scheme may be sufficient for managing such devices the possibility of eliminating legacy PDP Context Activation related signaling between an MTC device and the SGSN is proposed. An MTC device that does not support this aspect of legacy NAS signaling can indicate this by including new information (on an optional basis) within the GPRS Attach Request in which case the SGSN would proceed as follows:

· Assuming the MTC device is successfully authenticated, then prior to sending it an Attach Accept the SGSN triggers Create PDP Context related signaling with the GGSN (see steps 9 and 10 in Figure 1 below).

· For this to happen an MTC device could either (a) provide the SGSN with the APN of its preferred GGSN by including the Access Point Name IE (i.e. the PDN-GW) and the address of its corresponding MTC server by including the Requested PDP address IE (e.g. in the form of a FQDN) within the GPRS Attach Request message or (b) provide the SGSN with an empty Access Point Name IE to cause the SGSN to fetch the MTC specific APN and address of its corresponding MTC server from the HLR (subscription based information).

· The SGSN maps the APN into an IP address (e.g. using a DNS query) and uses it to trigger the Create PDP Context procedure to the corresponding GGSN which results in the MTC device being assigned an IP address by GGSN.
· When sending a Create PDP Context Request the SGSN can include an indication that the corresponding MS is an MTC device (e.g. using the Protocol Configuration Options IE) and thereby allow the GGSN to realize that simplified treatment of that device is possible (e.g. only a single PDP Context may be needed).

· In addition, when the GGSN realizes it is dealing with an MTC device it can take this into account when assigning it a PDP Address (e.g. an IPv6 address will always be assigned) to establish a PDP Address/APN pair for that MS.

· The PDP Address assigned to the MTC device by the GGSN during the Create PDP Context procedure can be conveyed back to the SGSN using the End User Address IE within the Create PDP Context Response.

· The SGSN then sends the Attach Accept to the MTC device and the MTC device responds by sending an Attach Complete. 

· At this point the MTC device is considered to be 3GPP service activated and is therefore able to contact the MTC server to become MTC service activated.


















Figure 1 - MTC Device Activation with Reduced NAS
4. MTC Service Activation 
Once an MTC device has become 3GPP service activated (i.e. with or without the use of the reduced NAS signaling option) it proceeds with MTC device – MTC server signaling as needed for MTC service activation:

· One key function performed during MTC service activation is that of authenticating the device and thereby verify it belongs to the set of devices associated with a specific MTC service subscription.

· In addition, MTC service activation can be assumed to provide the MTC device with MTC application specific service attributes such as priority level. This allows for an application specific priority indication to be conveyed to the BSS during an access attempt made to send a user plane message associated with a supported MTC application.  
· An MTC control plane message sent by an MTC device prior to it becoming MTC service activated (i.e. signaling sent during the MTC activation procedure itself) can have a default priority which may be changed during the MTC service activation procedure and used for all subsequent MTC control plane messages.

· Once MTC service activation is successfully completed the MTC device can begin sending and receiving user plane messages for the MTC applications it supports.
5. Post Activation MTC Device Operation 
The BSS can treat every access made from an MTC device with a QoS that reflects access specific priority information conveyed to the BSS (e.g. within the EGPRS Packet Channel Request message) as well as any other MTC device specific information the BSS may have access to (e.g. time of day restrictions).
· MTC device – MTC server signaling can be performed after MTC service activation as needed to modify the priority level associated with any given MTC application. Note that a different priority level may be indicated for accesses made to send MTC control plane messages (e.g. device activation messages) compared to MTC user plane messages (application specific payload bearing messages).

· An SGSN that is aware of service specific restrictions for any given MTC device (e.g. there may be an SGSN – MTC server interface) can convey this information to a BSS which can potentially take it into account when managing accesses from those MTC devices (e.g. a BSS could police MTC device specific activity to ensure time of day restrictions are satisfied). This would in turn require that a BSS be capable of determining when an access is made by an MTC device (e.g. based on TLLI).

· MTC device – MTC server signaling can be performed after MTC service activation in order to disable one or more services currently enabled for an MTC device (e.g. the transmission of MTC user plane messages corresponding to one or more MTC services is disabled).

· MTC device – MTC server signaling can be performed after MTC service activation in order to deactivate any given MTC device (i.e. all MTC services are disabled). This may result in an MTC device remaining GPRS attached (so that it may continue to send and receive MTC control plane messages) or in an MTC device initiating GPRS detach (and remaining detached for some specific time period).

6. Summary
The information provided above provides an overview of how an MTC device may become 3GPP service and MTC service activated within the context of GERAN coverage as well as how such devices may be managed in the post activation period. In addition, the possibility of reducing the amount of NAS signaling required for supporting an MTC device is possible recognizing that a very simple QoS scheme may be sufficient for managing such devices. It is proposed that this information be used as guidance for the stage 3 work required for introducing MTC support within the GERAN specifications.

Annex A - Supporting Information
From 24.008:

9.4.1
Attach request

This message is sent by the MS to the network in order to perform a GPRS or combined GPRS attach. See table 9.4.1/3GPP TS 24.008.

Message type:
ATTACH REQUEST

Significance:

dual

Direction:

MS to network

Table 9.4.1/3GPP TS 24.008: ATTACH REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

10.2
	M
	V
	1/2

	
	Skip indicator
	Skip indicator

10.3.1
	M
	V
	½

	
	Attach request message identity
	Message type

10.4
	M
	V
	1

	
	MS network capability
	MS network capability

10.5.5.12
	M
	LV
	3-9

	
	Attach type
	Attach type

10.5.5.2
	M
	V
	½

	
	GPRS ciphering key sequence number
	Ciphering key sequence number 

10.5.1.2
	M
	V
	½

	
	DRX parameter
	DRX parameter

10.5.5.6
	M
	V
	2

	
	P-TMSI or IMSI
	Mobile identity

10.5.1.4
	M
	LV
	6 - 9

	
	Old routing area identification
	Routing area identification

10.5.5.15
	M
	V
	6

	
	MS Radio Access capability
	MS Radio Access capability

10.5.5.12a
	M
	LV
	6 - 52

	19
	Old P-TMSI signature
	P-TMSI signature

10.5.5.8
	O
	TV
	4

	17
	Requested READY timer
value
	GPRS Timer

10.5.7.3
	O
	TV
	2

	9-
	TMSI status
	TMSI status

10.5.5.4
	O
	TV
	1

	33
	PS LCS Capability
	PS LCS Capability
10.5.5.22
	O
	TLV
	3

	11
	Mobile station classmark 2
	Mobile station classmark 2
10.5.1.6
	O
	TLV
	5

	20
	Mobile station classmark 3
	Mobile station classmark 3
10.5.1.7
	O
	TLV
	2-34

	40
	Supported Codecs
	Supported Codec List
10.5.4.32
	O
	TLV
	5-n

	58
	UE network capability
	UE network capability

10.5.5.26
	O
	TLV
	4-15

	1A
	Additional mobile identity
	Mobile identity

10.5.1.4
	O
	TLV
	7

	1B
	Additional old routing area identification
	Routing area identification 2
10.5.5.15a
	O
	TLV
	8

	5D
	Voice domain preference and UE's usage setting
	Voice domain preference and UE's usage setting

10.5.5.28
	O
	TLV
	3


10.5.5.2
Attach type

The purpose of the attach type information element is to indicate the type of the requested attach, i.e. whether the MS wants to perform a GPRS or combined GPRS attach.

The attach type is a type 1 information element.

The attach type information element is coded as shown in figure 10.5.117b/3GPP TS 24.008 and table 10.5.135b/3GPP TS 24.008.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Attach type

IEI
	FOR
	Type of attach
	octet 1


Figure 10.5.117b/3GPP TS 24.008: Attach type information element

Table 10.5.135b/3GPP TS 24.008: Attach type information element

	Type of attach (octet 1, bit 1 to 3)

	Bits

	3
	2
	1
	
	

	0
	0
	1
	
	GPRS attach

	0
	1
	0
	
	Not used. This value was allocated in earlier versions of the protocol (Note1)

	0
	1
	1
	
	Combined GPRS/IMSI attach

	1
	0
	0
	
	Emergency attach

	1
	0
	1
	
	MTC Device Attach

	

	All other values are interpreted as GPRS attach in this version of the protocol.

	

	Follow-on request (octet 1, bit 4)

	Bits

	4
	
	
	
	

	0
	
	
	
	No follow-on request pending

	1
	
	
	
	Follow-on request pending

	Follow-on request pending is applicable only in Iu mode.

	

	NOTE 1: 
The code point “010” if received by the network, it shall be interpreted as "Combined GPRS/IMSI attach".


9.5.1
Activate PDP context request

This message is sent by the MS to the network to request activation of a PDP context.

See table 9.5.1/3GPP TS 24.008.

Message type:
activate PDP context request

Significance:

global

Direction:

MS to network

Table 9.5.1/3GPP TS 24.008: Activate PDP context request message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

10.2
	M
	V
	1/2

	
	Transaction identifier


	Transaction identifier

10.3.2
	M
	V
	1/2– 3/2

	
	Activate PDP context request message identity
	Message type

10.4
	M
	V
	1

	
	Requested NSAPI
	Network service access point identifier 10.5.6.2
	M
	V
	1

	
	Requested LLC SAPI
	LLC service access point identifier 10.5.6.9
	M
	V
	1

	
	Requested QoS
	Quality of service

10.5.6.5
	M
	LV
	13-17

	
	Requested PDP address
	Packet data protocol address

10.5.6.4
	M
	LV
	3 - 23

	28
	Access point name
	Access point name

10.5.6.1
	O
	TLV
	3 - 102

	27
	Protocol configuration options
	Protocol configuration options 10.5.6.3
	O
	TLV
	3 - 253

	A-
	Request type
	Request type

10.5.6.17
	O
	TV
	1


From 29.060:

7.3.1
Create PDP Context Request

A Create PDP Context Request shall be sent from a SGSN node to a GGSN node as a part of the GPRS PDP Context Activation procedure. After sending the Create PDP Context Request message, the SGSN marks the PDP context as "waiting for response". In this state the SGSN shall accept G-PDUs from the GGSN but shall not send these G-PDUs to the MS. A valid request initiates the creation of a tunnel between a PDP Context in a SGSN and a PDP Context in a GGSN. If the procedure is not successfully completed, the SGSN repeats the Create PDP Context Request message to the next GGSN address in the list of IP addresses, if there is one. If the list is exhausted the activation procedure fails.

The Tunnel Endpoint Identifier Data I field specifies a downlink Tunnel Endpoint Identifier for G-PDUs which is chosen by the SGSN. The GGSN shall include this Tunnel Endpoint Identifier in the GTP header of all subsequent downlink G-PDUs which are related to the requested PDP context.

The Tunnel Endpoint Identifier Control Plane field specifies a downlink Tunnel Endpoint Identifier for control plane messages which is chosen by the SGSN. The GGSN shall include this Tunnel Endpoint Identifier in the GTP header of all subsequent downlink control plane messages which are related to the requested PDP context. If the SGSN has already confirmed successful assignment of its Tunnel Endpoint Identifier Control Plane to the peer GGSN, this field shall not be present. The SGSN confirms successful assignment of its Tunnel Endpoint Identifier Control Plane the GGSN when it receives any message with its assigned Tunnel Endpoint Identifier Control Plane in the GTP header from the GGSN.

The MSISDN of the MS is passed to the GGSN inside the Create PDP Context Request; This additional information can be used when a secure access to a remote application residing on a server is needed. The GGSN would be in fact able to provide the user identity (i.e. the MSISDN) to the remote application server, providing it with the level of trust granted to users through successfully performing the GPRS authentication procedures, without having to re-authenticate the user at the application level.

If the MS requests a dynamic PDP address and a dynamic PDP address is allowed, then the PDP Address field in the End User Address information element shall be empty. If the MS requests a static PDP Address then the PDP Address field in the End User Address information element shall contain the static PDP Address. In case the PDP addresses carried in the End User Address and optionally in the Protocol Configuration Option information element contain contradicting information, the PDP address carried in the End User Address information element takes the higher precedence. The Quality of Service Profile information element shall be the QoS values to be negotiated between the MS and the SGSN at PDP Context activation. The Evolved Allocation/Retention Priority I information element include the negotiated Evolved Allocation/Retention Priority based on the subscribed one received via Gr interface and SGSN capabilities if the SGSN supports this IE.

The SGSN shall include an SGSN Address for control plane and an SGSN address for user traffic, which may differ from that provided by the underlying network service (e.g. IP). The GGSN shall store these SGSN Addresses and use them when sending control plane on this GTP tunnel or G-PDUs to the SGSN for the MS.

The SGSN shall include a Recovery information element into the Create PDP Context Request if the SGSN is in contact with the GGSN for the very first time or if the SGSN has restarted recently and the new Restart Counter value has not yet been indicated to the GGSN. The GGSN that receives a Recovery information element in the Create PDP Context Request message element shall handle it in the same way as when receiving an Echo Response message. The Create PDP Context Request message shall be considered as a valid activation request for the PDP context included in the message.

The SGSN shall include either the MS provided APN, a subscribed APN or an SGSN selected APN in the message; the Access Point Name may be used by the GGSN to differentiate accesses to different external networks.

The Selection Mode information element shall indicate the origin of the APN in the message.

For contexts created by the Secondary PDP Context Activation Procedure the SGSN shall include the linked NSAPI. Linked NSAPI indicates the NSAPI assigned to any one of the already activated PDP contexts for this PDP address or two IP addresses (one IPv4 and one IPv6 if PDP Type IPv4v6 is supported and used) and APN. If the requested PDP type is allowed by subscription and if the requested PDP type is IPv4v6, the SGSN sets the PDP type as requested if the GGSN supports PDP type IPv4v6. Otherwise, the SGSN shall set the PDP type to IPv4 or IPv6 where the selection between IPv4 and IPv6 is based on the result of the check.
NOTE1:
The check for PDP type IPv4v6 is implementation specific and configuration may be shared in roaming agreements.

NOTE2:
A Gn/Gp SGSN assumes coherent support for PDP type IPv4v6 across all SGSNs in a PLMN. 

The Secondary PDP Context Activation Procedure may be executed without providing a Traffic Flow Template (TFT) to the newly activated PDP context if all other active PDP contexts for this PDP address or the two IP addresses (one IPv4 and one IPv6 if PDP Type IPv4v6 is supported and used) and APN already have an associated TFT, otherwise a TFT shall be provided. TFT is used for packet filtering in the GGSN.

When using the Secondary PDP Context Activation Procedure, the Selection mode, IMSI, MSISDN, End User Address, Access Point Name and APN Restriction information elements shall not be included in the message.

If the MS is emergency attached and the MS is UICCless (i.e. the mobile terminal cannot obtain IMSI at all) or the IMSI is unauthenticated, the International Mobile Equipment Identity (IMEI) shall be used as the MS identity. If the MS is emegency attached and the MS is UICCless, the IMSI cannot not be included in the message and therefore IMSI shall not be included in the message.

The Protocol Configuration Options (PCO) information element may be included in the request when the MS provides the GGSN with application specific parameters. The SGSN includes this IE in the Create PDP Context Request if the associated Activate PDP Context Request or Activate Secondary PDP Context Request from the MS includes protocol configuration options. The SGSN shall copy the content of this IE transparently from the content of the PCO IE in the Activate PDP Context Request message or Activate Secondary PDP Context Request.

The SGSN shall select one GGSN based on the user provided or SGSN selected APN. The GGSN may have a logical name that is converted to an address. The conversion may be performed with any name-to-address function. The converted address shall be stored in the "GGSN Address in Use" field in the PDP context and be used during the entire lifetime of the PDP context.

If the converted address includeds an IPv6 address, the IPv4/IPv6 capable SGSN sends Create PDP Context Request to the GGSN including IPv6 addresses in the fields SGSN Address for Control Plane and SGSN Address for user traffic.If the converted address only includes an IPv4 address, IPv4/IPv6 capable SGSN shall include IPv4 addresses in the fields SGSN Address for Control Plane and SGSN Address for user traffic.
NOTE:
A DNS query may be used as the name-to-IP address mapping of the GGSN. The IP address returned in the DNS response is then stored in the "GGSN Address in Use" field in the PDP context.

The IMSI information element together with the NSAPI information element uniquely identifies the PDP context to be created.

The SGSN shall not send a Create PDP Context Request for an already active context.

 If a new Create PDP Context Request is incoming on TEID 0 for an already active PDP context, this Create PDP Context Request must be considered related to a new session. The existing PDP context shall be torn down locally, and the associated PDP contexts deleted locally, before the new session is created. If a new Create PDP Context Request is incoming on a TEID which is different from 0 and this TEID is already allocated to one or more activated PDP contexts, and the NSAPI IE value in this message matches the NSAPI value of an active PDP context, the GGSN shall send back a Create PDP Context Response with a rejection cause code. It is implementation dependent deciding whether to teardown or keep the existing PDP context.

If the GGSN uses the MNRG flag and the flag is set, the GGSN should treat the Create PDP Context Request as a Note MS Present Request and clear the MNRG flag.

The SGSN shall determine Charging Characteristics from the Subscribed Charging Characteristics and/or PDP Context Charging Characteristics  depending on the presence of the information in the Packet Domain Subscription Data as defined in 3GPP TS 23.060 [4]. The requirements for the presence of the Charging Characteristics IE are defined in 3GPP TS 23.060 [4]. The contents of the Charging Characteristics IE are defined in 3GPP TS 32.251 [18] and 3GPP TS 32.298 [34].

The SGSN shall include Trace Reference, Trace Type, Trigger Id, OMC Identity and Additional Trace Info (Trace reference2, Trace Recording Session Reference, triggering events in GGSN, Trace Depth, List of interfaces to trace in GGSN and Trace Activity Control) in the message if GGSN trace is activated. The SGSN shall copy Trace Reference, Trace Type, OMC Identity and Additional Trace Info from the trace request received from the HLR or OMC and the Trace Activity Control shall be set to Trace Activation 

For more detailed description of Trace Session activation/deactivation procedures see 3GPP TS 32.422 [31]

For SGSN and GGSN trace record description see 3GPP TS 32.423 [32].

The SGSN may include the Routeing Area Identity (RAI) of the SGSN where the MS is registered. The MCC and MNC components shall be populated with the MCC and MNC, respectively, of the SGSN where the MS is registered. The LAC and RAC components shall be populated by the SGSN with the value of "FFFE" and "FF", respectively.

The APN Restriction is an optional information element. In this instance it is used by the SGSN to convey to the GGSN the highest restriction type out of all the currently active PDP Contexts for a particular subscriber.

The presence of the Common Flags IE is optional. If the NRSN bit of the Common Flags IE is set to 1, the SGSN supports the network requested bearer control. If NRSN bit of the Common Flags IE is set to 0 or the Common Flags IE is absent then the SGSN does not support network requested bearer control. If the Upgrade QoS Supported bit of the Common Flags IE is set to 1, the SGSN supports the QoS upgrade in Response message functionality. If Upgrade QoS Supported bit of the Common Flags IE is set to 0 or the Common Flags IE is absent then the SGSN does not support QoS upgrade in Response message functionality. If Dual Address Bearer Flag bit of the Common Flags IE is set to 1, the MS requests PDP type IPv4v6 and all SGSNs, which the MS may be handed over to, are Release9 or above supporting dual addressing, which is determined based on node pre‑configuration by the operator.

The SGSN may include the User Location Information IE, MS Time Zone IE, RAT Type IE, IMEI(SV) IE and the CAMEL Charging Information Container IE, User CSG Information if they are available (see sub-clause 15.1.1a of 3GPP TS 23.060 [4] for more information). If the User Location Information IE is included then the SGSN shall include the CGI or SAI in the "Geographic Location" field depending on whether the MS is in a cell or a service area respectively. If the MS is emergency attached and the MS is UICCless or the IMSI is unauthenticated, the International Mobile Equipment Identity (IMEI) shall be included and used as the MS identity. If the User CSG Information IE is included then the SGSN shall include the CSG ID, Access mode, the CSG Membership Indication shall also be included if the Access mode is Hybrid Mode.
The Correlation-ID shall be included if the PDP Context Activation is performed as part of the Network Requested Secondary PDP Context Activation Procedure. 

The presence of the Extended Common Flags IE is optional. The Unauthenticated IMSI bit field shall be set to 1 if the IMSI present in the message is not authenticated and is for an emergency attached MS.

The optional Private Extension contains vendor or operator specific information.

Table 5: Information Elements in a Create PDP Context Request

	Information element
	Presence requirement
	Reference

	IMSI
	Conditional
	7.7.2

	Routeing Area Identity (RAI)
	Optional
	7.7.3

	Recovery
	Optional
	7.7.11

	Selection mode
	Conditional
	7.7.12

	Tunnel Endpoint Identifier Data I
	Mandatory
	7.7.13

	Tunnel Endpoint Identifier Control Plane
	Conditional
	7.7.14

	NSAPI
	Mandatory
	7.7.17

	Linked NSAPI
	Conditional
	7.7.17

	Charging Characteristics
	Conditional
	7.7.23

	Trace Reference
	Optional
	7.7.24

	Trace Type
	Optional
	7.7.25

	End User Address
	Conditional
	7.7.27

	Access Point Name
	Conditional
	7.7.30

	Protocol Configuration Options
	Optional
	7.7.31

	SGSN Address for signalling
	Mandatory
	GSN Address 7.7.32

	SGSN Address for user traffic
	Mandatory
	GSN Address 7.7.32

	MSISDN
	Conditional
	7.7.33

	Quality of Service Profile
	Mandatory
	7.7.34

	TFT
	Conditional
	7.7.36

	Trigger Id
	Optional
	7.7.41

	OMC Identity
	Optional
	7.7.42

	Common Flags
	Optional
	7.7.48

	APN Restriction
	Optional
	7.7.49

	RAT Type
	Optional
	7.7.50

	User Location Information
	Optional
	7.7.51

	MS Time Zone
	Optional
	7.7.52

	IMEI(SV)
	Conditional
	7.7.53

	CAMEL Charging Information Container
	Optional
	7.7.54

	Additional Trace Info
	Optional
	7.7.62

	Correlation-ID
	Optional
	7.7.82

	Evolved Allocation/Retention Priority I
	Optional
	7.7.91

	Extended Common Flags
	Optional
	7.7.93

	User CSG Information
	Optional
	7.7.94

	Private Extension
	Optional
	7.7.46


7.3.2
Create PDP Context Response

The message shall be sent from a GGSN node to a SGSN node as a response of a Create PDP Context Request. When the SGSN receives a Create PDP Context Response with the Cause value indicating "Request Accepted", the SGSN activates the PDP context and may start to forward T-PDUs to/from the MS from/to the external data network.

The Cause value indicates if a PDP context has been created in the GGSN or not. A PDP context has not been created in the GGSN if the Cause differs from "Request accepted". Possible Cause values are:

· "Request Accepted".

· "Context not found"

· "No resources available".

· "All dynamic PDP addresses are occupied".

· "No memory is available".

· "Missing or unknown APN".

· "Unknown PDP address or PDP type".

· "User authentication failed".

· "System failure".

· "Semantic error in the TFT operation".

· "Syntactic error in the TFT operation".

· "Semantic errors in packet filter(s)".

· "Syntactic errors in packet filters(s)".

· "Mandatory IE incorrect".

· "Mandatory IE missing".

· "Optional IE incorrect".

· "Invalid message format".

· "PDP context without TFT already activated".

· "APN access denied – no subscription".

· "APN Restriction type incompatibility with currently active PDP Contexts"
· "Collision with network initiated request"
-
 "New PDP type due to network preference".

-
 "New PDP type due to single address bearer only".
"No resources available" indicates that not enough resources are available within the network to allow the PDP Context to be created. "Missing or unknown APN" indicates e.g. when the GGSN does not support the Access Point Name. "Unknown PDP address or PDP type" indicates when the GGSN does not support the PDP type or the PDP address.

"User authentication failed" indicates that the external packet network has rejected the service requested by the user e.g. the authentication check in the RADIUS server failed. "PDP context without TFT already activated" indicates that a PDP context has already been activated without a TFT for that MS. "Context not found" indicates that a Create PDP Request for a subsequent PDP context has been received, but the PDP context associated with the request, which the SGSN believes to be active does not exist on the GGSN. "APN access denied – no subscription" indicates that the GGSN has denied the user access to an APN because a subscription is required, but the subscriber does not have the necessary subscription.

"New PDP type due to network preference" indicates that the GGSN has selected a PDP type different from the one sent by the MS. "New PDP type due to single address bearer only" indicates that the MS has requested PDP type IPv4v6 and both IPv4 and IPv6 addressing is possible in the PDN but the Dual Address Bearer Flag bit of the Common Flags IE is set to 0 or the Common Flags IE is absent, or only single IP version addressing is possible in the PDN.

Only the Cause information element, optionally Protocol Configuration Options and optionally the Recovery information element shall be included in the response if the Cause contains another value than "Request accepted".

All information elements, except Recovery, Protocol Configuration Options, Charging Gateway Address, Tunnel Endpoint Identifier Control Plane and Private Extension, are mandatory if the Cause contains the value "Request accepted".

The Tunnel Endpoint Identifier for Data (I) field specifies an uplink Tunnel Endpoint Identifier for G-PDUs that is chosen by the GGSN. The SGSN shall include this Tunnel Endpoint Identifier in the GTP header of all subsequent uplink G-PDUs which are related to the requested PDP context.

The Tunnel Endpoint Identifier Control Plane field specifies an uplink Tunnel Endpoint Identifier for control plane messages, which is chosen by the GGSN. The SGSN shall include this Tunnel Endpoint Identifier in the GTP header of all subsequent uplink-control plane messages, which are related to the requested PDP context. If the GGSN has already confirmed successful assignment of its Tunnel Endpoint Identifier Control Plane to the peer SGSN, this field shall not be present. The GGSN confirms successful assignment of its Tunnel Endpoint Identifier Control Plane to the SGSN when it receives any message with its assigned Tunnel Endpoint Identifier Control Plane in the GTP header from the SGSN.

The GGSN may include the NSAPI received from the SGSN in the Create PDP Context Request message, in order to facilitate error handling in SGSN.

NOTE:
If an SGSN receives a Create PDP Context Response with an NSAPI IE included for which there is no corresponding outstanding request, an SGSN may send a Delete PDP Context Request towards the GGSN that sent the Create PDP Context Response with the NSAPI included
The GGSN shall include a GGSN Address for control plane and a GGSN address for user traffic, which may differ from that provided by the underlying network service (e.g. IP).

If the Create PDP Context Request received from the SGSN included IPv6 SGSN address, an IPv4/IPv6 capable GGSN shall include IPv6 addresses in the fields GGSN Address for Control Plane and GGSN Address for user traffic, and IPv4 addresses in the fields Alternative GGSN Address for Control Plane and Alternative GGSN Address for user traffic. If SGSN included IPv4 SGSN addresses in the request, an IPv4/IPv6 capable GGSN shall include IPv4 addresses in the fields GGSN Address for Control Plane and GGSN Address for user traffic, and IPv6 addresses in the fields Alternative GGSN Address for Control Plane and Alternative GGSN Address for user traffic. An IPv4/IPv6 capable SGSN shall store these GGSN Addresses and use one set of them when sending control plane on this GTP tunnel or G-PDUs to the GGSN for the MS. An IPv4 only SGSN shall not store the IPv6 address included in the Alternative GGSN Address.

If the MS requests a dynamic PDP address with the PDP Type IPv4, IPv6 or IPv4v6 and a dynamic PDP address is allowed, then the End User Address information element shall be included and the PDP Address field in the End User Address information element shall contain the dynamic PDP Address(es) allocated by the GGSN. 

If the MS requests a static PDP address with the PDP Type IPv4, IPv6 or IPv4v6, or a PDP address is specified with PDP Type PPP, then the End User Address information element shall be included and the PDP Address field shall not be included.

The PDP address in End User Address IE and in the Protocol configuration options IE shall be the same, if both IEs are present in the create PDP context response.  When using the Secondary PDP Context Activation Procedure, the End User Address element shall not be included in the message.

The QoS values supplied in the Create PDP Context Request may be negotiated downwards by the GGSN. If the SGSN has indicated support for upgrade of QoS in the request message, the QoS values may also be negotiated upwards by the GGSN. The negotiated values or the original values from SGSN are inserted in the Quality of Service Profile information element of the Create PDP Context Response message. The Evolved Allocation/Retention Priority I IE shall be included as the authorized Evolved Allocation/Retention Priority if the GGSN supports this IE and if the Evolved Allocation/Retention Priority I IE has been included in the corresponding request message. If there is no authorized Evolved ARP received from GGSN, SGSN shall continue to use legacy ARP included in the Quality of Service (QoS) Profile IE.

The GGSN may start to forward T-PDUs after the Create PDP Context Response has been sent. The SGSN may start to forward T-PDUs when the Create PDP Context Response has been received. In this case the SGSN shall also be prepared to receive T-PDUs from the GGSN after it has sent a Create PDP Context Request but before a Create PDP Context Response has been received.

The Reordering Required value supplied in the Create PDP Context Response indicates whether the end user protocol benefits from packet in sequence delivery and whether the SGSN and the GGSN therefore shall perform reordering or not. In other words, if reordering is required by the GGSN, the SGSN and the GGSN shall perform reordering of incoming T-PDUs on this path. When the Quality of Service (QoS) Profile is Release 99 the receiving entity shall ignore the Reordering Required.

The GGSN shall include the Recovery information element into the Create PDP Context Response if the GGSN is in contact with the SGSN for the first time or the GGSN has restarted recently and the new Restart Counter value has not yet been indicated to the SGSN. The SGSN receiving the Recovery information element shall handle it as when an Echo Response message is received but shall consider the PDP context being created as active if the response indicates successful context activation at the GGSN.

The Charging ID is used to identify all charging records produced in SGSN(s) and the GGSN for this PDP context. The Charging ID is generated by the GGSN and shall be unique within the GGSN.

The Charging Gateway Address is the IP address of the recommended Charging Gateway Functionality to which the SGSN should transfer the Charging Detail Records (CDR) for this PDP Context. 

The Alternative Charging Gateway Address  IE has a similar purpose as the Charging Gateway Address but enables co-existence of IPv4 and IPv6 stacks in the Ga charging interfaces, without mandating any node to have a dual stack. The format of the optional Alternative Charging Gateway Address information element is the same as the format of the Charging Gateway Address.

When both these addresses are present, the Charging Gateway address IE shall contain the IPv4 address of the Charging Gateway Function and the Alternative Charging Gateway address IE shall contain the IPv6 address of the Charging Gateway Function.

NOTE:
The Charging Gateway Address and Alternative Charging Gateway Address both refer to the same Charging Gateway Function.

The APN Restriction is an optional information element. In this instance it is used by the GGSN to convey to the SGSN the restriction type of the associated PDP Context being set up.

The optional Private Extension contains vendor or operator specific information.

The Protocol Configuration Options (PCO) information element may be included in the response when the GGSN  provides the MS with application specific parameters or to indicate the Bearer Control Mode to the MS.

If Bearer Control Mode is provided by the GGSN in the PCO, the Bearer Control Mode IE shall be included in order to inform the SGSN about the bearer control mode and shall indicate the same bearer control mode as indicated to the MS in the PCO.

The presence of the Common Flags IE is optional. If the Prohibit Payload Compression bit of the Common Flags IE is set to 1, then for A/Gb mode access the SGSN shall not compress the payload of user data regardless of whether the user asks for payload compression. If the Prohibit Payload Compression bit of the Common Flags IE is set to 0 or the Common Flags IE is absent then the SGSN shall perform payload compression when the user asks for it as per normal operation. 

If the MS Info Change Reporting mechanism is to be started or stopped for this subscriber, then the GGSN shall include the MS Info Change Reporting Action IE in the message and shall set the value of the Action field appropriately.

Table 6: Information Elements in a Create PDP Context Response

	Information element
	Presence requirement
	Reference

	Cause
	Mandatory
	7.7.1

	Reordering required
	Conditional
	7.7.6

	Recovery
	Optional
	7.7.11

	Tunnel Endpoint Identifier Data I
	Conditional
	7.7.13

	Tunnel Endpoint Identifier Control Plane
	Conditional
	7.7.14

	NSAPI
	Optional
	7.7.17

	Charging ID
	Conditional
	7.7.26

	End User Address
	Conditional
	7.7.27

	Protocol Configuration Options
	Optional
	7.7.31

	GGSN Address for Control Plane
	Conditional
	GSN Address 7.7.32

	GGSN Address for user traffic
	Conditional
	GSN Address 7.7.32

	Alternative GGSN Address for Control Plane
	Conditional
	GSN Address 7.7.32

	Alternative GGSN Address for user traffic
	Conditional
	GSN Address 7.7.32

	Quality of Service Profile
	Conditional
	7.7.34

	Charging Gateway Address
	Optional
	7.7.44

	Alternative Charging Gateway Address
	Optional
	7.7.44

	Common Flags
	Optional
	7.7.48

	APN Restriction
	Optional
	7.7.49

	MS Info Change Reporting Action
	Optional
	7.7.80

	Bearer Control Mode
	Optional
	7.7.83

	Evolved Allocation/Retention Priority I
	Optional
	7.7.91

	Private Extension
	Optional
	7.7.46


7.7.27
End User Address

The purpose of the End User Address information element shall be to supply protocol specific information of the external packet data network accessed by the GPRS subscriber.

The Length field value shall be 2 in an End User Address information element with an empty PDP Address.

The PDP Type defines the end user protocol to be used between the external packet data network and the MS and is divided into an Organisation field and a Number field.

The PDP Type Organisation is the organisation that is responsible for the PDP Type Number field and the PDP Address format.

For PPP the PDP Type Organisation is ETSI and the PDP Type Number is 1 and there shall be no address in the End User Address IE. In this case the address is negotiated later as part of the PPP protocol.

If the PDP Type Organisation is IETF, the PDP Type Number is a compressed number (i.e. the most significant HEX(00) is skipped) in the "Assigned PPP DLL Protocol Numbers" list in the most recent "Assigned Numbers" RFC (RFC 1700 or later). The most recent "Assigned PPP DLL Protocol Numbers" can also be found using the URL = .

The PDP Address shall be the address that this PDP context of the MS is identified with from the external packet data network.



Figure 35: End User Address Information Element

Table 44: PDP Type Organisation Values

	PDP Type Organisation
	Value (Decimal)

	ETSI
	0

	IETF
	1

	All other values are reserved


Table 45: ETSI defined PDP Type Values

	PDP Type Number
	Value (Decimal)

	PPP
	1

	
	

	All other values are reserved
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Figure 36: End User Address Information Element for IPv4
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Figure 37: End User Address Information Element for IPv6 
	Bits

	Octets
	8
	7
	6
	5
	4
	3
	2
	1

	1
	Type = 128 (Decimal)

	2-3
	Length = 22 (Decimal)

	4
	Spare 1 1 1 1
	PDP Type Organization= 1 (Decimal )

	5
	PDP Type Number = HEX(8D)

	6-9
	IPv4 Address

	10-25
	IPv6 Address


Figure 37A: End User Address Information Element for IPv4v6
NOTE: 
There is no IANA defined PDP type for IPv4v6. The PDP Type Number is chosen to be HEX(8D), which is inline with 3GPP TS 24.008 [5].
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Figure 38: End User Address Information Element for PPP
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