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GAN Iu Mode Security Procedures
1 Overview

GAN Iu mode, currently under definition in Rel-8 TS 43.318 [1]and TS 44.318 [2], will continue to use IPsec as a means of encryption and integrity protection for those messages exchanged between the GAN handset (MS/UE) and the CN. This contribution undertakes an analysis of 3G security parameters to determine if any of the associated IEs already defined in RRC or other 3G protocols should also be included as a part of GAN Iu mode GA-RRC security procedures to support handover to or from GERAN and to or from UTRAN.
Also under consideration is whether the existing GAN A/Gb mode should likewise be enhanced for handover to or from GERAN and to or from UTRAN.
2 Aspects of 3G Security
The following areas of 3G security will be considered:
· Authentication

· Identity Confidentiality

· Integrity Protection
· Encryption
Figure 1 shows the network element endpoints for which each of these security aspects applies.
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Figure 1: Relevant network element endpoints of 3G security aspects

2.1 Authentication

For the legacy 3G network, the CN authenticates the UE using NAS level messaging. In the CS domain, the VLR (normally co-located in the serving MSC) performs this function; and in the PS domain, the serving SGSN does so. Both VLR and SGSN rely on assistance from the AuC in the home PLMN (normally co-located in the HLR), which is the CN element containing shared secret information (e.g., key K) that is also known at the UE (USIM).

Section 6.3 of [3] describes the authentication process in detail. Figure 2 below is an extract of Figure 9 from [3], showing the authentication process in the UE’s USIM. The elements that the USIM requires as input are the key K permanently stored on the USIM, and RAND and AUTN which are received from the VLR/SGSN. All other values are generated on the UE using functions f1-f4.
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Figure 2: User authentication function in the USIM

Therefore, as highlighted in Figure 1 above, the RNC plays no functional role in the exchange of authentication data. Because the GANC operating in GAN Iu mode supports the same Iu I/F to the CN as the RNC, the GANC also has no functional role in the exchange of authentication data. Thus the newly defined GA-RRC messages in [2] do not require the addition of any of the authentication values shown in Figure 3.
However, the UE operating in GAN Iu mode is required to adhere to the authentication procedures outlined in Section 6.3 of [3]. This is emphasized in Section 7.1 of [1], especially bullet 2.
2.2 Identity Confidentiality

For the legacy 3G network, a level of confidentiality is achieved by the assignment of temporary mobile identities, TMSI in the CS domain and P-TMSI in the PS domain.

Section 6.1 of [3] describes the assignment of temporary identities. As for authentication, the RNC is transparent in this process. As highlighted in Figure 1 above, the RNC plays no functional role in the generation of (P-)TMSI, which by extension means the GANC also has no such functional role. Thus the newly defined GA-RRC messages in [2] do not require the addition of any values to support 
(P-)TMSI generation. Both the GANC and the UE operating in GAN Iu mode should simply send and receive (P-)TMSI, with existing RRC and GAN A/Gb mode messages as a pattern. This is appropriately achieved in the current version of GAN Iu mode message detail defined in [2].
2.3 Encryption and Integrity Protection
For the legacy 3G network, the values supporting encryption and integrity protection are tightly coupled. Therefore, these two aspects of security will be examined together. Figure 3 is an extract of Figure 16 from [3], highlighting the 3G integrity protection algorithm. Likewise, Figure 4 is an extract of Figure 16b from [3], highlighting the 3G encryption algorithm.
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Figure 3: 3G integrity protection algorithm
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Figure 4: 3G encryption algorithm
The remainder of this section analyzes how the necessary security elements required to execute the algorithms in Figure3 and Figure 4 are exchanged within various relocation and handover scenarios. In each subsection, legacy 2G / 3G procedures are studied. Then scenarios involving GAN are derived from their applicable legacy baseline.

2.3.1 CS Domain UTRAN to UTRAN Relocation

Figure 5 is an enhancement of Figure 11 from [4], showing intra-3G-MSC procedures for SRNS relocation involving the UE. Similar procedures that do not involve the UE are not considered, because GAN Iu mode does not support the Iur I/F. Likewise, inter-3G-MSC procedures for SRNS relocation are not shown since the difference from intra-3G-MSC procedures is in the CN and not pertinent to this discussion. Procedures in the PS domain will be considered separately.
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Physical Channel Reconfiguration Complete (TS 25.331, 10.2.23) or one of 4 other RRC responses

– Integrity Check Info (10.3.3.16) 



MAC-I, RRC message sequence number

– Uplink RRC message sequence numbers per RAB              (mode = modify)

– START value per CN domain, COUNT-C activation time
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Include the IE Source RNC to Target RNC Transparent Container (TS 25.413: 9.1.9, 9.1.10, 9.2.1.28)

– Chosen Integrity Protection Algorithm          , Integrity Protection Key IK

– Chosen Encryption Algorithm         (control, CS user, & PS user), Ciphering Key CK
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Include the IE Target RNC to Source RNC Transparent Container (TS 25.413: 9.1.11, 9.1.12, 9.2.1.30)
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Physical Channel Reconfiguration (TS 25.331: 8.2.2, 8.3.5, 10.2.22) or one of 4 other RRC messages

– Integrity Check Info (10.3.3.16) 



MAC-I, RRC message sequence number

– Integrity Protection Mode Info (10.3.3.19) 



Mode command (start / modify), Int. Prot. Algorithm,

FRESH (mode = start) or downlink RRC message sequence numbers per RAB (mode = modify)

– Ciphering Mode Info (10.3.3.5) 



Ciphering Mode Command (start / restart), Ciphering Algorithm

– New U-RNTI 



SRNC identity of target RNC (causes UE to send       to target RNC)

NOTE: For handover procedures, Mode command should be encoded as “start” and FRESH should be sent.

If present (both are optional), Integrity Protection Algorithm =           …

and Ciphering Algorithm =          which confirms to UE that these algorithms have not changed.
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The 3G UE sends the following in the RRC Connection Setup Complete message (TS 44.331: 10.2.41)

– START list (values likely to change, so new values resent at handover time per below)

– UE radio access capability (10.3.3.42), which includes UE Security Capability (10.3.3.37) 

– UE radio access capability extension (10.3.3.42a)

– Inter RAT UE radio access capability (10.3.8.7)
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Figure 5: CS domain UTRAN to UTRAN relocation
When a UTRAN to GAN Iu mode relocation occurs, the GANC should retain CIPA, CEA, IK, and CK. They must be relayed to the next RNS-B should a GAN Iu to UTRAN relocation subsequently occur. Also, during a GAN Iu to UTRAN relocation, the GANC should ensure that Integrity Protection Activation Info (most notably the FRESH value) that is provided by RNS-B in the Relocation Request Ack message is relayed to the UE in the GA-RRC Relocation Command.
2.3.2 CS Domain UTRAN to GERAN Inter-RAT Handover

NOTE: To be provided.
2.3.3 CS Domain GERAN to UTRAN Inter-RAT Handover

NOTE: To be provided.
2.3.4 PS Domain UTRAN to UTRAN Relocation

NOTE: To be provided.
2.3.5 PS Domain UTRAN to GERAN Inter-RAT Handover

NOTE: To be provided.
2.3.6 PS Domain GERAN to UTRAN Inter-RAT Handover

NOTE: To be provided.
3 Conclusion

The security and handover procedures defined in [1] and [2] should be enhanced as described herein.

Additionally, an LS to SA3, RAN2, RAN3, and CT1 should be prepared to verify these findings and to receive additional comments from these WGs.
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