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81
GAN Discovery and Registration Procedures
81.1
Discovery Procedure

81.1.1
Discovery Procedure, Accepted

81.1.1.1
Discovery Procedure, MS holds the IP address of the provisioning SEGW and FQDN of provisioning GANC, provisioning GANC and default GANC belong to the same SEGW

81.1.1.1.1
Conformance requirement

The MS shall:

-
If the MS holds an IP address of the Provisioning SEGW, the MS establishes the secure connection towards the Provisioning SEGW according to sub-clause 4.2

-
following successful establishment of secure connection

-
If the MS holds a FQDN of the Provisioning GANC, the MS shall perform a DNS query "inside the secure connection" to retrieve the IP-address of the Provisioning GANC. The MS shall establish a TCP connection to the Provisioning GANC using this IP address and a TCP port defined for Discovery (see sub-clause 12.2.1). The MS shall not store the IP address retrieved from DNS for subsequent procedures (apart from DNS resolver caching).

When the MS receives GA-RC DISCOVERY ACCEPT message, it shall:

-
stop the timer TU3901.

-
set the timer value for TU3903 to the default value,

-
store the information about Default GANC in persistent storage:

-
The Default GANC information consists of the Default GANC, SEGW associated with the Default GANC and optionally a TCP port to be used with that Default GANC. If a specific TCP Port is not received in the message, the defined port for Registration is used (see sub-clause 12.2.1)

-
release the TCP connection towards the Provisioning GANC

-
if the returned SEGW for Default GANC is the same as the one used for the connection towards the Provisioning GANC-SEGW,
-
the secure connection can be reused as following;
-
If the MS is provisioned with an IP address of the Provisioning GANC-SEGW and received the Default GANC-SEGW IP address IE, and these two IP addresses match, the MS shall reuse the secure connection or.
-
If the MS is provisioned with a FQDN of the Provisioning GANC-SEGW or derived a FQDN for the Provisioning GANC-SEGW and it received Default GANC-SEGW FQDN IE and these two identifiers match, the MS shall reuse the secure connection.
-
otherwise the MS shall release the secure connection towards SEGW of the Provisioning GANC as defined in sub-clause 4.5

-
initiate the registration procedure towards the Default GANC as defined in sub-clause 6.2.

Reference(s)

3GPP TS 44.318 V6.0.0 sub-clause 4.5 and 5.5.1

81.1.1.1.2
Test purpose

To verify that the MS is able to initiate the Discovery Procedure with an IP address to the SEGW associated with the provisioning GANC and the FQDN to the GANC.

To verify that the MS keeps the secure connection when registering to the default GANC if the provisioning GANC and default GANC have the same SEGW.

81.1.1.1.3
Method of test

Initial conditions

System Simulator:


1 GAN cell, default parameter

· Provisioning GANC and default GANC belonging to the same SEGW
· Public DNS without knowledge of SEGW FQDN associated with Provisioning GANC
Mobile Station:

-
MS in state GA-RC DEREGISTERED
-
The MS has the IP address for the SEGW associated with the provisioning GANC, but not the FQDN
-
The MS has the FQDN for the provisioning GANC, but not the IP address

-
The MS does not have any knowledge about the default GANC
-
The MS does not have any knowledge about the serving GANC
Foreseen final state of the MS

The MS will stay in state GA-RC DEREGISTERED.

Test procedure


Make the MS join the AP so that the Discovery procedure is kicked off.

The SS is supposed to answer the Discovery Request message with a valid FQDN or IP address of Default GANC and IP address of the SEGW associated with Default GANC matching the IP address of SEGW associated with Provisioning GANC before timer TU3901 expires.
The MS shall attempt to register towards the Default GANC reusing the same security connection used during Discovery procedure.
Specific Test Parameters

-

Maximum duration of test

1 min.

Expected sequence

	Step
	Direction
	Message
	Comment

	
	MS
	SS
	
	

	1
	MS
	
	MS is joining the AP

	2
	MS
	
	Set up Ipsec tunnel to SEGW

	3
	
	
	DNS Standard Query for GANC to the DNS server associated with the GANC

	4
	
	
	Standard Query Response with IP address to GANC

	5
	MS
	
	Establish TCP connection to provisioning GANC

	6
	
	GA-RC DISCOVERY REQUEST
	To provisioning GANC

	7
	
	GA-RC DISCOVERY ACCEPT
	Default GANC and SEGW provided.
Note:

Default GANC belongs to the same SEGW as the Provisioning GANC
The message is sent before expiry of TU3901.

	8
	MS
	
	Establish TCP connection to default GANC using either IP address or FQDN

	9
	
	GA-RC REGISTER REQUEST
	To default GANC


81.1.1.2
Discovery procedure, the MS holds the FQDN of the provisioning SEGW and IP address of the provisioning GANC, provisioning GANC and default GANC belong to different SEGWs

81.1.1.2.1
Conformance requirement

-
If the MS holds a FQDN of the Provisioning SEGW, the MS performs a public DNS query to retrieve the IP-address of the Provisioning SEGW and establish the secure connection towards the Provisioning SEGW according to sub-clause 4.2. The MS shall not store the IP address retrieved from DNS for subsequent procedures (apart from DNS resolver caching).

-
Following successful establishment of secure connection to the Provisioning SEGW

-
If the MS holds an IP address of the Provisioning GANC, the MS shall establish a TCP connection to the Provisioning GANC using the well-known TCP port for Discovery as defined in sub-clause 12.2.1

When the MS receives GA-RC DISCOVERY ACCEPT message, it shall:

-
stop the timer TU3901.

-
set the timer value for TU3903 to the default value,

-
store the information about Default GANC in persistent storage:

-
The Default GANC information consists of the Default GANC, SEGW associated with the Default GANC and optionally a TCP port to be used with that Default GANC. If a specific TCP Port is not received in the message, the defined port for Registration is used (see sub-clause 12.2.1)

-
release the TCP connection towards the Provisioning GANC

-
if the returned SEGW for Default GANC is the same as the one used for the connection towards the Provisioning GANC-SEGW,
-
the secure connection can be reused as following;
-
If the MS is provisioned with an IP address of the Provisioning GANC-SEGW and received the Default GANC-SEGW IP address IE, and these two IP addresses match, the MS shall reuse the secure connection or.
-
If the MS is provisioned with a FQDN of the Provisioning GANC-SEGW or derived a FQDN for the Provisioning GANC-SEGW and it received Default GANC-SEGW FQDN IE and these two identifiers match, the MS shall reuse the secure connection.
-
otherwise the MS shall release the secure connection towards SEGW of the Provisioning GANC as defined in sub-clause 4.5

-
initiate the registration procedure towards the Default GANC as defined in sub-clause 6.2.

Reference(s)

3GPP TS 44.318 V6.0.0 sub-clause 4.5 and 5.5.1

81.1.1.2.2
Test purpose

To verify that the MS can initiate the Discovery Procedure with the FQDN to the SEGW associated with the provisioning GANC and IP address to the GANC.
To verify that the MS releases the secure connection when registering to the default GANC if the provisioning GANC and default GANC don’t have the same SEGW.

81.1.1.2.3
Method of test

Initial conditions

System Simulator:

-
1 GAN cell, default parameter
-
Public DNS that holds the IP address to the SEGW associated with the provisioning GANC, but without knowledge of the provisioning GANC’s FQDN

Mobile Station:

-
MS in state GA-RC DEREGISTERED
-
The MS has the FQDN for the SEGW associated with the provisioning GANC, but not the IP address
-
The MS has the IP address to the provisioning GANC

-
The MS does not have any knowledge about the default GANC
-
The MS does not have any knowledge about the serving GANC
Foreseen final state of the MS

The MS will stay in state GA-RC DEREGISTRED.

Test procedure

Make the MS join the AP so that the Discovery procedure is kicked off.

The SS is supposed to answer the Discovery Request message before timer TU3901 expires.
The MS shall release the Security Association towards the SEGW associated with Provisioning GANC.

The MS shall establish a secure tunnel towards the SEGW provided in Discovery Accept messasge and establish TCP to the Default GANC.

The MS shall send Register Request message towards the Default GANC.
Specific Test Parameters

-

Maximum duration of test

1 min.

Expected sequence

	Step
	Direction
	Message
	Comment

	
	MS
	SS
	
	

	1
	MS
	 
	MS is joining the AP

	2
	
	
	DNS Standard Query for the SEGW to the public DNS server 

	3
	
	
	Standard Query Response with IP address to the SEGW

	4
	MS
	
	MS sets up a secure connection to the SEGW and establishes TCP connection to the provisioning GANC

	5
	MS
	
	MS establish a TCP connection using the stored IP address

	6
	
	GA-RC DISCOVERY REQUEST
	To provisioning GANC

	7
	
	GA-RC DISCOVERY ACCEPT
	Default GANC and SEGW provided.

The message is sent before expiry of TU3901.

	8
	
	
	MS releases the secure connection to the SEGW

	9
	
	
	MS sets up a secure connection to the new SEGW using either IP address or FQDN

	10
	
	
	MS establish a TCP connection to the default GANC using either IP address or FQDN

	11
	
	GA-RC REGISTER REQUEST
	To default GANC


81.1.1.3
Discovery procedure, the MS is not provisioned with information about the provisioning GANC or its SEGW


81.1.1.3.1
Conformance requirement

-
In case the MS is not provisioned with information about the Provisioning SEGW, derive a FQDN of the Provisioning SEGW from the IMSI (as described in [3]);


The MS performs a public DNS Query to retrieve the IP-address of the Provisioning SEGW and establish the secure connection towards the Provisioning SEGW according to sub-clause 4.2. The MS shall not store the IP address retrieved from DNS for subsequent procedures (apart from DNS resolver caching);

-
Following successful establishment of secure connection to the Provisioning SEGW:

-
In cases where the MS is not provisioned with information about the Provisioning GANC, the MS derives a FQDN of the Provisioning GANC from the IMSI (as described in [3]). 


A DNS query is performed "inside the secure connection" to retrieve the IP-address of the Provisioning GANC. The MS shall not store the IP address retrieved from DNS for subsequent procedures (apart from DNS resolver caching).A TCP connection is then established inside the IPsec tunnel, to the Provisioning GANC using the TCP port defined for Discovery procedure (see sub-clause 12.2.1). 

-
In all cases the MS shall establish only a single TCP connection to the GANC over the IPsec tunnel.

Reference(s)

3GPP TS 44.318 V6.4.0 sub-clause 5.3.

81.1.1.3.2
Test purpose

To verify that the MS can derive the FQDN from its IMSI and go to the correct DNS to ask for the IP address to the SEGW and provisioning GANC.

81.1.1.3.3
Method of test

Initial conditions

System Simulator:

-
1 GAN cell, default parameter

-
Public DNS without knowledge of the provisioning GANC’s FQDN


Mobile Station:

-
MS in state GA-RC DEREGISTERED
-
The MS does not have any knowledge about the provisioning GANC
-
The MS does not have any knowledge about the default GANC
-
The MS does not have any knowledge about the serving GANC
Foreseen final state of the MS

The MS will stay in state GA-RC DEREGISTRED.

Test procedure

Make the MS join the AP so that the Discovery procedure is kicked off.
The MS will derive SEGW associated with provisioning GANC and provisioning GANC from the IMSI.
The SS is supposed to answer the Discovery Request message before timer TU3901 expires.

Use a default GANC associated with the same SEGW as the provisioning GANC in order to simplify the test sequence.
The MS will attempt to register towards the default GANC reusing the same security association.
Specific Test Parameters

-

Maximum duration of test

1 min.

Expected sequence

	Step
	Direction
	Message
	Comment

	
	MS
	SS
	
	

	1
	MS
	 
	MS is joining the AP

	2
	MS
	
	Derive FQDN to SEGW from the IMSI

	3
	
	
	DNS Standard Query for the SEGW to the public DNS server 

	4
	
	
	Standard Query Response with IP address to the SEGW

	5
	MS
	
	MS sets up a secure connection to the SEGW

	6
	MS
	
	Derive FQDN to GANC from the IMSI

	7
	
	
	DNS Standard Query for GANC to the DNS server associated with the GANC

	8
	
	
	Standard Query Response with address to GANC

	9
	MS
	
	Establish TCP connection to provisioning GANC over the secure connection

	10
	
	GA-RC DISCOVERY REQUEST
	To provisioning GANC

	11
	
	GA-RC DISCOVERY ACCEPT
	Default GANC provided and SEGW matching the SEGW associated with provisioning GANC.
The message is sent before expiry of TU3901.

	12
	MS
	
	Establish TCP connection to default GANC using either IP address or FQDN

	13
	
	GA-RC REGISTER REQUEST
	To default GANC


81.1.2
Discovery Procedure, Rejected

81.1.2.1
Discovery Procedure, Discovery Reject, Network Congestion

81.1.2.1.1
Conformance requirement

When the MS receives GA-RC DISCOVERY REJECT message it shall:

-
stop the timer TU3901,
-
set the timer value for TU3903 to the default value,

-
If the value of the Reject Cause IE indicates 'Network Congestion' , the MS shall

-
Maintain the secure connection to the GANC-SEGW and the TCP connection to the GANC

-
Create a random value between zero and the received value in TU3902 Timer IE and

-
Add this value to the received value in TU3902 Timer IE, this becomes the new value for TU3902

-
Start timer TU3902 according to the new calculated value

Reference(s)

3GPP TS 44.318 V6.0.0 sub-clause 5.5.2

81.1.2.1.2
Test purpose

To verify that the MS wait the correct time after receiving Discovery Reject due to network congestion before it tries to go through the discovery procedure again.

81.1.2.1.3
Method of test

Initial conditions

System Simulator:

-
1 GAN cell, default parameter

-
Public DNS without knowledge of the provisioning GANC’s FQDN


Mobile Station:

-
MS in state GA-RC DEREGISTERED
-
The MS has the IP address or the FQDN for the provisioning GANC
-
The MS does not have any knowledge about the default GANC
-
The MS does not have any knowledge about the serving GANC
Foreseen final state of the MS

The MS will stay in state GA-RC DEREGISTRED.

Test procedure

Make the MS join the AP so that the Discovery procedure is kicked off.

The SS is supposed to answer the Discovery Request message with Discovery rejected with cause ‘Network congestion’ before timer TU3901 expires. The TU3902 timer is set to 60 (1 minutes).
The MS will set TU3902 between 1 and 2 minutes and send a Discovery Request message towards the provisioning GANC after expiration of the timer. 
Specific Test Parameters

-

Maximum duration of test

3 min.

Expected sequence

	Step
	Direction
	Message
	Comment

	
	MS
	SS
	
	

	1
	MS
	
	MS is joining the AP

	2
	MS
	
	MS sets up secure connection to the SEGW and establishes a TCP connection to the provisioning GANC

	3
	
	GA-RC DISCOVERY REQUEST
	To provisioning GANC

	4
	
	GA-RC DISCOVERY REJECTED
	With cause set to Network congestion

TU3902 Timer IEs set to 60

	5
	MS
	
	Wait for 1 – 2 minutes . The MS sets TU3902 randomly between 60 and 120, i.e. 1 to 2 minutes.

	6
	
	GA-RC DISCOVERY REQUEST
	New attempt on the same secure connection to the provisioning GANC
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