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Detection and Recovery of undetected PAN errors
1. Introduction
In addition to the traditional PDAN and PUAN, the LATRED work item has introduced FANR (fast ACK/NACK reporting) using piggy-backed ACK/NACK fields. However, these reports are not as well protected against undetectable decoding errors as the PDAN and PUAN.
A particular risk is that a receiver may incorrectly consider a PAN to be included in a block which it decodes, due to the fact that the incorrect sequence of bits which are decoded causes the CRC check to pass.  This is referred to as a 'false positive' and is more likely to occur for PANs than for PDANs/PUANs because:

-
the CRC is weaker. 
-
the PAN is 'broadcast' (with several MS simultaneously trying to read the PAN),

- 
the modulation order may be too high for the link budget
 of some of the MS

- 
the CRC's error detection capability is weakend by an XOR with the TFI (when multiple TFIs are multiplexed, there are multiple 'valid' CRC bits)
The combination of more frequent reporting and weaker protection will lead to more undetected errors which, in many cases, will cause an abnormal TBF release – this could rely on existing timers which are set to several seconds (e.g. 5 seconds).

Although we have increased the CRC size inside the PAN from 6 to 10 to reduce the possibility of false positive, the possibility nevertheless remains and is non-zero. In a multislot EGPRS transmission, several error events may occur per hour.

The outcome of the reception of a false positive could be:

 

1. That an RLC endpoint incorrectly believes a block to have been NACKed

 

2. That an RLC endpoint incorrectly believes a block to have been ACKed

Case 1 will cause unnecessary retransmissions but, in general, nothing catastrophic.

 

Case 2 could cause the transmit window to advance further than the receive window.  In this case:

    a) the endpoint will transmit blocks with higher SSNs than the peer is expecting, and

    b) the endpoint will not re-transmit blocks which the peer is expecting

 

Considering case 2, this could eventually end in a TBF deadlock, where one end is expecting retransmissions, but the other end has discarded the block(s) from its transmit buffer.

The goal of this paper is to investigate ways by which the occurrence of a false positive can be detected, and recovered from, with minimal impacts on the implementation.
2. Strategies for Detection
The detection of a false positive PAN can be by three possible ways:

- reception of an unexpected data block


- reception of a PAN which does not correspond to the current transmit state

- reception of a PDAN/PUAN which does not correspond to the current transmit state

These methods are not applicable in all situations, and in the sections below, we consider how/when each of these can be used to determine that a false positive PAN has been received.

On the network side, the behaviour in case of a detected false positive PAN is implementation specific; however, in general, the approach would be to trigger a PDAN by means of a poll.  Since a PDAN is more rigorously encoded than a PAN, the reliability of a PDAN is significantly greater than that of a PAN.

On the mobile station side, it is similarly desirable that the correct state is restored; this can be achieved by requesting a PUAN from the network.
In either case, if it is suspected that a PAN which is being processed may be a false positive PAN, then this PAN should be treated with caution.

 A. Reception of an unexpected data block 
 

A data block which is not expected can be indicative that a previously received PAN was a false positive.

In RLC acknowledged mode, the receive window is defined as the range of WS consecutive sequence numbers starting with the sequence number corresponding to the oldest block which has not yet been received. The receipt of a block with a sequence number greater than the highest sequence number in the receive window indicates that the transmit window of the peer (transmitting) device has advanced further than the receive window of the receiving device; this indicates that the transmitter had incorrectly advanced its window, based on a 'false positive' PAN.

This situation is shown in the figure below:
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Figure 1
If the receiver of the data blocks is the mobile station, it should signal the fact that an unexpected data block has been received to the peer entity. It is proposed that an EPGRS PACKET DOWNLINK ACK/NACK should therefore be sent.
In RLC non-persistant mode, the receive window is defined differently, such that no particular block is ever considered 'unexpected' by a receiver. The approach specified here would therefore not apply to RLC non-persistant mode.

Note: RLC transmitters are permitted to retransmit blocks that have been previously correctly received e.g. if an acknowledgement has not yet been received when the block is retransmitted.  Therefore only the case shown in red in the figure above is considered erroneous.

 

B. PAN does not correspond with transmit state
 

The reception of a false positive PAN may be indicated if a PAN is received (and passes the CRC check) whose contents do not correspond to the current transmit window state.

However, it could be that either this PAN is the false positive, or that a previous PAN was a false positive – these two cases cannot be distinguished.

The reception of a false positive PAN is indicated by the reception of a PAN which refers to (or appears to refer to) a block which has:

- a sequence number lower than the lowest sequence number in the window,
- a sequence number higher than the highest sequence number which has been transmitted, and is an ACK
- previously been considered ACKED, but is NACKED in this PAN

These cases are illustrated in the figure below:
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Figure 2
In this case, the PAN should be completely ignored.

In the case where the PAN is received by the mobile, this should be signalled to the network, by means of a PACKET MOBILE TBF STATUS message with an appropriate (new) cause indication (e.g. "PAN not consistent with transmit window"). This would trigger a PUAN to be sent by the network.
Note that 'padding' bits in a PAN cannot be distinguished from NACKs, since there is no length indicator in a PAN.

C. Reception of inconsistent PDAN/PUAN

If an RLC endpoint receives an ACK/NACK bitmap in a PDAN/PUAN which is inconsistent with previously received information (i.e. it negatively acknowledges a block which was previously considered acknowledged) then this can also be an indication of a previously received false positive PAN.

These cases are shown in the Figure below:
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Figure 3
In this case it is likely that the endpoint no longer has the block buffered; if this happens during an RLC acknowledged mode TBF then it should signal to its peer that the TBF should be released. This can be achieved by the use of the existing PACKET MOBILE TBF STATUS message, using the existing cause " Message not compatible with current protocol state".
Note: It is possible here that a PAN (especially time-based) correctly resulted in a block being considered acknowledged and was received before a PUAN/PDAN which was constructed at a time when the block had not been received at the PCU.  However, this case is protected by the current requirements whereby no information is derived from a PUAN/PDAN regarding blocks which were (re-)transmitted recently such that the PDAN/PUAN could not possibly take those transmissions into account.

Note: The probability of a 'false positive' PDAN/PUAN is negligible due to the higher CRC protection; therefore the possibility that a PDAN/PUAN appears to acknowledge a block which has not yet been transmitted is not considered.
D. Storage of blocks that have been ACK'ed

 

It may be possible that an RLC endpoint can 'recover' from the reception of a false positive; this would require the storage of blocks that have already been acknowledged. Such behaviour and recovery would be transparent to the peer entity and would be an implementation option.
3. Conclusion

This paper has highlighted several ways in which false positive PANs could be detected, and some approaches which can be used to reduce the probability of deadlock, and/or to speed up proceedings when deadlock is unavoidable.

An accompanying CR introduces the proposed changes into the specifications.
