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81.1.3
Discovery Procedure, Abnormal Cases
***** NEXT MODIFIED SECTION *********

81.1.3.2
Discovery Procedure, Lower Layer Failure, IPsec Tunnel Not Established

81.1.3.2.1
Conformance requirement

Lower layer failure in the MS can be for example related to DNS, IPsec or TCP. If any lower layer failure happens in the MS, the MS shall:

-
release the TCP connection towards the Provisioning GANC, if established,

-
release the secure connection towards SEGW of the Provisioning GANC, if established, as defined in sub-clause 4.5 and

-
double the current timer value for TU3903 but not exceeding the maximum value defined for this timer and

-
start timer TU3903

Reference(s)

3GPP TS 44.318 V6.0.0 sub-clause 5.6.2.

81.1.3.2.2
Test purpose

To verify that the MS attempts to kick off the Discovery procedure again after the correct time has elapsed when a lower layer fault occurs.

81.1.3.2.3
Method of test

Initial conditions

System Simulator:

-
1 GAN cell, default parameter

-
Public DNS without knowledge of the provisioning GANC’s FQDN

-
DNS inside of the SEGW associated with the provisioning GANC with knowledge of the provisioning GANC’s FQDN

Mobile Station:

-
MS in state GA-RC DEREGISTERED
-
The MS has the IP address or the FQDN for the provisioning GANC
-
The MS does not have any knowledge about the default GANC
-
The MS does not have any knowledge about the serving GANC
-
Timer TU3901 set to the default value (30 seconds)

-
Timer TU3903 set to 1 minute

Foreseen final state of the MS

The MS will stay in GA-RC DEREGISTERED .

Test procedure

Make the MS join the AP so that the Discovery procedure is kicked off.

The SS will not set up the Ipsec tunnel. The MS will double the TU3903 timer to 2 minutes and then restart the Discovery procedure again.

Specific Test Parameters

-

Maximum duration of test

3 min.

Expected sequence

	Step
	Direction
	Message
	Comment

	
	MS
	SS
	
	

	1
	MS
	
	MS is joining the AP

	2
	MS
	
	MS tries to sets up secure connection to the SEGW but the SS does not reply

	3
	MS
	
	MS doubles the value of TU3903 and starts the timer

	4
	MS
	
	Wait for 2 minutes so TU3903 expires. 

	5
	MS
	
	MS sets up secure connection to the SEGW and establishes a TCP connection to the provisioning GANC

	6
	
	GA-RC DISCOVERY REQUEST
	New attempt


81.1.3.3
Discovery Procedure, Lower Layer Failure, IPsec Tunnel Failure

81.1.3.3.1
Conformance requirement

Lower layer failure in the MS can be for example related to DNS, IPsec or TCP. If any lower layer failure happens in the MS, the MS shall:

-
release the TCP connection towards the Provisioning GANC, if established,

-
release the secure connection towards SEGW of the Provisioning GANC, if established, as defined in sub-clause 4.5 and

-
double the current timer value for TU3903 but not exceeding the maximum value defined for this timer and

-
start timer TU3903

Reference(s)

3GPP TS 44.318 V6.0.0 sub-clause 5.6.2.

81.1.3.3.2
Test purpose

To verify that the MS attempts to kick off the Discovery procedure again after the correct time has elapsed when a lower layer fault occurs.

81.1.3.3.3
Method of test

Initial conditions

System Simulator:

-
1 GAN cell, default parameter

-
Public DNS without knowledge of the provisioning GANC’s FQDN

-
DNS inside of the SEGW associated with the provisioning GANC with knowledge of the provisioning GANC’s FQDN

Mobile Station:

-
MS in state GA-RC DEREGISTERED
-
The MS has the IP address or the FQDN for the provisioning GANC
-
The MS does not have any knowledge about the default GANC
-
The MS does not have any knowledge about the serving GANC
-
Timer TU3901 set to the default value (30 seconds)

-
Timer TU3903 set to 1 minute

Foreseen final state of the MS

The MS will stay in GA-RC DEREGISTERED .

Test procedure

Make the MS join the AP so that the Discovery procedure is kicked off.

The SS will set up the Ipsec tunnel but remove it after the first DISCOVERY REQUEST message. The MS will double the TU3903 timer to 2 minutes and then restart the Discovery procedure again.

Specific Test Parameters

-

Maximum duration of test

3 min.

Expected sequence

	Step
	Direction
	Message
	Comment

	
	MS
	SS
	
	

	1
	MS
	
	MS is joining the AP

	2
	MS
	
	MS sets up secure connection to the SEGW and establishes a TCP connection to the provisioning GANC

	3
	
	GA-RC DISCOVERY REQUEST
	

	4
	MS
	
	The SS destroys the Ipsec tunnel

	5
	MS
	
	If needed, the MS removes the Ipsec tunnel.

MS doubles the value of TU3903 and starts the timer

	6
	MS
	
	Wait for 2 minutes so TU3903 expires. 

	7
	MS
	
	MS sets up secure connection to the SEGW and establishes a TCP connection to the provisioning GANC

	8
	
	GA-RC DISCOVERY REQUEST
	New attempt


81.1.3.4
Void

































	
	
	
	

	
	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	
	
	
	

	
	
	
	

	
	
	
	


81.1.3.5
Void

































	
	
	
	

	
	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	
	
	
	

	
	
	
	

	
	
	
	


81.1.3.6
Void

































	
	
	
	

	
	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	
	
	
	

	
	
	
	

	
	
	
	


********** NEXT MODIFIED SECTION *********************

81.2.4.3
Void



























	
	
	
	

	
	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


81.2.4.4
Void
81.2.4.5
Registration Procedure, Lower Layer Failure, TCP Not Established

81.2.4.5.1
Conformance requirement

Lower layer failure in the MS can be for example related to DNS, IPsec or TCP. If any lower layer failure happens in the MS, the MS shall:

-
release the TCP connection towards the current GANC, if established,

-
release the secure connection towards SEGW of the current GANC, if established, as defined in sub-clause 4.5 and

-
If unsuccessful after a number of attempts defined by the MS parameter "Up Connect Attempt Count" (defined in sub-clause 12.2.3), the MS shall act as defined in sub-clause 6.2.4.5.

-
Otherwise, start timer TU3905

Reference(s)
3GPP TS 44.318 V6.0.0 sub-clause 6.2.4.2.

81.2.4.5.2
Test purpose

To verify that the MS attempts to kick off the Registration procedure again after the correct time has elapsed when a lower layer fault occurs.

81.2.4.5.3
Method of test

Initial conditions
System Simulator:

-
1 GAN cell, default parameter

Mobile Station:

-
MS in state GA-RC DEREGISTERED
-
The MS has the IP address or the FQDN for the serving GANC
Foreseen final state of the MS
The MS will stay in GA-RC DEREGISTERED

Test procedure
Make the MS join the AP so that the Registration procedure is kicked off.

The SS will set up the Ipsec tunnel, but not the TCP connection. The MS will start timer TU3905, wait until it expires and then restart the Registration procedure again.

Specific Test Parameters
-

Maximum duration of test
3 min.

Expected sequence
	Step
	Direction
	Message
	Comment

	
	MS
	SS
	
	

	1
	MS
	
	MS is joining the AP

	2
	MS
	
	MS sets up the secure connection to the SEGW and tries to establish a TCP connection to the serving GANC but the SS does not reply.

	3
	MS
	
	MS starts TU3905

	4
	MS
	
	Wait for 10 seconds

	5
	MS
	
	MS sets up secure connection to the SEGW and establishes a TCP connection to the serving GANC using either IP address or FQDN

	6
	
	GA-RC REGISTER REQUEST
	To serving GANC


81.2.4.6
Void
81.2.4.7
Void
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