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Security Considerations for Iu-Mode GAN PS User Plane
Introduction
This paper addresses the security aspects of using the G-PDU header as the encapsulation format for PS user plane PDUs.
Discussion
The Iu mode GAN proposal describes the following PS user plane:
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Figure 1:  Iu-mode GAN PS User Plane
Further, the Iu-mode GAN proposal includes the use of the basic form of the TS 29.060 G-PDU message format for PS user data tunneling over the Up interface between the MS and the GANC.
	Bits

Octets

8

7

6

5

4

3

2

1

1

Version

1

0

0

S

0

2

Message Type

3

Length (1st Octet)

4

Length (2nd Octet)

5

Tunnel Endpoint Identifier (1st Octet)

6

Tunnel Endpoint Identifier (2nd Octet)

7

Tunnel Endpoint Identifier (3rd Octet)

8

Tunnel Endpoint Identifier (4th Octet)

9

Sequence Number (1st Octet)1)
10

Sequence Number (2nd Octet)1)
11-n

T-PDU (e.g., IP packet)

NOTE 1:    1) This field shall only be evaluated when indicated by the S flag set to 1.




Figure 2:  G-PDU Header Format

G-PDU is used in applications beyond the GAN Iu-mode PS user plane, namely as the user plane header format for GTP-U between RNCs and SGSNs and between SGSNs and GGSNs.  Because of the broader application of G-PDU, this paper considers the security implications of this choice.
Security Assessment for the MS when using G-PDU

The following table identifies some potential security risks and whether these risks present a real security risk or not.
	Security Risks
	Risk Assessment

	Peer to peer communication between UE
· Rogue UE attacking victim UEs after successful IPsec tunnel establishment using G-PDU listener port


	· Standard IPsec traffic selector (TS) controls permissible flows from each UE based on source and destination IP addresses and ports

· TS should be configured to allow UEs to send packets to GANC IP addresses:ports only and block everything else

· No UE to UE communication is possible without routing through the GPRS PDP contexts

· Conclusion:  no issue

	Fake TEID to MS
	· Peer to peer communication blocked.

· GANC may send fake TEID to MS but, 
· MS authenticates GANC during IPsec tunnel establishment to be a trusted element of the mobile operator’s network
· Conclusion:  no issue


Security Assessment for the GANC when using G-PDU

The following table identifies some potential security risks and whether these risks present a real security risk or not.

	Concerns
	Product Solution

	Fake TEID from MS to GANC
	· GANC can verify TEID and the MS source IP address to match the set of TEIDs active for the MS.   G-PDU with fake TEID can be discarded.
· The GANC is able to associate PDP context using a combination of source IP address and destination TEID. Since the destination TEID is provided to the MS by the GANC, the GANC is aware of the source IP address i.e. tunnel end point IP address to which the TEID is assigned.  The GANC is able to verify the association between source IP address and destination TEID. Since spoofing of source IP address can be prevented (see next item), spoofed destination TEID can be easily detected by the GANC and those messages can be discarded.
· Conclusion:  product implementation requirement only

	Fake IP Address from MS
	· Configure GANC-SeGW IPsec Security Policy Database (SPD) to prevent IP address spoofing through IPsec tunnel

· Allow only packets addressed with IP address assigned to UE to be forwarded through GANC-SeGW
· Reference RFC 2401

· Conclusion:  product implementation requirement only
· SPD already used in normal GAN deployments

	Initiation of control messages (e.g. initiate PDP context deletion)
	· The use of the G-PDU header (or the complete GTP-U protocol) does not support control messages such as PDP context deletion

· Access to control interfaces (e.g. GA-PSR on GANC would be blocked by GANC-SeGW function)

	Initiate false error indications (e.g. using a GTP-U message)
	· GANC discards any message that does not conform to G-PDU header format including GTP-U messages not supported on the Up interface.

· Should GANC receive false GTP-U error indication messages,

· The error indications can only be sent for the UE itself (ie. cannot impersonate any other UE)

· Random error indications without impersonation does not pose a security risk


While the G-PDU security functions have been described for the GANC in the standard Iu-mode GAN PS user plane architecture, the G-PDU security functions may also be performed by the SGSN or GGSN should a network implementation choose to connect the MS – GANC G-PDU tunnel directly between the MS and the SGSN or GGSN.
Proposal
It is proposed that the security assessment for the use of the G-PDU header format for the PS user plane be inserted to the security section of the GAN Enhancement feasibility study. 
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