Page 1



3GPP TSG-GERAN Meeting #32
(
GP-061954
Sophia Antipolis, France, 13th – 17th Nov 2006

	CR-Form-v9.2

	CHANGE REQUEST

	

	(

	51.010-1
	CR
	3652
	(

rev
	-
	(

Current version:
	7.3.1
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	x
	Radio Access Network
	
	Core Network
	


	

	Title:
(

	Testing of lower layer failure

	
	

	Source to WG:
(

	Ericsson

	Source to TSG:
(

	G3new

	
	

	Work item code:
(

	GAAI-CT
	
	Date: (

	16/10/2006

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-7

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R97
(Release 1997)
R98
(Release 1998)
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)

	
	

	Reason for change:
(

	Test cases 81.1.3.2, 81.1.3.4, 81.1.3.6, 81.2.4.3 and 81.2.4.5 verifiy that the MS tries to repeat DISCOVERY or REGISTER with in a defined time. There are sereral testing difficulties that have not been taken care of in the tests:
1. When shall the SS start its timer to be able to check that the MS repeates the procudere within the defined time? There seems to be no clear trig point in the test.
2. The tests seems to assume that Lower Layer Failure is detected instantaneously in the MS (T3903/T3905 started directly).  But the SS can not know that. E.g. how to implement TCP is implementation dependent – the MS will send TCP SYN to establish the TCP connection, but how long time will it take before it generates lower layer failure to upper layers? How many times will it retry TCP SYN, etc …
3. The SS needs to establish the links, e.g. in step 5 of 81.1.3.2. But how shall the SS know when it shall send a positive respone to this attempt? How shall SS be able to distinguish between steps 2 and 5? The SS shall reply in step 2 but not in step 5.
How to generate lower layer failure in TCP, DNS and IP SEC is implementation dependent. Ericsson claims that it is not possible to test this in a fair way – and that it very difficult to judge if a fail when running the test, is due to fault in the MS or in the SS. It is therefore proposed to delete the mentioned tests.

Test cases 81.1.3.3 and 81.1.3.5 have similar problems with implementation dependent handling lower layer failures, but in these tests there is a trigger point that can be used: the reception of the first DISCOVERY in the SS. MS’s that will detect lower layer failure directly, will repeat the DISCOVERY after T3903 sec. MS’s that will need more time to generate lower layer failure than 30s (T3901) will repeat the DISCOVERY after T3901 + T3903 sec. It is proposed to make use of this and allow the MS to repeat the procedure such that  T3903 < time between the DISCOVERY messages < T3901 + T3903.
Additional note: Timers T3901/T3903/T3904/T3905 are tested in test cases 81.1.3.1 and 8.1.2.4.1.

	
	

	Summary of change:
(

	81.1.3.2, 81.1.3.4, 81.1.3.6, 81.2.4.3 and 81.2.4.5 have been deleted. Test cases 81.1.3.3 and 81.1.3.5 have been modified to allow detection of lower layer failure in IP SEC and TCP to be implementation dependent.

	
	

	Consequences if 
(

not approved:
	Conformant MS may fail test.

	
	

	Clauses affected:
(

	

	
	

	
	Y
	N
	
	

	Other specs
(

	
	N
	 Other core specifications
(

	

	affected:
	Y
	
	 Test specifications
	CR to TS 3GPP 51.010-2

	
	
	N
	 O&M Specifications
	

	
	

	Other comments:
(

	This CR is applicable from Rel-7 and onwards.


81.1.3
Discovery Procedure, Abnormal Cases

81.1.3.1
Discovery Procedure, TU3901/TU3903 Expires

81.1.3.1.1
Conformance requirement

If timer TU3901 has expired in the MS, the MS shall:

-
release the TCP connection towards the Provisioning GANC,

-
release the secure connection towards SEGW of the Provisioning GANC as defined in sub-clause 4.5,

-
double the current timer value for TU3903 but not exceeding the maximum value defined for this timer as defined in sub-clause 12.1.1 and

-
start timer TU3903

Reference(s)

3GPP TS 44.318 V6.0.0 sub-clause 5.6.1.

81.1.3.1.2
Test purpose

To verify that the MS attempts to kick off the Discovery procedure again after the correct time has elapsed when the TU3901/TU3903 timer expires.

81.1.3.1.3
Method of test

Initial conditions

System Simulator:

-
1 GAN cell, default parameter

-
Public DNS without knowledge of the provisioning GANC’s FQDN

-
DNS inside of the SEGW associated with the provisioning GANC with knowledge of the provisioning GANC’s FQDN

Mobile Station:

-
MS in state GA-RC DEREGISTERED
-
The MS has the IP address or the FQDN for the provisioning GANC
-
The MS does not have any knowledge about the default GANC
-
The MS does not have any knowledge about the serving GANC
-
Timer TU3901 set to the default value 30 seconds

-
Timer TU3903 set to 1 minute

Related PICS/PIXIT Statement(s)

GAN support
Foreseen final state of the MS

The MS will start the discovery procedure and when TU3901 expires it will set TU3903 to 2 minutes. When TU3903 expires it will kick off the Discovery procedure again. The same sequence is repeated and for each time TU3903 is doubled until it reaches its maximum value of 32 minutes.

Test procedure

Make the MS join the AP so that the Discovery procedure is kicked off.

The SS is not supposed to answer the Discovery Request message at any occasion.

Specific Test Parameters

-

Maximum duration of test

100 min.

Expected sequence

	Step
	Direction
	Message
	Comment

	
	MS
	SS
	
	

	1
	MS
	
	MS is joining the AP

	2
	MS
	
	MS sets up secure connection to the SEGW and establishes a TCP connection to the provisioning GANC

	3
	
	GA-RC DISCOVERY REQUEST
	To provisioning GANC, MS starts TU3901

	4
	MS
	
	Wait for 30 s so TU3901 expires. TU3903 is set to 2 min. when TU3901 expires.

	5
	
	
	MS releases the TCP connection and the secure connection

	6
	MS
	
	Wait for 2 minutes so that TU3903 expires

	7
	MS
	
	MS sets up secure connection to the SEGW and establishes a TCP connection to the provisioning GANC

	8
	
	GA-RC DISCOVERY REQUEST
	New attempt, MS starts TU3901

	9
	MS
	
	Wait for 30 s so TU3901 expires. TU3903 is set to 4 min. when TU3901 expires the 2nd time.

	10
	
	
	MS releases the TCP connection and the secure connection

	11
	MS
	
	Wait for 4 minutes so that TU3903 expires.

	12
	MS
	
	MS sets up secure connection to the SEGW and establishes a TCP connection to the provisioning GANC

	13
	
	GA-RC DISCOVERY REQUEST
	New attempt, MS starts TU3901

	14
	MS
	
	Wait for 30 s so TU3901 expires. TU3903 is set to 8 min. when TU3901 expires the 3rd time.

	15
	
	
	MS releases the TCP connection and the secure connection

	16
	MS
	
	Wait for 8 minutes so that TU3903 expires.

	17
	MS
	
	MS sets up secure connection to the SEGW and establishes a TCP connection to the provisioning GANC

	18
	
	GA-RC DISCOVERY REQUEST
	New attempt, MS starts TU3901

	19
	MS
	
	Wait for 30 s so TU3901 expires. TU3903 is set to 16 min. when TU3901 expires the 4th time.

	20
	
	
	MS releases the TCP connection and the secure connection

	21
	MS
	
	Wait for 16 minutes so that TU3903 expires.

	22
	MS
	
	MS sets up secure connection to the SEGW and establishes a TCP connection to the provisioning GANC

	23
	
	GA-RC DISCOVERY REQUEST
	New attempt, MS starts TU3901

	24
	MS
	
	Wait for 30 s so TU3901 expires. TU3903 is set to 32 min. when TU3901 expires the 5th time.

	25
	
	
	MS releases the TCP connection and the secure connection

	26
	MS
	
	Wait for 32 minutes so that TU3903 expires.

	27
	MS
	
	MS sets up secure connection to the SEGW and establishes a TCP connection to the provisioning GANC

	28
	
	GA-RC DISCOVERY REQUEST
	New attempt, MS starts TU3901

	29
	MS
	
	Wait for 30 s so TU3901 expires. TU3903 is set to 32 min. again when TU3901 expires the 6th time.

	30
	
	
	MS releases the TCP connection and the secure connection

	31
	MS
	
	Wait for 32 minutes so that TU3903 expires.

	32
	MS
	
	MS sets up secure connection to the SEGW and establishes a TCP connection to the provisioning GANC

	33
	
	GA-RC DISCOVERY REQUEST
	New attempt
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81.1.3.3
Discovery Procedure, Lower Layer Failure, IPsec Tunnel Failure

81.1.3.3.1
Conformance requirement

Lower layer failure in the MS can be for example related to DNS, IPsec or TCP. If any lower layer failure happens in the MS, the MS shall:

-
release the TCP connection towards the Provisioning GANC, if established,

-
release the secure connection towards SEGW of the Provisioning GANC, if established, as defined in sub-clause 4.5 and

-
double the current timer value for TU3903 but not exceeding the maximum value defined for this timer and

-
start timer TU3903

Reference(s)

3GPP TS 44.318 V6.0.0 sub-clause 5.6.2.

81.1.3.3.2
Test purpose

To verify that the MS attempts to kick off the Discovery procedure again after the correct time has elapsed when a lower layer fault occurs.

81.1.3.3.3
Method of test

Initial conditions

System Simulator:

-
1 GAN cell, default parameter

-
Public DNS without knowledge of the provisioning GANC’s FQDN

-
DNS inside of the SEGW associated with the provisioning GANC with knowledge of the provisioning GANC’s FQDN

Mobile Station:

-
MS in state GA-RC DEREGISTERED
-
The MS has the IP address or the FQDN for the provisioning GANC
-
The MS does not have any knowledge about the default GANC
-
The MS does not have any knowledge about the serving GANC
-
Timer TU3901 set to the default value (30 seconds)

-
Timer TU3903 set to 1 minute

Related PICS/PIXIT Statement(s)

GAN support
Foreseen final state of the MS

The MS will stay in GA-RC DEREGISTERED .

Test procedure

Make the MS join the AP so that the Discovery procedure is kicked off.

The SS will set up the Ipsec tunnel but remove it after the first DISCOVERY REQUEST message. The MS will restart the Discovery procedure after minimum T3903 sec and maximum (T3901 + T3903) sec.

Specific Test Parameters

-

Maximum duration of test

3 min.

Expected sequence

	Step
	Direction
	Message
	Comment

	
	MS
	SS
	
	

	1
	MS
	
	MS is joining the AP

	2
	MS
	
	MS sets up secure connection to the SEGW and establishes a TCP connection to the provisioning GANC

	3
	
	GA-RC DISCOVERY REQUEST
	

	4
	MS
	
	The SS destroys the Ipsec tunnel

	5
	MS
	
	If needed, the MS removes the Ipsec tunnel.



	
	
	
	

	6
	MS
	
	MS sets up secure connection to the SEGW and establishes a TCP connection to the provisioning GANC

	7
	
	GA-RC DISCOVERY REQUEST
	New attempt. The time between the DISCOVERY REQUESTS in steps 3 and 7 shall be between T3903 and (T3901 + T3903) sec.


81.1.3.4
Void



































	
	
	
	

	
	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	
	
	
	

	
	
	
	

	
	
	
	


81.1.3.5
Discovery Procedure, Lower Layer Failure, TCP Failure

81.1.3.5.1
Conformance requirement

Lower layer failure in the MS can be for example related to DNS, IPsec or TCP. If any lower layer failure happens in the MS, the MS shall:

-
release the TCP connection towards the Provisioning GANC, if established,

-
release the secure connection towards SEGW of the Provisioning GANC, if established, as defined in sub-clause 4.5 and

-
double the current timer value for TU3903 but not exceeding the maximum value defined for this timer and

-
start timer TU3903

Reference(s)
3GPP TS 44.318 V6.0.0 sub-clause 5.6.2.

81.1.3.5.2
Test purpose

To verify that the MS attempts to kick off the Discovery procedure again after the correct time has elapsed when a lower layer fault occurs.

81.1.3.5.3
Method of test

Initial conditions
System Simulator:

-
1 GAN cell, default parameter

-
Public DNS without knowledge of the provisioning GANC’s FQDN

-
DNS inside of the SEGW associated with the provisioning GANC with knowledge of the provisioning GANC’s FQDN

Mobile Station:

-
MS in state GA-RC DEREGISTERED
-
The MS has the IP address or the FQDN for the provisioning GANC
-
The MS does not have any knowledge about the default GANC
-
The MS does not have any knowledge about the serving GANC
-
Timer TU3901 set to the default value (30 seconds)

-
Timer TU3903 set to 1 minute

Related PICS/PIXIT Statement(s)
GAN support
Foreseen final state of the MS
The MS will stay in GA-RC DEREGISTERED .

Test procedure
Make the MS join the AP so that the Discovery procedure is kicked off.

The SS will set up the TCP connection to the GANC but remove it after the first DISCOVERY REQUEST message. The MS will restart the Discovery procedure after minimum T3903 sec and maximum (T3901 + T3903) sec.

Specific Test Parameters
-

Maximum duration of test
3 min.

Expected sequence
	Step
	Direction
	Message
	Comment

	
	MS
	SS
	
	

	1
	MS
	
	MS is joining the AP

	2
	MS
	
	MS sets up secure connection to the SEGW and establishes a TCP connection to the provisioning GANC

	3
	
	GA-RC DISCOVERY REQUEST
	

	4
	MS
	
	The SS destroys TCP connection

	
	
	
	


	
	
	
	

	6
	MS
	
	MS sets up secure connection to the SEGW and establishes a TCP connection to the provisioning GANC

	7
	
	GA-RC DISCOVERY REQUEST
	New attempt. The time between the DISCOVERY REQUESTS in steps 3 and 7 shall be between T3903 and (T3901 + T3903) sec.


81.1.3.6
Void



































	
	
	
	

	
	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	
	
	
	

	
	
	
	

	
	
	
	


81.1.3.7
SEGW certificate checking, the MS holds the “invalid” FQDN of the provisioning SEGW

81.1.3.7.1
Conformance requirement

As the MS and GANC-SEGW use EAP-SIM or EAP-AKA for mutual authentication, IKEv2 mandates that this is used in conjunction with a public key signature based authentication of the GANC-SEGW to the MS.

The MS requirements for certificate authentication and handling are listed in 3GPP TS 33.234 [10].

In addition to the requirements listed in 3GPP TS 33.234 [10], the MS shall:

-
match the SubjectAltName in the end entity certificate with the IDr payload, and with GANC-SEGW identity obtained from provisioning, discovery or register redirect.

-
If the MS was provisioned with an IP address of the GANC-SEGW, (or received it in the GA-RC DISCOVERY ACCEPT OR GA-RC REGISTER REDIRECT message), then the certificate shall contain an IPaddress SubjectAltName that matches that address. The MS may include an ID_IPV4_ADDRESS or ID_IPv6_ADDR IDr payload in IKE_SA_AUTH Request (message 3).

-
If the MS was provisioned with an FQDN of the GANC-SEGW, or received it in the GA-RC DISCOVERY ACCEPT OR GA-RC REGISTER REDIRECT message, then the certificate shall contain a DNSname SubjectAltName that matches that FQDN. The MS may include an ID_FQDN IDr payload in IKE_SA_AUTH Request (message 3).

-
If a single SubjectAltName extension contains several IPaddress or DNSname components, at least one of them shall match the expected value.

If the MS and GANC-SEGW are not able to set up the SA for any other reason than EAP-SIM or EAP-AKA authentication failure, and the current GANC-SEGW is the SEGW associated to the Default GANC or a Serving GANC, the MS shall act as if a "Lower layer failure in the MS" has occurred and act as defined in sub-clause 6.2.4.2. 

Reference(s)

3GPP TS 44.318 V6.2.0 sub-clause 4.2.5, 4.2.6 and 6.2.4.2 

81.1.3.7.2
Test purpose

To verify that the MS does correct SEGW certificate checking during secure tunnel establishment.

81.1.3.7.3
Method of test

Initial conditions

System Simulator:

-
1 GAN cell, default parameter
-
Public DNS that holds the IP address to the SEGW associated with the provisioning GANC, but that DNS entry is not in provisioning SEGW certificate.

Mobile Station:

-
MS in state GA-RC DEREGISTERED

-
The MS has the “invalid” FQDN for the SEGW

The MS holds an “invalid” FQDN of the Provisioning SEGW. MS is made to perform a public DNS query to retrieve the IP-address of the Provisioning SEGW and to initialise establishment of the secure connection towards the Provisioning SEGW. Secure tunnel establishment will fail, because provisioning SEGW certificate does not contain DNS subjectAltName “invalid.provisioning.gan”.The MS shall act as if "a Lower layer failure in the MS” has occurred and act as defined in sub-clause 6.2.4.2.

Expected sequence

	Step
	Direction
	Message
	Comment

	
	MS
	SS
	
	

	1
	MS
	 
	MS is joining the AP

	2
	
	
	DNS Standard Query for the SEGW to the public DNS server 

	3
	
	
	Standard Query Response with IP address to the SEGW

	4
	
	IKE_SA_INIT
	MS sends IKE_SA_INIT message to initialize  secure connection setup to the SEGW

	5
	
	IKE_SA_INIT
	SEGW replies with IKE_SA_INIT

	6
	
	IKE_AUTH
	MS informs trusted CA certificates in CERT_REQ payload. Authentication phase is started

	7
	
	IKE_AUTH
	SEGW replies with certificate that does not contain "invalid" FQDN in its SubjectAltName field

	8
	MS
	
	MS starts TU3905

	9
	MS
	
	Wait for 10 seconds

	10
	MS
	
	MS sets up secure connection to the SEGW and establishes a TCP connection to the serving GANC using either IP address or FQDN


******* NEXT MODIFIED SECTION ******************************

81.2.4
Registration Procedure, Abnormal Cases

81.2.4.1
Registration Procedure, TU3904/TU3905 expiry, Serving GANC

81.2.4.1.1
Conformance requirement

If timer TU3904 expires in the MS, the MS shall:

-
release the TCP connection towards the GANC,

-
release the secure connection towards SEGW of the GANC as defined in sub-clause 4.5,

-
If registration is unsuccessful after a number of attempts defined by the MS parameter "Up Register Max Retries" (defined in sub-clause 12.2.3), the MS shall act as defined in sub-clause 6.2.4.5.

-
Otherwise, start timer TU3905

If timer TU3905 has expired in the MS, the MS shall restart the Registration procedure as defined in sub-clause 6.2.1.

Reference(s)
3GPP TS 44.318 V6.0.0 sub-clause 6.2.4.1 and 6.2.4.3

81.2.4.1.2
Test purpose

To verify that the MS retries to register correct number of times before it tries to register at another GANC when it does not get any reply on the Registration Request message.

81.2.4.1.3
Method of test

Initial conditions
System Simulator:

-
1 GAN cell, default parameter
-
Public DNS without knowledge of the serving GANC’s FQDN

-
DNS inside of the SEGW associated with the serving GANC

Mobile Station:

-
MS has stored the FQDN to the serving GANC and its SEGW associated with the AP-ID
-
MS in state GA-RC DEREGISTERED
-
MS parameter ‘Up Register Max Retries’ is set to 3 times (default value)
Related PICS/PIXIT Statement(s)
GAN support
Foreseen final state of the MS
The MS will stay in state to GA-RC DEREGISTERED as the registration fails.

Test procedure
Make the MS join the AP so that the Registration procedure is kicked off.

The SS is not supposed to answer the Registration Request message at all.

The MS will wait for TU3904 and TU3905 to expire and retry to register again the number of times that is set in the MS parameter ‘Up Register Max Retries’. After that it will try to register at the default GANC

Specific Test Parameters
‘Up Register Max Retries’ (3 times)

Maximum duration of test
3 min.

Expected sequence
	Step
	Direction
	Message
	Comment

	
	MS
	SS
	
	

	1
	MS
	
	MS is joining the first AP

	2
	MS
	
	MS sets up secure connection to the SEGW and establishes a TCP connection to the serving GANC using either IP address or FQDN

	3
	
	GA-RC REGISTER REQUEST
	1st time to serving GANC, MS starts TU3904

	4
	MS
	
	Wait for 30 seconds so that TU3904 expires. TU3905 is set

	5
	MS
	
	Release the TCP connection to the GANC and the secure connection to the SEGW

	6
	MS
	
	Wait for 10 seconds so that TU3905 expires

	7
	MS
	
	MS sets up secure connection to the SEGW and establishes a TCP connection to the serving GANC using either IP address or FQDN

	8
	
	GA-RC REGISTER REQUEST
	2nd time to serving GANC, MS starts TU3904

	9
	MS
	
	Wait for 30 seconds so that TU3904 expires. TU3905 is set

	10
	MS
	
	Release the TCP connection to the GANC and the secure connection to the SEGW

	11
	MS
	
	Wait for 10 seconds so that TU3905 expires

	12
	MS
	
	MS sets up secure connection to the SEGW and establishes a TCP connection to the serving GANC using either IP address or FQDN

	13
	
	GA-RC REGISTER REQUEST
	3rd time to serving GANC, MS starts TU3904

	14
	MS
	
	Wait for 30 seconds as that TU3904 expires. 

	15
	MS
	
	Release the TCP connection to the GANC and the secure connection to the SEGW

	16
	MS
	
	MS sets up secure connection to the SEGW and establishes a TCP connection to the default GANC using either IP address or FQDN

	17
	
	GA-RC REGISTER REQUEST
	To default GANC


81.2.4.2
Registration Procedure, Registration Rejected, Network Congestion, Persistent Fault

81.2.4.2.1
Conformance requirement

When the MS receives GA-RC REGISTER REJECT message it shall:

-
stop the timer TU3904,

-
set the timer value for TU3905 to the default value,

-
if the MS is in the process of PLMN selection;

-
ignore the received Register Reject Cause Information Element; and;

-
proceed as defined in sub-clause 6.2.4.5.

-
else extract the Register Reject Cause information element and act as following depending on the value of the Reject Cause IE:

-
'Network Congestion'

-
create a random value between zero and the received value in IE 'TU3907 Timer' and

-
add this value to the received value in IE 'TU3907 Timer', and use this as the new value for TU3907

-
start timer TU3907 according to the new calculated value
If timer TU3907 expires in the MS, the MS shall:

-
If registration is unsuccessful after a number of attempts defined by the MS parameter "Up Register Max Retries" (defined in sub-clause 12.2.3), the MS shall behave like a "Lower layer failure in the MS" has occurred as defined in sub-clause 6.2.4.2

-
Otherwise, if the TCP connection to the GANC is still established,
-
send a GA-RC REGISTER REQUEST, and
-
start timer TU3904

-
else,
-
restart the Registration procedure towards the GANC as defined in sub-clause 6.2.1
Reference(s)
3GPP TS 44.318 V6.0.0 sub-clause 6.2.3.3 and 6.2.4.4

81.2.4.2.2
Test purpose

To verify that the MS retries to register to the same GANC the correct number of times and then tries with another GANC, e.g. default GANC, when it gets rejected due to network congestion several times.

81.2.4.2.3
Method of test

Initial conditions
System Simulator:

-
1 GAN cell, default parameter
-
Public DNS without knowledge of the serving GANC’s FQDN

-
DNS inside of the SEGW associated with the serving GANC

Mobile Station:

-
MS has stored the FQDN to the serving GANC and its SEGW associated with the AP-ID
-
MS in state GA-RC DEREGISTERED
-
MS parameter ‘Up Register Max Retries’ is set to 3 times (default value)
Related PICS/PIXIT Statement(s)
GAN support
Foreseen final state of the MS
The MS will stay in state to GA-RC DEREGISTERED as the registration fails.

Test procedure
Make the MS join the AP so that the Registration procedure is kicked off.

The SS is supposed to answer the Registration Request message with Registration Rejected due to network congestion before timer TU3904 expires. TU3907 Timer IE is set to 60 (1 minutes).

The MS will wait for TU3904 and TU3907 to expire and retry to register again the number of times that is set in the MS parameter ‘Up Register Max Retries’. After that it will try to register at the default GANC.

At the first reject the SS releases the TCP connection and the Ipsec tunnel, so that the MS has to establish the connection again. The rest of the rejects can keep the connection as that is the most likely scenario.

Specific Test Parameters
Up Register Max Retries’ is set to 3 times

Maximum duration of test
7 min.

Expected sequence
	Step
	Direction
	Message
	Comment

	
	MS
	SS
	
	

	1
	MS
	
	MS is joining the AP

	2
	MS
	
	MS sets up secure connection to the SEGW and establishes a TCP connection to the serving GANC using either IP address or FQDN

	3
	
	GA-RC REGISTER REQUEST
	1st time to serving GANC, MS starts TU3904

	4
	
	GA-RC REGISTER REJECT
	Cause: network congested. TU3907 Timer IE is set to 60 seconds

	5
	MS
	
	The MS sets TU3907 randomly between 60 and 120, i.e. 1 – 2 minutes. Wait until TU3907 expires

	6
	
	GA-RC REGISTER REQUEST
	2nd time to serving GANC, MS starts TU3904

	7
	
	GA-RC REGISTER REJECT
	Cause: network congested. TU3907 Timer IE is set to 60 seconds

	8
	MS
	
	The MS sets TU3907 randomly between 60 and 120, i.e. 1 – 2 minutes. Wait until TU3907 expires

	9
	
	GA-RC REGISTER REQUEST
	3rd time to serving GANC, MS starts TU3904

	10
	
	GA-RC REGISTER REJECT
	Cause: network congested. TU3907 Timer IE is set to 60 seconds

	11
	MS
	
	The MS sets TU3907 randomly between 60 and 120, i.e. 1 – 2 minutes. Wait until TU3907 expires

	12
	MS
	
	Release the TCP connection to the GANC and the secure connection to the SEGW

	13
	MS
	
	MS sets up secure connection to the SEGW and establishes a TCP connection to the default GANC using either IP address or FQDN

	14
	
	GA-RC REGISTER REQUEST
	4th time to default GANC, MS starts TU3904


81.2.4.3
Void





























	
	
	
	

	
	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


81.2.4.4
Void
81.2.4.5
Void





























	
	
	
	

	
	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


81.2.4.6
Void
81.2.4.7
Void
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