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3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions in 3GPP TS 43.218 and the following apply.

Access Point ID: The AP-ID is the physical identity  (e.g. MAC address) of the generic IP access network point through which the MS is accessing GAN service. This identifier is provided by the MS (obtained via broadcast from the AP) to the GANC via the Up interface, when it requests GAN service. The AP-ID may be used by the GANC to support location services. The AP-ID may also be used by the service provider to restrict GAN service access via only authorized APs.
3.2
Symbols

For the purposes of the present document, the following symbols apply:

Wm
Reference point between a Security Gateway and a 3GPP AAA Server or 3GPP AAA proxy.

3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

AAA
Authentication, Authorization and Accounting

AKA
Authentication and Key Agreement

AP
Access Point

BSC
Base Station Controller

BSS
Base Station Subsystem

BSSGP
Base Station System GPRS Protocol

BSSMAP
Base Station System Management Application Part

BTS
Base Transceiver Station

CBS
Cell Broadcast Service

CC
Call Control

CGI
Cell Global Identification

CM
Connection Management

CN
Core Network

CPE
Customer Premises Equipment

CS
Circuit Switched

CSD
Circuit Switched Data

CTM
Cellular Text Telephone Modem 

DNS
Domain Name System

DTM
Dual Transfer Mode

EAP
Extensible Authentication Protocol

ESP
Encapsulating Security Payload

ETSI
European Telecommunications Standards Institute

FCC
US Federal Communications Commission

FEC
Forward Error Correction

FQDN
Fully Qualified Domain Name

GA
Generic Access

GAN
Generic Access Network

GANC
Generic Access Network Controller

GA-RC
Generic Access Resource Control

GA-CSR 
Generic Access Circuit Switched Resources 

GA-PSR 
Generic Access Packet Switched Resources

GERAN
GSM EDGE Radio Access Network

GGSN
Gateway GPRS Support Node

GMM/SM
GPRS Mobility Management and Session Management

GPRS
General Packet Radio Service

GSM
Global System for Mobile communications

GSN
GPRS Support Node

HLR
Home Location Register

HPLMN
Home PLMN

IETF
Internet Engineering Task Force

IMEISV
International Mobile Station Equipment Identity and Software Version Number

IMSI
International Mobile Subscriber Identity

IP
Internet Protocol

ISP
Internet Service Provider

LA
Location Area

LAI
Location Area Identity

LLC
Logical Link Control

MAC
Medium Access Control

MAC 
Message Authentication Code

MM
Mobility Management

MS
Mobile Station

MSC
Mobile Switching Center

MSRN
Mobile Station Roaming Number
MTP1
Message Transfer Part Layer 1

MTP2
Message Transfer Part Layer 2

MTP3
Message Transfer Part Layer 3

NAS
Non-Access Stratum

NAT
Network Address Translation 

NSS
Network SubSystem

PDP
Packet Data Protocol

PDU
Protocol Data Unit

PLMN
Public Land Mobile Network

PSAP
Public Safety Answering Point

PSTN
Public Switched Telephone Network

P-TMSI
Packet TMSI

QoS
Quality of Service

RA
Routing Area

RAC
Routing Area Code

RAI
Routing Area Identity

RAT
Radio Access Technology

RLC
Radio Link Control

RTCP
Real Time Control Protocol

RTP
Real Time Protocol

SA
Security Association
SCCP
Signalling Connection Control Part

SGSN
Serving GPRS Support Node

SEGW
Security Gateway

SMS
Short Message Service

SNDCP
Sub-Network Dependent Convergence Protocol

TBF
Temporary Block Flow

TC
Transport Channel

TCP
Transmission Control Protocol

TFO
Tandem Free Operation

TMSI
Temporary Mobile Subscriber Identity

TrFO
Transcoder Free Operation

TTY
Text telephone or teletypewriter

UDP
User Datagram Protocol

UMTS
Universal Mobile Telecommunication System

UTRAN
Universal Terrestrial Radio Access Networks

VLR
Visited Location Register

4
Elementary procedures for handling of secure connection

4.1
General

All traffic over the Up interface shall be sent through the IPsec tunnel that is established as a result of the authentication procedure.

4.2
Establishment of the secure connection

4.2.1
General

The MS and GANC-SEGW shall set up one IKE Secure Association (SA) and one CHILD_SA for IPsec ESP according to the profiles defined in [37]. The MS shall act as initiator, and the GANC-SEGW as responder. For MS with SIM only, the MS and GANC-SEGW shall use EAP-SIM for mutual authentication of the MS and the core network according to sub-clause 4.3. For MS with USIM, the MS and GANC-SEGW shall use EAP-AKA for mutual authentication of the MS and the core network according to sub-clause 4.4. 

The MS shall use certificates for authentication of the GANC-SEGW according to sub-clause 4.2.5.

Furthermore, the MS shall:

-
use Configuration Payload according to [27] to acquire/renew an internal IP address in the network protected by the GANC-SEGW

-
act as initiator in the Traffic Selector (TS) negotiation. The MS shall use the following value for the traffic selector-initiator and traffic selector-responder payloads:

TSi =
(0, 0-65536, 0.0.0.0-255.255.255.255) 

TSr =
(0, 0-65536, 0.0.0.0-255.255.255.255)

The GANC-SEGW shall use the following value for the traffic selector-initiator and traffic selector-responder payloads:

TSi =
(0, 0-65536, ms_internal_address - ms_internal_address), where ms_internal_address is the IP address in the network protected by the GANC-SEGW that is assigned to the MS

TSr =
(0, 0-65536, 0.0.0.0-255.255.255.255)

Either the MS or GANC-SEGW may initiate re-keying of the SA based on their individual lifetime policy on the SA.

4.2.2
Identities

The MS shall send its EAP-SIM or EAP-AKA identity (composed according to sub-clauses 4.3.2 and 4.4.2) as initiator identity IDi. 

The GANC-SEGW shall provide the GANC-SEGW identity in the Identity Payload (IDr) as following:

Identity Type =
2 (ID_FQDN) or 1 (ID_IPV4_ADDR) or 5 (ID_IPV6_ADDR)

Identity Data =
GANC-SEGW FQDN or IPv4 address or IPv6 address, respectively

Identity Type shall match the Type of the SubjectAltName contained in the GANC-SEGW certificate as well as what was provisioned in the MS for Provisioning GANC-SEGW or provided in GA-RC DISCOVERY ACCEPT for Default GANC-SEGW or GA-RC REGISTER REDIRECT for Serving GANC-SEGW.

4.2.3
Crypto negotiation

The MS and GANC-SEGW negotiate the cryptographic suite to use for the SA, as per [27]. 

The MS shall include all the algorithms for integrity and confidentiality (defined in the profile for IPsec ESP in [37]) that it supports in the proposal. The GANC-SEGW signals back the selected algorithms that will be used for confidentiality and integrity protection, based on core network policy.
4.2.4
NAT traversal

The MS and GANC-SEGW shall use the IKEv2 mechanisms for detection of NAT, NAT traversal and keep-alive (as specified in [27]). If NAT is detected, the MS and GANC-SEGW shall use the UDP encapsulation of ESP packets mechanism (as specified in [30]).
4.2.5
Certificate Handling and Authentication

As the MS and GANC-SEGW use EAP-SIM or EAP-AKA for mutual authentication, IKEv2 mandates that this is used in conjunction with a public key signature based authentication of the GANC-SEGW to the MS.

The MS requirements for certificate authentication and handling are listed in 3GPP TS 33.234 [10].

In addition to the requirements listed in 3GPP TS 33.234 [10], the MS shall:

-
match the SubjectAltName in the end entity certificate with the IDr payload, and with GANC-SEGW identity obtained from provisioning, discovery or register redirect.

-
If the MS was provisioned with an IP address of the GANC-SEGW, (or received it in the GA-RC DISCOVERY ACCEPT OR GA-RC REGISTER REDIRECT message), then the certificate shall contain an IPaddress SubjectAltName that matches that address. The MS may include an ID_IPV4_ADDRESS or ID_IPv6_ADDR IDr payload in IKE_SA_AUTH Request (message 3).

-
If the MS was provisioned with an FQDN of the GANC-SEGW, or received it in the GA-RC DISCOVERY ACCEPT OR GA-RC REGISTER REDIRECT message, then the certificate shall contain a DNSname SubjectAltName that matches that FQDN. The MS may include an ID_FQDN IDr payload in IKE_SA_AUTH Request (message 3).

-
If a single SubjectAltName extension contains several IPaddress or DNSname components, at least one of them shall match the expected value.

4.2.6
Abnormal cases

If the MS and GANC-SEGW are not able to set up the SA for any other reason than EAP-SIM or EAP-AKA authentication failure, and the current GANC-SEGW is the SEGW associated to the Default GANC or a Serving GANC, the MS shall act as if a "Lower layer failure in the MS" has occurred and act as defined in sub-clause 6.2.4.2. 

If the MS and GANC-SEGW are not able to set up the SA for any other reason than EAP-SIM or EAP-AKA authentication failure, and the current GANC-SEGW is the SEGW associated to the Provisioning GANC, the MS shall act as if a "Lower layer failure in the MS" has occurred and act as defined in sub-clause 5.6.2. 

4.3
EAP-SIM authentication

4.3.1
General

After the initial IKEv2 exchanges, EAP-SIM authentication is invoked by deferring the sending of the AUTH payload, as per [27].

The GANC-SEGW shall: 

-
compose an EAP Response/Identity message containing the IDi of the MS and send this message to the AAA server. This will trigger the EAP-SIM authentication procedure.
-
communicate with the local AAA server over the Wm interface, and relay traffic between the local AAA server and MS.

After the MS has received the EAP Success message (i.e. EAP-SIM authentication procedure was successful), the MS and GANC-SEGW complete the setup of the SA.

4.4
EAP-AKA authentication

4.4.1
General

After the initial IKEv2 exchanges, EAP-AKA authentication is invoked by deferring the sending of the AUTH payload, as per [27].

The GANC-SEGW shall: 

-
compose an EAP Response/Identity message containing the IDi of the MS and send this message to the AAA server. This will trigger the EAP-AKA authentication procedure. 
-
communicate with the local AAA server over the Wm interface, and relay traffic between the local AAA server and MS.
-

After the MS has received the EAP Success message (i.e. EAP-AKA authentication procedure was successful), the MS and GANC-SEGW complete the setup of the SA.
Next Section Change
5
Elementary procedures for GANC Discovery 

5.1
Purpose of the Discovery Procedure

The purpose of the Discovery procedure is to allow the network to allocate a Default GANC to a MS. This allocation consists of the IP address or FQDN of the Default GANC-SEGW, and the IP address or FQDN and TCP port of the Default GANC to be used for the Registration procedure. As long as the Default GANC is available in the network the MS shall not perform Discovery procedure again. The Discovery procedure is performed using the IPsec tunnel that is established between the MS and the Provisioning GANC-SEGW as defined in sub-clause 4.2.
5.2
Discovery procedure

The Discovery procedure is performed between the MS and the Provisioning GANC. The Discovery procedure is initiated by the MS in order to receive information about the Default GANC to be used for future instances of the Registration Procedure.
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Figure 5.2: Discovery procedure

5.3
Discovery Request initiation by the MS

This procedure shall be triggered after the MS has gained IP connectivity (i.e. an IP address is allocated to the MS in the “transport IP” layer) and the MS has either no stored information about a Default GANC or if the previous Registration procedure towards the Default GANC was unsuccessful. 

The MS may initially be provisioned with information (i.e. an IP address or a FQDN) about the Provisioning GANC and the corresponding Provisioning SEGW related to that GANC. The provisioning of this information in the MS is out of the scope of this document. This information can be in the format of either a FQDN or an IP-address or any combination of these.

The MS shall:

-
If the MS holds an IP address of the Provisioning SEGW, the MS establishes the secure connection towards the Provisioning SEGW according to sub-clause 4.2;

-
If the MS holds a FQDN of the Provisioning SEGW, the MS performs a public DNS query to retrieve the IP-address of the Provisioning SEGW and establish the secure connection towards the Provisioning SEGW according to sub-clause 4.2. The MS shall not store the IP address retrieved from DNS for subsequent procedures (apart from DNS resolver caching);

-
In case the MS is not provisioned with information about the Provisioning SEGW, derive a FQDN of the Provisioning SEGW from the IMSI (as described in [3]);


The MS performs a public DNS Query to retrieve the IP-address of the Provisioning SEGW and establish the secure connection towards the Provisioning SEGW according to sub-clause 4.2. The MS shall not store the IP address retrieved from DNS for subsequent procedures (apart from DNS resolver caching);

-
Following successful establishment of secure connection to the Provisioning SEGW:

-
If the MS holds an IP address of the Provisioning GANC, the MS shall establish a TCP connection to the Provisioning GANC using the well-known TCP port for Discovery as defined in sub-clause 12.2.1

-
If the MS holds a FQDN of the Provisioning GANC, the MS shall perform a DNS query "inside the secure connection" to retrieve the IP-address of the Provisioning GANC. The MS shall establish a TCP connection to the Provisioning GANC using this IP address and a TCP port defined for Discovery (see sub-clause 12.2.1). The MS shall not store the IP address retrieved from DNS for subsequent procedures (apart from DNS resolver caching).

-
In cases where the MS is not provisioned with information about the Provisioning GANC, the MS derives a FQDN of the Provisioning GANC from the IMSI (as described in [3]). 


A DNS query is performed "inside the secure connection" to retrieve the IP-address of the Provisioning GANC. The MS shall not store the IP address retrieved from DNS for subsequent procedures (apart from DNS resolver caching).A TCP connection is then established inside the IPsec tunnel, to the Provisioning GANC using the TCP port defined for Discovery procedure (see sub-clause 12.2.1). 

-
In all cases the MS shall establish only a single TCP connection to the GANC over the IPsec tunnel

-
After successful establishment of a secure connection to the SEGW and a TCP connection to the GANC the MS shall proceed as follows;

-
If the Discovery Procedure is due to the MS failing to register with a GANC, the MS includes the following information elements in the GA-RC DISCOVERY REQUEST message: Register Reject Cause IE, Redirection Counter IE and Default GANC IE, (indent this bullet 1 level)
-
Send a GA-RC DISCOVERY REQUEST message to the Provisioning GANC on the established TCP connection (indent this bullet 1 level)
-
When GA-RC layer has submitted the GA-RC DISCOVERY REQUEST message to the TCP layer, it shall start timer TU3901 (indent this bullet 1 level)
5.4
Discovery Request processing by the network

When receiving the GA-RC DISCOVERY REQUEST message the Provisioning GANC may either accept or reject the Discovery request from the MS. 

5.4.1
Discovery accepted

If the Provisioning GANC accepts the Discovery request from the MS, it shall send the GA-RC DISCOVERY ACCEPT message to the MS. When the GA-RC layer in the Provisioning GANC has submitted the GA-RC DISCOVERY ACCEPT message to the TCP layer, it may initiate release of its half of the bidirectional TCP connection.

The Provisioning GANC may use the Redirect Counter IE, Register Reject Cause Value IE and Default GANC IE received in the GA-RC DISCOVERY REQUEST message to assign a different Default GANC for the MS.

5.4.2
Discovery rejected

If the Provisioning GANC rejects the Discovery request from the MS, it shall send the GA-RC DISCOVERY REJECT message to the MS. When the GA-RC layer in the Provisioning GANC has submitted the GA-RC DISCOVERY REJECT message to the TCP layer and the value of the Discovery Reject Cause IE included in the message was not 'Network Congestion', it may initiate release of its half of the bidirectional TCP connection.

The Provisioning GANC may use the Redirect Counter IE, Register Reject Cause Value IE and Default GANC IE received in the GA-RC DISCOVERY REQUEST message to detect a problem and reject the MS.

5.5
Discovery response processing by the MS

5.5.1
Discovery accepted

When the MS receives GA-RC DISCOVERY ACCEPT message, it shall:

-
stop the timer TU3901.

-
set the timer value for TU3903 to the default value,

-
store the information about Default GANC in persistent storage:

-
The Default GANC information consists of the Default GANC, SEGW associated with the Default GANC and optionally a TCP port to be used with that Default GANC. If a specific TCP Port is not received in the message, the defined port for Registration is used (see sub-clause 12.2.1)
-
release the TCP connection towards the Provisioning GANC


-
the secure connection to the Provisioning SEGW can be reused as follows;
-
If the MS is provisioned with an IP address of the Provisioning GANC-SEGW and it matches the received Default GANC-SEGW IP address IE,  the MS shall reuse the existing secure connection.
-
If the MS is provisioned with a FQDN of the Provisioning GANC-SEGW or derived a FQDN for the Provisioning GANC-SEGW and it matches the received Default GANC-SEGW FQDN IE, the MS shall reuse the existing secure connection.
-
otherwise the MS shall release the existing secure connection towards the SEGW of the Provisioning GANC as defined in sub-clause 4.5

-
initiate the registration procedure towards the Default GANC as defined in sub-clause 6.2.

5.5.2
Discovery rejected

When the MS receives GA-RC DISCOVERY REJECT message it shall:

-
stop the timer TU3901, 

-
set the timer value for TU3903 to the default value,

-
If the value of the Reject Cause IE indicates 'Network Congestion' , the MS shall:
-
Maintain the secure connection to the GANC-SEGW and the TCP connection to the GANC. (indent this bullet 1 level)
-
Create a random value between zero and the received value in TU3902 Timer IE and (indent this bullet 1 level)
-
Add this value to the received value in TU3902 Timer IE, this becomes the new value for TU3902 (indent this bullet 1 level)
-
Start timer TU3902 according to the new calculated value (indent this bullet 1 level)
-
If the value of the Reject Cause IE indicates 'IMSI not allowed' or "Unspecified", then the MS shall:

- 
Release the TCP connection established to the Provisioning GANC, if still established. (indent this bullet 1 level)
-
Release the secure connection towards the SEGW associated with the Provisioning GANC as defined in sub-clause 4.5. (indent this bullet 1 level)
-
Not initiate a new Discovery procedure until the next power-on. (indent this bullet 1 level)
5.6
Abnormal cases

5.6.1
TU3901 expiry

If timer TU3901 has expired in the MS, the MS shall:

-
release the TCP connection towards the Provisioning GANC,

-
release the secure connection towards SEGW of the Provisioning GANC as defined in sub-clause 4.5,

-
double the current value for timer TU3903 but not exceeding the maximum value defined for this timer as defined in sub-clause 12.1.1 and

-
start timer TU3903

5.6.2
Lower layer failure in the MS

Lower layer failure in the MS can be for example related to DNS, IPsec or TCP. If any lower layer failure happens in the MS, the MS shall:

-
release the TCP connection towards the Provisioning GANC, if established,

-
release the secure connection towards SEGW of the Provisioning GANC, if established, as defined in sub-clause 4.5, 

-
double the current timer value for TU3903 but not exceeding the maximum value defined in sub-clause 12.1.1 and

-
start timer TU3903.

5.6.3
TU3902 expiry

If timer TU3902 has expired in the MS, the MS shall:

-
if the TCP connection to the Provisioning GANC is still established:

-
send a GA-RC DISCOVERY REQUEST message and 

-
start timer TU3901

-
otherwise, restart the Discovery procedure as defined in sub-clause 5.3.

5.6.4
TU3903 expiry

If timer TU3903 has expired in the MS, the MS shall restart the Discovery procedure as defined in sub-clause 5.3.
Next Section Change
6.
Elementary procedures for Registration

6.1
Purpose of GAN Registration 

The Registration procedure is performed between the MS and the GANC (Default or Serving GANC). The purpose of this procedure is to allow the MS to register for GAN services on the most suitable GANC for the network. The MS as part of the Registration procedure provides the GANC with information relating to the current connectivity of the MS. The GANC as part of a successful Registration provides the MS with the "GSM System Information" message content that is applicable in GAN mode. The Registration procedure is performed using the IPsec tunnel that is established between the MS and the Default or the Serving GANC-SEGW as defined in sub-clause 4.2.
6.2
Registration procedure
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Figure 6.2.1: Registration procedure

6.2.1
Registration initiation by the MS

This procedure shall be triggered by the MS under the following conditions:

-
the MS has gained IP connectivity (i.e. an IP address is allocated to the MS in the “transport IP” layer) and 

-
the MS has stored information about a Default GANC. 

The Registration procedure is initiated towards the Default GANC after a successful Discovery procedure or after a failed Registration towards a Serving GANC, where no GAN PLMN list was provided to the MS from the Default GANC. The Registration procedure is also initiated towards the Default GANC when no more PLMNs can be selected from the GAN PLMN List received from the Default GANC.

As part of the Registration procedure, the MS may receive a list of PLMN identities when trying to register towards the Default GANC. This list of PLMN identities is passed to the upper layers. Following PLMN selection in the upper layers, if registered the MS shall first deregister from the current Serving GANC as defined in sub-clause 6.4.1,  and then attempt the registration procedure towards the Serving GANC-SEGW and GANC associated with the selected PLMN. 

This procedure is also triggered towards the Default GANC, if the MS at any time wishes to perform manual PLMN selection. If the MS is already successfully registered to a Serving GANC, and a manual PLMN selection is initiated, the MS shall first deregister from the current Serving GANC as defined in sub-clause 6.4.1 and then initiate registration towards the Default GANC and include an indication that a list of PLMN identities is requested for manual PLMN selection.

GANC information consists of a GANC-SEGW address, a GANC address and a GANC TCP port number. The MS shall initiate the Registration procedure towards a Serving GANC if the corresponding GANC information is available in the stored Serving GANC table. The stored Serving GANC table in the MS contains address information of the successfully registered Serving GANC address information and the corresponding GSM-CGI or UTRAN cell identity, if available, or AP-ID, if no GSM-CGI or UTRAN cell identity is available. UTRAN cell identity consists of the Location Area Identity (LAI) and Cell Identity (defined in [3GPP TS 25.331]). The Default GANC is in control of whether or not the MS is allowed to store GANC information in the stored Serving GANC table.

If the MS is in GERAN or UTRAN coverage, it shall check if it has stored Serving GANC information for the current GSM CGI in case of GERAN coverage, or UTRAN cell Identity, in case of UTRAN Coverage, or if the MS is not in GERAN/UTRAN coverage, it shall check if it has stored Serving GANC information for the current AP-ID:
-
if found, the MS shall initiate the GAN Registration procedure towards the stored Serving GANC

-
if not found, the MS shall initiate the GAN Registration procedure towards the Default GANC

The Location Black List contains information about forbidden Locations and is only valid if the MS is in GERAN or UTRAN coverage. It can contain Location information on 3 different levels: Country (i.e. MCC), PLMN (i.e. MCC and MNC) and Location Area (i.e. MCC, MNC and LAC). If the MS is in a location identified by an entry in the Location Black List, the MS shall not initiate the GAN Registration procedure. The Location Black List shall be deleted upon power cycle.

The AP Black List contains information about denied APs. If the MS is being provided IP connectivity by an AP that is on the AP Black List, the MS shall not initiate discovery or GAN registration, until the relevant AP has been removed from the AP Black List. The AP Black List shall be deleted upon power cycle.

To initiate the GAN registration procedure the MS shall:

-
If the MS has stored an IP address of the GANC-SEGW, and the MS does not already have an established secure connection to this GANC-SEGW, the MS establishes a secure connection towards the GANC-SEGW according to sub-clause 4.2, 

-
If the MS has stored a FQDN of the GANC-SEGW, the MS performs a public DNS query to retrieve the IP-address of the GANC-SEGW, if the MS does not already have an established secure connection to this GANC-SEGW, the MS establishes the secure connection towards the GANC-SEGW according to sub-clause 4.2. The MS shall not store the IP address retrieved from DNS for subsequent procedures (apart from DNS resolver caching).

Following successful establishment of secure tunnel:

-
If the MS holds an IP address of the GANC, the MS establishes a TCP connection to the GANC at the stored TCP port to be used for Registration with this GANC. If no TCP port has been stored for this GANC, the default TCP port (see sub-clause 12.2.1) shall be used.
-
If the MS holds a FQDN of the GANC, the MS performs a DNS query  "inside the secure tunnel" to retrieve the IP-address of the GANC. The MS establishes a TCP connection to the GANC at the stored TCP port to be used for Registration with this GANC. If no TCP port has been stored for this GANC, the default TCP port (see sub-clause 12.2.1) shall be used. The MS shall not store the retrieved IP address for subsequent procedures (apart from DNS resolver caching).

-
The MS shall only establish a single TCP connection to the GANC over the IPsec tunnel
After successful establishment of a secure connection to the SEGW and a TCP connection to the GANC, the MS sends a GA-RC REGISTER REQUEST message to the GANC on the TCP connection, including the following information elements:

-
The current geographic location of the MS, if capable;

-
AP Location, if available;

-
List of required GAN services, if required;

-
If a GAN PLMN list was received during the last registration attempt with the Default GANC and no more PLMNs can be selected, then the MS includes the received GAN PLMN List information in the GAN PLMN List IE in the GA-RC REGISTER REQUEST message.

-
Else if the MS failed to register during the last registration it attempted with a GANC (Default or Serving), then register Reject Cause IE, Redirection Counter IE and address information (i.e. IP address or FQDN) of the last GANC and last GANC-SEGW
-
Else if the MS was redirected during the last registration it attempted with a GANC (Default or Serving):

-
Redirection Counter IE and address information (i.e. IP address or FQDN) of the last GANC and last GANC-SEGW
When GA-RC layer has submitted the GA-RC REGISTER REQUEST message to the TCP layer, it shall start a timer TU3904

6.2.2
Registration processing by the network

6.2.2.1
General

When receiving the GA-RC REGISTER REQUEST message the GANC may either accept or reject the Registration request from the MS. The GANC may also redirect the MS to another GANC or provide a list of PLMN identities that may provide GAN service to the MS.

The GANC should verify that the binding (IMSI, inner IP address) as received in the GA-RC REGISTER REQUEST is the same as the one that the MS used during authentication to the GANC-SEGW.

6.2.2.2
Registration accepted

If the GANC accepts the Registration request from the MS, it shall send the GA-RC REGISTER ACCEPT message to the MS and store information relating to the GAN Service requirements of the mobile station. 

If the Default GANC indicator is included in the GA-RC REGISTER REQUEST message received from the MS, then the GANC may include the Serving GANC Table indicator to indicate to the MS whether or not the MS is allowed to store the GANC information in the stored Serving GANC table.
6.2.2.3
Registration redirected

If the GANC decides to redirect the MS to another GANC, the network shall send the GA-RC REGISTER REDIRECT message to the MS and act as follows:

-
If the MS attempts to register with the Default GANC as indicated by the presence of the Registration Indicators IE in the GA-RC REGISTER REQUEST message and the MS is not in manual PLMN selection mode and the MS is being redirected to a Serving GANC in the HPLMN, the GANC shall not include the GAN PLMN List information element. 

-
If the MS attempts to register with the Default GANC as indicated by the presence of the Registration Indicators IE in the GA-RC REGISTER REQUEST message, and the MS is not in manual PLMN selection mode and based on the current MS location and operator policies, the MS needs to perform PLMN selection, the GANC shall include the GAN PLMN List information element. 

-
If the MS attempts to register with the Default GANC as indicated by the presence of the Registration Indicators IE in the GA-RC REGISTER REQUEST message and that the MS is in manual PLMN selection mode and requests a list of PLMNs, the GANC shall include the GAN PLMN List information element.

-
If the MS attempts to register with a Serving GANC  as indicated by the absence of the Registration Indicators IE in the GA-RC REGISTER REQUEST message, the GANC shall not include the GAN PLMN List information.

When the GA-RC layer in the network has submitted the GA-RC REGISTER REDIRECT message to the TCP layer, it may initiate release of its half of the bidirectional TCP connection.

The GANC can send this message at any time, but it shall not be sent to an MS in GA-CSR-DEDICATED state.

The GANC may use the Redirect Counter IE, Register Failure Cause IE, Register Reject Cause Value IE and Last GANC IE to detect a problem and redirect the MS to a different Serving GANC.

If the Default GANC indicator is included in the GA-RC REGISTER REQUEST message received from the MS, then the GANC may include the Serving GANC Table indicator to indicate to the MS whether or not the MS is allowed to store the GANC information in the stored Serving GANC table.
6.2.2.4
Registration rejected

If the GANC decides to reject the registration from the MS, it shall send the GA-RC REGISTER REJECT message to the MS. When the GA-RC layer in the network has submitted the GA-RC REGISTER REJECT message to the TCP layer and the value of the Register Reject Cause IE included in the message was not 'Network Congestion', it may initiate release of its half of the bidirectional TCP connection.

The GANC may use the Redirect Counter IE, Register Failure Cause IE, Register Reject Cause Value IE and Last GANC IE to detect a problem and reject the MS.

6.2.3
Registration response processing by the MS

6.2.3.1
Registration accepted

When the MS receives GA-RC REGISTER ACCEPT message, it shall:

-
stop the timer TU3904,

-
reset the Redirection Counter,

-
retrieve the GAN System Information parameters and:

-
send the contents of GAN Cell Description IE to the GSM RR layer or UTRAN RRC to be used for Measurement Reports in GSM RR dedicated mode or UTRAN RRC connected mode, if received

-
send the following information to the upper layers, if GA-RC is the serving layer:

-
from GAN Control Channel Description IE
 
-
Network Mode of Operation, 
 
-
GPRS availability Indicator, 
 
-
Dual Transfer Mode Indicator, 
 
-
IMSI Detach/Attach indicator, 
 
-
MSC Release Indicator, 
 
-
SGSN Release Indicator, 
 
-
T3212 timer value,
 
-
Routing Area Code, 
  
-
Emergency Call Mode Preference and
 
-
Emergency Call indicator
-
GAN Location Area Identity

-
Store the Early Classmark Sending Indicator from GAN Control Channel Description IE

-
Start Keep alive mechanism as defined in sub-clause 6.5 using the received TU3906 Timer IE

-
Use the received TU3910 Timer value as follows: 

-
When the MS roves out (i.e. leaves GAN mode and enters GERAN/UTRAN mode), it shall start timer TU3910 and shall not rove in (i.e. leave GERAN/UTRAN mode and enter GAN mode) until this timer has expired, unless the MS has detected loss of GERAN or UTRAN coverage. 
-
If the GA-RC REGISTER ACCEPT was received from the Default GANC, the MS shall store the received Serving GANC table indicator and shall consider the Default GANC to be the Serving GANC.
-
If the stored Serving GANC Table indicator is set to "store", update the stored Serving GANC table as follows (the SEGW and GANC address information type, i.e. FQDN or IP address, stored depends on the address type held by the MS when initiating registration i.e. if the MS held an IP address, then that IP-address shall be stored and if the MS held an FQDN, then that FQDN shall be stored): 

-
If the MS is in GERAN/UTRAN coverage and this was indicated in the GA-RC REGISTER REQUEST by including a current GSM CGI or UTRAN Cell Identity (LAI and Cell Identity which is defined in [3GPP TS 25.331]);

-
if the stored Serving GANC table does not contain the GSM CGI or UTRAN Cell Identity, add the GSM CGI or UTRAN Cell Identity to the table with the information about the Serving GANC: SEGW FQDN or IP-address, GANC FQDN or IP-address and the TCP port to be used (if received in the message, otherwise the TCP port for Registration as defined in sub-clause 12.2.1). Indent 1 level
-
if the stored Serving GANC table contains the GSM CGI or UTRAN Cell Identity, update the information about the Serving GANC for this GSM CGI or UTRAN Cell Identity: SEGW FQDN or IP-address, GANC FQDN or IP-address and the TCP port to be used, as described above. Indent 1 level
-
If the MS is not in GERAN/UTRAN coverage and this was indicated in the GA-RC REGISTER REQUEST;
-
if the stored Serving GANC table does not contain the AP-ID, add the AP-ID with the information about the Serving GANC: SEGW FQDN or IP-address, GANC FQDN or IP-address and the TCP port to be used (if received in the message, otherwise the TCP port for Registration as defined in sub-clause 12.2.1). Indent 1 level
-
if the stored Serving GANC table contains the AP-ID, update the information about the Serving GANC for this AP-ID: SEGW FQDN or IP-address, GANC FQDN or IP-address and the TCP port to be used, as described above. Indent 1 level
6.2.3.2
Registration redirected

When the MS receives GA-RC REGISTER REDIRECT message, it shall:

-
stop the timer TU3904,

-
Increment the Redirection counter,

-
release the TCP connection towards the GANC

-
if the GA-RC REGISTER REDIRECT was received from the Default GANC, the MS shall;

-
If the GANC included the Serving GANC Table indicator with the value set to "store", store the received Serving GANC table indicator;

-
if the GA-RC REGISTER REDIRECT contains the GAN PLMN List information element; 

-
store the information received in the GAN PLMN List information element 

-
pass the received list of PLMN identities to the upper layers for PLMN selection as per 3GPP TS 23.122;

-
release the secure connection towards SEGW of the Default GANC as defined in sub-clause 4.5; and;

-
following PLMN selection by the upper layers, initiate the registration procedure towards the GANC associated with the selected PLMN as defined in sub-clause 6.2. Each GANC selected in this manner shall be considered as a Serving GANC by the MS;

-
if the returned SEGW is the same as the one used for the connection towards the previous GANC, 


-
if the GA-RC-REGISTER REDIRECT was received from the Default GANC, then
-
if the stored Default GANC-SEGW address information is in an IP address format and the received GA-RC REGISTER REDIRECT message contains the Serving GANC-SEGW IP address IE, and these two IP addresses match, the MS shall reuse the secure connection 
-
or if the stored Default GANC-SEGW address information is a FQDN and the received GA-RC REGISTER REDIRECT message contains the Serving GANC-SEGW FQDN IE, and these identifiers match, the MS shall reuse the secure connection.
-
if the GA-RC-REGISTER REDIRECT was received from a Serving GANC, then
-
if the MS held a Serving GANC-SEGW IP address for the current Serving GANC (either in the Serving GANC store or received in a previous GA-RC REGISTER REDIRECT) and the received GA-RC REGISTER REDIRECT contains the Serving GANC-SEGW IP address IE, and these two IP addresses match, the MS shall reuse the secure connection or
-
if the MS held a Serving GANC-SEGW FQDN identifier (either in the Serving GANC store or received in a previous GA-RC REGISTER REDIRECT) and the received GA-RC REGISTER REDIRECT contains the Serving GANC-SEGW FQDN IE, and these identifiers match, the MS shall reuse the secure connection
-
otherwise release the secure connection towards SEGW of the previous GANC as defined in sub-clause 4.5

-
initiate the registration procedure towards the returned GANC as defined in sub-clause 6.2.

6.2.3.3
Registration rejected

When the MS receives GA-RC REGISTER REJECT message it shall:

-
stop the timer TU3904,

-
if the MS is in the process of PLMN selection;

-
ignore the received Register Reject Cause Information Element; and;

-
proceed as defined in sub-clause 6.2.4.5.

-
else extract the Register Reject Cause information element and act as following depending on the value of the Reject Cause IE:

-
'Network Congestion' 
- create a random value between zero and the received value in IE 'TU3907 Timer' and 
- add this value to the received value in IE 'TU3907 Timer', and use this as the new value for TU3907
- start timer TU3907 according to the new calculated value and wait for it to expire. 

-
'AP not allowed'
- release the TCP connection established to the GANC, if still established,
- release the secure connection towards the SEGW associated with the GANC, as defined in sub-clause 4.5
- store the AP-ID in the AP Black List and not initiate a new Register Request from this AP, until the AP-ID is removed from the AP Black List i.e. as a result of power-cycle.

-
'Location not allowed'
-
release the TCP connection established to the GANC, if still established,
-
release the secure connection towards the SEGW associated with the GANC, as defined in sub-clause 4.5
-
update the Location Black List according to the received information elements Location Black List indicator and Location Area Identification and not initiate a new Register Request from that Location, until the Location is removed from the Location Black List i.e. as a result of power-cycle.  

-
'IMSI not allowed'
-
release the TCP connection established to the GANC, if still established. 
-
release the secure connection towards the SEGW associated with the GANC, as defined in sub-clause 4.5
-
not initiate a new GAN Registration procedure until the next power-on.
-
'Invalid GANC' or 'Unspecified'
-
release the TCP connection established to the GANC, if still established. 
-
release the secure connection towards the SEGW associated with the GANC, as defined in sub-clause 4.5
-
act as defined in sub-clause 6.2.4.5
-
'Geo Location not known'
-
release the TCP connection established to the GANC, if still established. 
-
release the secure connection towards the SEGW associated with the GANC, as defined in sub-clause 4.5
-
not retry registration from this AP until the location is provided or until the next power-on.

The MS shall also:

-
Update the stored Serving GANC table as follows if the received Reject cause was not 'Network Congestion' or 'Geo Location not known':
-
If the MS is in GERAN/UTRAN coverage it shall remove information related to the current GSM-CGI or UTRAN Cell Identity, if it exists in the table.

-
If the MS is not in GERAN/UTRAN coverage it shall remove information related to the AP-ID, if exists in the table.

6.2.4
Abnormal cases

6.2.4.1
TU3904 expiry

If timer TU3904 expires in the MS, the MS shall:

-
release the TCP connection towards the GANC,

-
release the secure connection towards SEGW of the GANC as defined in sub-clause 4.5,

-
If GAN registration is unsuccessful after a number of attempts defined by the MS parameter "Up Register Max Retries" (defined in sub-clause 12.2.3), the MS shall act as defined in sub-clause 6.2.4.5.

-
Otherwise, if GAN Registration can be re-attempted according to the MS parameter "Up Register Max Retries", start timer TU3905 and wait for it to expire.
6.2.4.2
Lower layer failure in the MS

Lower layer failure in the MS can be for example related to DNS, IPsec or TCP. If any lower layer failure happens in the MS, the MS shall:

-
release the TCP connection towards the current GANC, if established,

-
release the secure connection towards SEGW of the current GANC, if established, as defined in sub-clause 4.5 and

-
If registration is still unsuccessful after a number of attempts defined by the MS parameter "Up Connect Attempt Count" (defined in sub-clause 12.2.3), the MS shall act as defined in sub-clause 6.2.4.5.

-
Otherwise, start timer TU3905 and wait for it to expire.
6.2.4.3
TU3905 expiry

If timer TU3905 has expired in the MS, the MS shall restart the Registration procedure as defined in sub-clause 6.2.1.

6.2.4.4
TU3907 expiry

If timer TU3907 expires in the MS, the MS shall:

-
If GAN registration is unsuccessful after a number of attempts defined by the MS parameter "Up Register Max Retries" (defined in sub-clause 12.2.3), the MS shall act as if a "Lower layer failure in the MS" has occurred as defined in sub-clause 6.2.4.2
-
else, if the TCP connection to the GANC is still established, 

-
send a GA-RC REGISTER REQUEST that includes information elements as described in sub-clause 6.2.1, and 

-
start timer TU3904

-
else, restart the GAN Registration procedure towards the GANC as defined in sub-clause 6.2.1

6.2.4.5
Registration Failure

The MS shall;

-
If the PLMN selection is ongoing:

-
act on upper layer indications as follows;

-
If no more PLMNs are available for selection;

-
stop all ongoing registration procedures;

-
release the TCP connection towards the current GANC, if established,

-
release the secure connection towards SEGW of the current GANC, if established, as defined in sub-clause 4.5

-

initiate registration towards the Default GANC as defined in sub-clause 6.2.1;

-
else if the upper layers indicate new PLMN selection:

-
initiate registration procedure towards the GANC associated with the selected PLMN as defined in sub-clause 6.2.

-
else if the MS attempted the registration towards the Default GANC

-
delete the stored information about the Default GANC,

-
delete the contents of the stored Serving GANC table

-
Increment Redirection Counter

-
initiate Discovery Procedure as defined in sub-clause 5.3

-
else if the MS attempted the registration towards current GANC is a Serving GANC 


-
Update the stored Serving GANC table as defined in the end of sub-clause 6.2.3.3 (i.e. delete information about this Serving GANC in the table) and

-
Increment Redirection Counter

-
initiate Registration Procedure towards the Default GANC as defined in sub-clause 6.2.1

6.3
Registration Update procedure

After the MS has successfully registered to a GANC, the MS shall update the GANC if the AP or the overlapping GERAN/UTRAN coverage has changed. This update is performed using the Registration Update procedure. 

The GANC may also use the Registration Update procedure towards the MS.

[image: image3.emf]GA-RC DEREGISTER

MS

GA-RC REGISTER UPDATE UPLINK

GA-RC REGISTER REDIRECT

GANC

MS

GA-RC DEREGISTER

MS

GA-RC REGISTER UPDATE UPLINK

GA-RC REGISTER REDIRECT

GANC

MS


Figure 6.3.1: Registration Update procedure initiated by the MS
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Figure 6.3.2: Registration Update procedure initiated by the network

6.3.1
Register Update initiation by the MS

MS initiates this procedure when it has registered successfully to GANC and detects that: either the AP has changed;, or when the MS enters GERAN/UTRAN coverage after reporting no coverage during GAN registration; or when the mobile station requires a change to the list of GAN services previously requested. 

The MS shall:

-
send a GA-RC REGISTER UPDATE UPLINK message to the GANC on the established TCP connection and include the changed information in the message.

6.3.2
Register Update processing by the network

When receiving the GA-RC REGISTER UPDATE UPLINK message, the network may either accept or reject the Registration Update. The network may also redirect the MS to another GANC.

6.3.2.1
Register Update Accepted

If the network accepts the Registration Update, no message is returned to the MS. 

6.3.2.2
Register Update Rejected

If the network rejects the Registration Update, it shall send the GA-RC DEREGISTER message to the MS. This message shall contain the Register Reject Cause information element.

6.3.2.3
Register Update results in redirection

If the network decides to redirect the MS to another GANC, it shall send the GA-RC REGISTER REDIRECT message to the MS. This message shall contain valid information about another GANC, so that the MS is able to initiate the Registration procedure towards that GANC.

The GANC can send the GA-RC REGISTER REDIRECT message at any time, but it shall not be sent to an MS in GA-CSR-DEDICATED state.

6.3.3
Register Update Response handling in the MS

6.3.3.1
Register Update Rejected

When the MS receives the GA-RC DEREGISTER message, it shall act as defined in sub-clause 6.4.4 "Reception of GA-RC DEREGISTER by MS".

6.3.3.2
Register Update results in redirection

When the MS receives GA-RC REGISTER REDIRECT message, it shall act as defined in sub-clause 6.2.3.2 "Registration redirected".

6.3.4
Register Update initiation by the network

The network may at any time send the GA-RC REGISTER UPDATE DOWNLINK message to a MS that is registered. This could happen e.g. because of change in the GANC System Information. The network may include all information in this message (i.e. not necessarily only the changed information).

6.3.5
Register Update handling in the MS

When the MS receives GA-RC REGISTER UPDATE DOWNLINK message, it shall process the received information elements as defined in sub-clause 6.2.3.1.

Next Section Change
7.4.2
Reception of GA-CSR ACTIVATE CHANNEL by MS 

The MS shall act on the received GA-CSR ACTIVATE CHANNEL message when in GA-CSR-DEDICATED state as follows:

-
Code and decode the CS payload samples according to the IE "Channel Mode";

-
Use the value indicated by  the IE "Sample Size" as the minimum sampling size for the coding and decoding of the CS payload samples, if the MS is not able to use the indicated value. If AMR is used with FEC by sending redundant frames, the sample size is defined as the size of the new speech sample in each RTP packet, not including any redundant speech sample.

-
Configure the uplink CS payload stream to be transmitted to the UDP port identified by the IE "UDP Port";

-
Configure the uplink CS payload stream to be transmitted to the IP address identified by the IE "IP address"; 

-
If received, use the configuration included in the IE 'Multi-rate Configuration' for the CS payload stream;

-
If received, use the configuration included in the IE "RTP Redundancy Configuration" for the CS payload stream. The redundancy policy is defined for each of the AMR modes to use. The level of redundancy can span from no redundancy to double redundancy. In the same active codec set, a lower codec mode shall not be associated with a lower redundancy level then a higher codec mode. For example, the highest mode in the set is used with no redundancy, the next lower with single redundancy and rest of the modes with double redundancy;

-
If received, use the Payload Type included in the IE 'Payload Type' for the PT field in the RTP header for the CS payload stream;

On successful activation of the channel, the MS shall:

-
Transmit a GA-CSR ACTIVATE CHANNEL ACK message and include the UDP port number in the IE 'UDP Port" for the downlink CS payload stream to be used by the GANC.

-
Include the selected RTP sample size, to be used uplink and downlink, in the IE Sample Size. 

-
if the IE 'RTCP UDP Port' was received in the GA-CSR ACTIVATE CHANNEL message and the MS is capable of supporting RTCP, activate the uplink RTCP stream and include the IE 'RTCP UDP Port' for the downlink RTCP stream to be used by the GANC.
Next Section Change

11.2.17
GSM RR/UTRAN RRC State

This information element is used to indicate the state of the GSM RR or UTRAN RRC entity when the MS is registering for GAN service. If GSM-RR is the current serving RR entity, information about GSM RR shall be included and if UTRAN-RRC is the current serving RR entity, information about UTRAN RRC shall be included.

	8
	7
	6
	5
	4
	3
	2
	1
	

	
	GSM RR/UTRAN RRC State IEI
	octet 1

	Length of GSM RR/ UTRAN RRC State contents
	octet 2

	Spare
	GRS
	octet 3


Figure 11.2.17.1 GSM RR/UTRAN RRC State information element

Table 11.2.17.1: GSM RR/UTRAN RRC State information element
	GRS, GSM RR/UTRAN RRC State (octet 3)

Bits 1-3

0 0 0
GSM RR is in IDLE state. 
0 0 1 
GSM RR is in DEDICATED state.

0 1 0     
UTRAN RRC is in IDLE STATE

0 1 1     
UTRAN RRC is in CELL_DCH STATE

1 0 0     
UTRAN RRC is in CELL_FACH STATE 
1 0 1
UTRAN RRC is in CELL_PCH STATE
1 1 0
UTRAN RRC is in URA_PCH STATE
1 1 1        Unknown

All other values are reserved for future use. 


Last Section Change

11.2.68
Registration indicators 

The Registration indicators information element is used by the mobile station to indicate status information related to the registration request to the network. This information element is included only when attempting to register to the Default GANC.

	8
	7
	6
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	Registration indicators IEI
	octet 1

	Length of Registration indicators contents
	octet 2

	Spare
	MPS
	octet 3


Figure 11.2.68.1 Registration indicators information element

Table 11.2.68.1: Registration indicators information element
	MPS, Manual PLMN Selection indicator (octet 3)

Bit

2 1   

0 0
The MS is in Automatic PLMN selection mode.
0 1
The MS is in Manual PLMN selection mode and request the list 
         of PLMN identities  that may provide GAN service in the 
         current location.


 All other values are reserved for future use.
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