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Realisation of E2E encryption for VGCS/VBS subscribers (bearer choice) 

1. Introduction

At GERAN meeting #21, the Work Item “Enhancements of VGCS in public networks for communication of public authority officials” was agreed. One of the requirements of this WI is the introduction of an end-to-end (E2E) encryption mechanism for subscribers within an active VGCS Group. 

This document introduces a couple of possible solutions for discussion.

2.
General Requirements

E2E encryption is required for special VGCS Groups, e.g. security organisations or fire brigades in order to provide more protection to these subscribers.

The E2E encryption that is to be standardised would be based on a special crypto module on a SIM card.
The module will generate a crypto stream based on a pre-distributed certificate (distribution mechanism is FFS) to cipher the voice stream. Each module of the listening ME will generate the same crypto stream for deciphering the encrypted voice.

In case of E2E ciphering is used, ME adds a synchronisation vector to the encrypted speech in order to give ME-s in the group receive mode the possibility to synchronize at any time to the broadcasted encrypted speech.

The synchronisation vector has to be transmitted periodically. This would allow for MEs performing late-entry to be able to synchronise themselves onto the current encrypted communication.

The E2E encryption mechanism designed has to operate consistently for both Full Rate (FR) and Half Rate (HR) variants.

The design of the new E2E encryption mechanism should provide the possibility to reuse the Group Ids assigned for E2E encrypted Groups for the ‘normal’ VGCS Groups (without E2E Encryption). 

3.
Proposed Solutions

Summarised below are two possible solutions of how the E2E encryption for active VGCS Group subscribers could be realised:

3.1
Solution 1: Speech Bearer

3.1.1
Description

To transport the encrypted speech together with the synchronisation vector a legacy speech bearer could be used. E.g. the 6.70kbit/s AMR speech codec could be used for both FR and HR solutions. To have maximum bandwidth for in-band information (Synchronisation Vector), the 4.75kbit/s AMR speech codec could be chosen for the encrypted speech. 

3.1.2
Voice Quality

The synchronisation vector (SV) will be transmitted in the first speech frame through the frame stealing mechanism. 
The transmission of synchronisation vector for the late entry could be done in-band and therefore will not have an impact on speech quality.

The use of protection bits (class a, b) in the channel coding ensures the speech quality while maintaining the channel efficiency.

3.1.3
TFO Adaptation

The encrypted speech should not be altered by the Network. It means that Tandem Free Operation (TFO) in TRAUs is switched on and TRAUs are synchronised.

The TFO mechanism is specified according to 3GPP 28.062 as point-to-point functionality, but in the typical VGCS call more than two TRAUs are involved, so the synchronisation of TRAUs will not currently be possible. New TFO procedure for VGCS should be standardised.

3.2
Solution 2: Data bearer

3.2.1
Description

A new bearer service, based on the current BS 20 transparent in regular mode for digital interworking (3GPP 22.002, section 3.1.1.1.2), could be used.
The FR solution would use the new transparent data bearer service with a user rate of 9.6kbit/s. This bearer would allow using a 7.95kbit/s AMR speech codec for the transport of encrypted speech. 
The HR solution would use the new bearer service with a user rate of 4.8kbit/s. This transparent bearer could allow a 4.75kbit/s AMR speech codec to be used.

As the service uses a transparent bearer, adaptation of TRAU (TFO functionality) is not necessary.

3.2.2
Voice Quality
The proposed HR solution will struggle, due to the very small space available, to introduce the synchronisation vector of 119 bits, without degrading the speech quality.

4.
Summary

The main focus of the work on the introduction of E2E ciphering is to ensure voice quality. It should be guaranteed that voice quality will not be worse than that provided by the current standards for the VGCS Service.

Vodafone kindly requests feedback on the two proposed solutions, and that GERAN take this opportunity to discuss alternative solutions, agreeing on a solution to be progressed. 
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