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1. Overall Description:

GERAN2 would like to thank SA3 for their LS on ‘Ciphering for Voice Group Call Services’ in Tdoc S3-030804. GERAN2 has considered the provision of the RAND, CGI and the Global_Count and the conclusions are summarized below: 

A
RAND
GERAN2 has already recommended in GP-041210 that a RAND of 32-bits can be provided.  After further analysis it has been found possible to support a combined RAND and Global_Count of up to 38 bits although this leaves no further room in the paging request type 1 message on the PCH if the notification message is limited to 2 segments.  GERAN2 are seeking to avoid the segmentation of notification messages on the PCH into more than 2 segments.  It may even be possible to support a combined RAND and Global_Count of up to 40 bits in two segments, but this is currently under investigation and may take some time for further analysis.  In light of the advice to SA3 and GERAN2 (GP-041716) from ETSI SAGE in their liaison statement to SA3 that a “VSTK_RAND of 38 or 40 bits allows many more calls than a VSTK_RAND of 32 bits” it is suggested that if possible a combined RAND and Global_Count of up to 38 bits is adopted in order to reduce potential complexity and the risk of delay in standardizing the use of a RAND and Global_Count of a larger size.  
B
CGI
GERAN2 has already recommended in GP-041210 that the CGI will be used as an input parameter to the generation of the group cipher key. 

C
Global_Count 

GERAN2 has shown that it is possible to provide a Global_Count on the NCH, PCH and FACCH, as detailed in GP-041414.  Since the resources are scarce on these channels, it is recommended that this field is kept as small as possible.  It is suggested that 2 bits are used for the Global_Count. 

2. Actions:

To SA3 group.

ACTION:
Please inform GERAN2 about the final decision regarding the provision of the RAND, Global_Count and CGI as VGCS ciphering parameters, such that the necessary CRs can be prepared.  In particular, it is requested that SA3 confirm whether a combined RAND and Global_Count value of 38 bits is acceptable or not.  
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