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Overview

The purpose of this liaison statement is to request SA3’s recommendation for the protection of Kc during the transfer of the encryption key from the SMLC to the LMUs during the U-TDOA location process.

Use of Kc to enable location of AMR connections, increase accuracy and reduce data volume

It is necessary to decrypt each burst of an AMR based connection in order to locate the MS using the U-TDOA location method because the AMR vocoder rate may be continuously changed using in-band signalling (RATSCCH).

The ability to decrypt each burst of a target connection also enables significant efficiencies that increase capacity, reduce latency and improve the accuracy of the U-TDOA location method.  These aspects were discussed in SA3 #27 and #28 in documents S3-030038 and S3-030196 respectively.  These documents are attached for clarity.

Exposure of Kc

The use of Kc for U-TDOA LCS exposes the Kc on the links between the SMLC and the LMUs (location receivers).  These links are coincident with the BSC-BTS links.

The GERAN specifications currently limit the provision of Kc to emergency services.  A CR has been introduced to remove this restriction, thus requiring the provision of Kc for all U-TDOA location events.

2. Actions for the SA3:

GERAN seeks SA3’s security recommendations when using the Kc for the purposes described above.  
3. Date of Next TSG-GERAN Meetings:

	Meeting
	Date
	Location

	G2#18 bis
	22-26 March, 2004
	Phoenix, USA

	GERAN#19
	19-23 April, 2004
	Cancun, Mexico








