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	Reason for change:
(

	Currently, only the actions for the USIM are described for the RRC Connection Request is initiated (see section 7.5.1.2, RRC Connection procedure/Initiation).

This does not mirror other sections where the security actions are described for both USIM and SIM and is not coherent with the requirements set in section 6.8.2.4, R99+ME, of TS 33.102.


	
	

	Summary of change:
(

	Added actions for when SIM is present

MS impact: any MS that has not implemented this functionality for SIM is in clear breach of the requirements set in section 6.8.2.4, R99+ME, of TS 33.102 

  NW impact: there is not impact on the network given that all actions only affect    the MS.

	
	

	Consequences if 
(

not approved:
	Actions for when SIM is present are not defined in see section 7.5.1.2,  RRC Connection procedure/Initiation. This would mean that there would be an inconsistency between section 7.5.1.2, RRC Connection procedure/Initiation, of 44.118 and the requirements described in section 6.8.2.4, R99+ME, of 33.102 and that a random value may be stored in non-volatile memory when the RRC connection is established. Furthermore, when checking START values against THRESHOLD, START would be compared to a random value for the duration of the connection.

Failure to comply to these requirements implies a security hole due to possible re-use of COUNT_C values. The security and integrity protection will fail
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7.5.1.2
Initiation

The MS shall initiate the procedure when upper layers in the MS requests the establishment of a signalling connection and the MS is in RRC-Idle mode (no RRC connection exists), as specified in sub-clause 7.17.

Upon initiation of the procedure, the MS shall:

1>
set the variable PROTOCOL_ERROR_INDICATOR to FALSE;

1>
if the USIM is present:

2>
set the value of "THRESHOLD" in the variable "START_THRESHOLD" by the 20 MSBs of the value stored in the USIM [3GPP TS 31.102] for the maximum value of START for each CN Domain;
1>
if the SIM is present:

2>
set the value of "THRESHOLD" in the variable "START_THRESHOLD" to the default value in [3GPP TS 33.102] for each CN Domain.
1>
set the IE "Initial MS Identity" in the variable INITIAL_MS_IDENTITY according to sub-clause 7.18;

1>
set the contents of the RRC CONNECTION REQUEST message according to sub-clause 7.5.1.3;

1>
submit the RRC CONNECTION REQUEST message for transmission on the uplink SRB2;

1>
set counter V300 to 1; and

1>
start timer T300 when the RLC sub-layer indicates success or failure to transmit the message.
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