	3GPP TSG GERAN #14

Münich, Germany

7th-11th April, 2003

Source: Nokia
	TDoc TSGG#14(2003)813
Agenda Item 7.2.5.3.2.3



Draft CR to TR on FLO for Ciphering in GERAN Iu mode

This document proposes the addition in the FLO TR 45.902 of ciphering for GERAN Iu mode, based on G2-030199 (Ciphering with FLO in GERAN Iu mode).

8.2 Ciphering in Iu mode
8.2.1
General
Ciphering is provided following the same principles as when FLO is not used. 

The ciphering function is performed either in the RLC sublayer or in the MAC sublayer according to the following rules:

-
The RLC sublayer is responsible for ciphering/deciphering RLC data blocks in case of non-transparent RLC mode (unacknowledged or acknowledged).

-
The MAC sublayer is responsible for ciphering/deciphering user data in case of transparent RLC mode. It is also responsible for ciphering/deciphering some RLC/MAC control messages as specified in 3GPP TS 44.160 table 13.4.

The ciphering function uses the ciphering algorithm f8 specified in 3GPP TS 35.201.

8.2.2 Parameters settings

8.2.2.1
RLC non-transparent mode

Table n defines how to set the input parameters to the ciphering algorithm.

Table n: Input parameters to the ciphering algorithm

	Input parameters
	Size in bits
	Settings

	
	
	RLC Mode
	Unack
	Ack

	Count
	32
	MSB
	HFN
	27 bits

0…134217727
	23 bits

0…8388607

	
	
	
	RBid indicator
	1 bit

1 (RBid available)

	
	
	LSB
	BSN
	4 bits

0…15
	8 bits

0…255

	Direction
	1
	
	Direction
	1 bit

0 (uplink)

1 (downlink)

	Bearer
	5
	
	RBid
	5 bits

0…31

	Length
	11
	
	Length in bits of the plain data to cipher
	11 bits

0…1362


NOTE:
These parameters are the same as for DCCH and TCH TBF modes, except the maximum length which is higher.

8.2.2.2
RLC transparent mode

3GPP TS 44.160 table 13.2 defines how to set the input parameters to the ciphering algorithm.

8.2.2.3
RLC/MAC control messages

3GPP TS 44.160 table 13.3 defines how to set the input parameters to the ciphering algorithm.
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