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SA3 have agreed that ciphering for MBMS multicast data shall be done between the BM-SC and the UE. MBMS multicast data ciphering will therefore not rely on the mechanism provided by the Iu or Gb-mode. 

Based on the fact that the RNC will have knowledge that it handles MBMS multicast data, the question arose whether double ciphering could be avoided by switched off the ciphering for a Point to point MBMS bearer. 

This seems desirable because of three reasons.

· A possible performance gain while avoiding double ciphering.

· The avoidance of re-synchronization when the HFN of UE and the RNC get out of sync.

· Preferably the cipher handling of the Ptm and Ptp MBMS radio bearer from the UE-side should be similar to allow easy ptp to ptm transitions.
Similar considerations might also apply for the Gb-mode, but it is understood that GERAN2 has just started the MBMS work, so it may be too early to provide direct response on the feasibility of switching off LLC ciphering selectively in case MBMS multicast data is handled. 

It was also remarked that in case the secured MBMS multicast data is put on a dedicated R’99 RAB double ciphering would be applied in any case if the visited network instructs to have ciphering on. This would apply if the SGSN or the RNC do not support MBMS.
2. Actions
To [RAN2] group:
SA3 asks RAN2 to comment on the feasibility of turning off selectively the Iu-mode ciphering in case the multicast data is put on a ptp multicast bearer.

To [GERAN2] group:
SA3 asks GERAN2 to comment on the feasibility of turning off selectively the Gb-mode ciphering in case the multicast data is handled.
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