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Ciphering and Integrity Protection for GERAN

Introduction

This contribution consolidates the current view of integrity protection and ciphering for GERAN Iu mode.  Input has been taken from 3G TS 43.051 [1], 3G TS 25.331 [7],  and 3G TS 33.102 [6], as well as from recent contributions listed in the references.   The aim is to highlight in one table ciphering and integrity protection requirements, which can then be captured in the Stage 2 text.

Section 2 starts with UTRAN principles as outlined in 3G TS 33.102.  The subsequent sections then apply these principles to GERAN Iu mode.

1 Integrity & Ciphering in UTRAN

According to 3G TS 33.102 [6], “after the RRC connection establishment and execution of the security mode set-up procedure, all dedicated MS <–> network control signalling messages (e.g. RRC, MM, CC, GMM, and SM messages) shall be integrity protected.”  The Mobility Management layer in the MS supervises that the integrity protection is started, while the integrity protection is applied at the RRC layer.  Not all RRC messages are integrity-protected [6], [7].  Examples include messages for RRC connection and for broadcast. 

RRC messages are ciphered when carried via AM-RLC, UM-RLC, or TM-RLC on a DPCH [7].

RLC control messages in UTRAN are not integrity-protected or ciphered [6].

2 Application of Ciphering & Integrity to GERAN Iu Mode

2.1 Integrity Protection

The principles from UTRAN can be applied to the GERAN Iu mode.  As described in Section 2 above, all dedicated MS <-> network signalling messages should be integrity protected.  This leads to the following application for GERAN Iu mode, which is reflected in Table 1:

(a) RRC messages adopted from 25.331 for use in GERAN Iu mode shall be integrity protected.  

(b) Existing RR messages (i.e. 04.18 messages), when used in GERAN Iu mode, should be integrity protected.

(c) RLC/MAC control messages that actually perform RRC functions should be integrity protected.  Examples include Packet Downlink Assignment, Packet Uplink Assignment, Packet Timeslot Reconfigure, PDCH release, and power control.

2.2 Ciphering

The principles from UTRAN can be applied to the GERAN Iu mode.  In UTRAN, RLC control messages are not ciphered.

3G TS 43.051 already states that the UTRAN ciphering architecture, specified in TS 33.102, shall be identical to that of GERAN.  In that architecture, RLC is responsible for ciphering when in AM and UM.  MAC is responsible for ciphering when TM-RLC is used.

Table 1 reflects the ciphering applicability to GERAN Iu mode.

3 Integrity & Ciphering Matrix for GERAN Iu Mode

Sections 3.1 and 3.2 applied UTRAN principles to GERAN Iu mode.  Table 1 summarizes the results.

Channel Type
UTRAN Security Applied to GERAN  Iu Mode Signaling


NAS & AS RRC msg

(from 25.331)
Existing RR Msg (04.18)
RLC/MAC Control Msg (04.60)  (Note 2)




perform RRC function
remaining msgs

Broadcast Control Channels ((P)BCCH)
I: No

C: No
I: No

C: No
I: No

C: No
I: No

C: No

Common Control Channels ((P)CCCH)
I: Yes (Note 1)

C: No
I: Yes

C: No
I: Yes

C: No
I: No

C: No

Shared channels (SPSCH)
I:  Yes

C: Yes
I:  n/a

C: n/a
I: Yes

C: Yes
I: No

C: No

Dedicated Channels (DPSCH)
I:  Yes

C: Yes
I:  Yes

C: Yes
I:  Yes

C: Yes
I: No

C: No.

   Legend: 
I:  Integrity Protection Required?

C: Ciphering Required?

Note 1:  A List of RRC messages sent on common control channels is FFS.

Note 2:  This column separates RLC/MAC control messages that perform RRC functions from the remaining messages.  Examples of messages that perform RRC functions include: PUA, PDA, TSR, PDCH Release, Power control, etc.
Table 1.  Integrity & Ciphering for Signalling Messages in GERAN Iu mode

4 Discussion

4.1 Integrity for GERAN Iu mode

For consistency with UTRAN, integrity protection is required for RRC messages adopted from 25.331, regardless of the L2 protocol used to carry them.  The current view in GERAN is that these messages will be protected, although it is undecided whether the exact same integrity protection scheme of 32 bits or a modified (reduced) version is better [2], [3], [4].

For existing RR messages and applicable 04.60 control messages (cases (b) and (c) in Section 3.1), integrity protection will cause certain messages to span at least one extra radio block to complete transmission.  Whether this performance loss is worth the enhanced integrity protection should be evaluated for each type of message.  If these messages are not protected, there will be an inconsistency with UTRAN, and S3 should be consulted.

4.2 Ciphering for GERAN Iu Mode

The choice of L2 affects whether and how ciphering is done.  From Table 1:

1. Broadcast channels (row 1):  Ciphering is not needed, which is consistent with UTRAN.  Nothing new is needed from the current L2.

2. Common control channels (row 2):  Ciphering is not needed, which is consistent with UTRAN.  Nothing new is needed from the current L2.

3. For SPSCH (row 3):

i. 25.331 messages:  Since AM-RLC/MAC or UM-RLC/MAC is the only L2 option, ciphering will be supported.

ii. 04.18 messages:  Not applicable for SPSCH

iii. 04.60 messages performing RRC functions:  PACCH is the only option.  Ciphering is not available.  This is inconsistent with UTRAN.  

iv. Remaining 04.60 messages:  PACCH is the only option.  Ciphering is not available.  This is consistent with UTRAN.

4. For DPSCH (row 4):

i. 25.331 messages:  If carried by RLC/MAC, they will be ciphered.  If LAPDm is the layer 2, ciphering must take place within LAPDm if MAC is to support muxing of LAPDm and RLC/MAC as described in [10]; otherwise these RRC messages cannot be ciphered.

ii. 04.18 messages:  Same story 4.i.  

iii. 04.60 messages performing RRC functions:  PACCH could be ciphered at physical layer, but this is not recommended since all 04.60 messages would then be ciphered.

iv. Remaining 04.60 control messages:  Same story as 4.iii.  These should not be ciphered to maintain consistency with UTRAN.

RRC messages adopted from 25.331, when carried on SPSCH or DPSCH, should be ciphered to maintain consistency with UTRAN.   RLC/MAC is the best L2 for this purpose.

RRC-related functions on the PACCH (3.iii and 4.iii above) will not be ciphered.  Is this acceptable to GERAN and S3?

LAPDm is the most efficient L2 for current 04.18 messages, but ciphering becomes an issue.  

Current Stage 2 text implies that RLC/MAC control messages are to be ciphered.  Although there have been discussions in GERAN about not ciphering RLC/MAC control messages, this has not yet been agreed [5].

5 Recommendations

TSG GERAN should decide which messages are to be ciphered and/or integrity protected, and capture the decision in the 43.051.  If phasing is to be done, this should also be captured.

If it is decided to remove integrity protection or ciphering from messages that are currently protected as shown in Table 1, GERAN should consult S3.
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