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Support for Location Services in GPRS will be introduced in 3GPP, release 4 standards. It has been planned to use RRLP protocol for communication between SGSN and MS in Circuit Switched (CS) and Packet Switched (PS) mode. In CS mode ciphering is based on the conventional means; no LCS specific ciphering is needed for point to point messages. In GPRS this is different, the scope of ciphering is between MS and SGSN. This creates a problem: RRLP messages in GPRS can not be ciphered by traditional means. 

GERAN LCS ad-hoc meeting has noticed the problem and two alternative approaches to solve the ciphering issue were considered. 

1) Employ an instance of LLC layer in SMLC to accomplish ciphering of RRLP messages, use the same ciphering algorithm as in GPRS using either the same or different ciphering key as in GPRS. This proposal is described in tdoc GAHL-000009.

2) Enhance GPRS RLC/MAC protocol to include ciphering of RRLP messages, this enhancement should be in line with the emerging ciphering mechanism in GERAN real time protocols. 
This liaison statement is sent to S3 for ciphering experts to consider the problem and express their view on it. In addition, in case option 1 is preferred we would like to hear opinions from S3 experts whether the same ciphering key (Kc) as is used in GPRS or a separate key (Kc(SGSN)) for LCS should be used to cipher RRLP messages.  

With Kind Regards,

3GPP TSG GERAN LCS ad-hoc 















































































































































































































































































































































































































































































































































































































































































































































































































































































