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Lawful Interception aspects for A/Gn alternative

1 Introduction

This paper proposes the Enhanced GAN solution with generic Gn interface to the GGSN in the PS domain. This A/Gn Enhanced GAN basic architecture is described in parallel proposals and is supposed to be known in the following description.

This paper examines the Lawful Interception aspects in the A/Gn Enhanced GAN context.
2 Discussion

Lawful Interception concerns circuit-switched, packet switched, HLR, IMS-CSCF, and WLAN interworking configurations. 

The regulatory authorities require lawful intercept both in the home and the visited PLMN, the network architecture must provide the necessary hooks in both of the networks, the home and the visited PLMN.
Lawful Interception at the GGSN, SGSN, MSC, GMSC is already described as these elements are invariant in the proposed A/Gn Enhanced GAN architecture (Ref. [1] to [4]). 

Packet switched configuration is examined in the following, it describes the A/Gn Enhanced EGANC behaviour for Lawful Interception elements.

Fig. 1 shows the reference model for packet switched Lawful Interception. Globally the EGANC is seen as an SGSN for Lawful Interception elements. 

[image: image1]

[image: image6.png]IIF

bk
Hi | administaton
e | AOMF | scsn|
~
Lex X
i | DF2e [+
=3
- lsasn|
cowr| oree |





Fig. 1: Reference model for packet switch Lawful Interception

X1-1 interface

When a lawful interception is invoked at the ADMF, each E-GANC receives an activation command through the X1-1 interface.

An interception measure can be deactivated at any time by an operator command at the ADMF. In this case the E-GANC receives a deactivation command through the X1-1 interface. The target identity is either an IMSI or a MSISDN.

X2 Interface

The E-GANC sends IRI (Intercept Related Information) to DF2:

· MS Attach (action = GAN register)

· MS detach (action = GAN de-register)

· RA update (action = GAN register update)

· Packet Data PDP context activation

· Packet Data PDP context deactivation

· Packet Data PDP context modification

· Start of interception with mobile station attached

as described in [2], the Network Element Identifier is the EGANC Identifier

X3 interface
The E-GANC sends CC (Content of Communications) each time a downlink or uplink data packet is received. The CC contains the following information:

· Identity of the target (IMSI, MSISDN)

· Correlation number: charging-ID+GGSN address

· Date and time

· Packet direction

· Intercepted data packet
Interception handling within E-GANC

The E-GANC is in charge of storing and updating interception data for every target, which corresponds to a UMA subscriber.

- Starting MS interception 

When the E-GANC receives an activation command for a mobile subscriber and if the MS is not yet intercepted, it sends:

· A mobility IRI record (start of interception when the mobile subscriber is already registered)

· A session IRI record (start of interception) for every existing PDP context

· The E-GANC starts sending CC for PDU sent/received.

When a new PDP context is activated, which corresponds to a target:

· The E-GANC sends a session IRI record (activation) for the new PDP context.

· The E-GANC starts sending CC for PDU sent/received.

When a PDP context is deactivated, which corresponds to a target:

· The E-GANC sends a session IRI record (deactivation).

· The E-GANC stops sending CC.

- Stopping MS interception 

When the E-GANC receives a deactivation command for a mobile subscriber:

· It stops sending CC.

· It sends a session IRI (stop of interception) for each PDP context that remains active.

· It sends a mobility IRI record (stop of interception when the mobile subscriber remains registered)

It stops sending IRI records.

- Handover from RAN to WLAN

The terminal establishes a secure tunnel and registers to the GAN. The E-GANC registers to AAA/HSS, emulating an MS Attachment, then sends a mobility IRI (registration).

The E-GANC sends:

· A session IRI (activation).

· It starts sending CC for PDU sent/received.

- Handover from WLAN to RAN

The terminal initiates a Modify PDP Context Request when it switches to RAN. The PCO field is extracted by a Proxy-Gn that simply re-routes the request to the EGANC.  

The E-GANC sends:

· A session IRI (activation).

· It starts sending CC for PDU sent/received.

In both latter cases, if the MS deregisters from the GAN service, the E-GANC sends:

· A mobility IRI (deregistration).

A session IRI (PDP context deactivation).

Flow chart: PDP Context Activation in RAN (example)
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Fig. 2: Interception of a PDP Context Activation in RAN

Flow chart: PDP Context Activation in WLAN (example)
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Fig. 3: Interception of a PDP Context Activation in WLAN
Handover from RAN to WLAN 
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Fig. 4: Handover from RAN to WLAN (example)

Handover from WLAN to RAN 
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Fig. 5: Handover from WLAN to RAN (example)
3 Proposal

It is proposed to include the text of above section 2 in the A/Gn alternative section of the Technical Report for GAN Enhancements.
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