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Use of the HSS and AAA server for packet services for the A/Gn alternative
1 Introduction

It is proposed to enhance the GAN with a direct interface to the GGSN (Gn), enabling to save one node in the PS domain path.  As a consequence the GAN must embed a subset of the SGSN features dedicated for PS-domain (PDP context activation/deletion). The E-GANC has therefore the same needs than the SGSN in terms of authentication and user subscription information.
The GAN is a particular I-WLAN application. As such, it uses a subset of the Wm reference point (defined for I-WLAN) toward a AAA server for subscriber authentication only. It has no direct interface with a HSS or a HLR. In order to achieve the GAN enhancement, it is proposed to extend the interface between the AAA server and the GANC with the Wx reference point (3GPP TS 23.234). This permits to provide the E-GANC with the user subscription information. 

Instead of using Wx, it could have been possible to add a subset of the Gr interface to the GAN, but this would contradict the previous design choices for GAN and I-WLAN.

2 Discussion
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Figure 1: Enhanced GAN architecture

Wm and D/Gr interfaces are used for MS authentication purpose as today in R6 GAN mode.

Wx’ and Wx” are used for the specific E-GAN requirements:

· PS domain core network attachment,

· APN authorization, 

· Subscriber updating, 

· Subscriber location (network requested PDP context activation). 

Note that the AAA server accesses the HSS on the Wx” reference point instead of the HLR in order to avoid impacts to the HLR. This allows simultaneous operation of GPRS/UMTS system and E-GAN system. The address of the SGSN stored in the HLR is not overwritten when the terminal moves to GAN. 

2.2 Attachment to the core network

The MS attachment to the Core Network is performed in PS domain during the E-GAN authentication/registration procedure:

· The MS registers to the E-GANC.

· The E-GANC registers for that MS to the AAA server.

· The AAA server registers for that MS to the HSS.



During this registration phase, the subscriber data information is downloaded to the serving E-GANC. The relations (E-GANC, AAA and HSS) established during the MS authentication/registration are used also to propagate any changes related to the user subscription parameters and to address the case of the NRPCA (Network Requested PDP Context Activation).

[image: image2.wmf] 

MS

 

Generic IP

 

 

SGSN

 

U

 

p

 

Gn

 

Generic Access

 

Network

 

Controller

 

(GANC)

 

MS

 

Mobile Station

 

GANC

 

GAN Controller

 

SEGW

 

Security Gateway

 

HPLMN/VPLMN

 

MS  

 

Generic IP

 

Access Network

 

MSC

 

GGSN

 

U

 

p

 

A

 

Generic Access

 

Network

 

Controller

 

(GANC)

 

MS

 

Mobile Station

 

GANC

 

GAN Controller

 

SEGW

 

Security Gateway

 

HSS

 

Wx”

 

AAA 

 

Proxy/ 

Server

 

Wx’

 

D’/Gr’

 

HLR

 

HPLMN (roaming case)

 

Wd

 

Out of Scope

 

SEGW

 

Wm

 

CBC

 

SMLC

 

Lb

 

Gb (for backwards comp

atibility)

 

Gn

 


Figure 2: E-GANC, AAA and HSS relations

2.3 AAA Server

The AAA Server in R6 GAN already provides the following services:

· Retrieval of authentication information from the HLR.

· Authentication of the GAN subscriber based on the authentication information retrieved from HLR.

For E-GAN, the AAA server is enhanced with the following services from 3GPP TS 23.234:

· Storage of the serving E-GANC address related to an authenticated E-GAN subscriber, and downloading of the subscriber information to the E-GANC.

· Registration of the AAA server to the HSS for each authenticated E-GAN subscriber, and downloading of the subscriber information from the HSS. 
· Updating of the subscriber data on the AAA server when requested by HSS.

· Notification of the subscriber data updates to the serving E-GANC registered for the related subscriber.

· Initiation of the Purge procedure with the HSS when the AAA server deletes the information of a subscriber (e.g. due to O&M procedure).

· Removal of the subscriber data when requested by the HSS.

For the specific purpose of the Network Requested PDP Context Activation purpose, the AAA server should also be enhanced with the following service from 3GPP TS 23.228:

· Providing the address of serving E-GANC of an authenticated E-GAN subscriber to other entities.

2.4 HLR/HSS

The HLR/HSS is the entity containing authentication and subscription data required for the subscriber to access the PS domain services. 

The HSS provides :

· A registration procedure to the AAA server that enables the download of subscriber data information towards the AAA server and the update of subscriber data information on the AAA server. 

· A AAA server location service in order to retrieve the IP address of the AAA server on which the E-GAN MS is registered. This service is used in Network Requested PDP Context Activation procedure.

· A purge procedure for cancelling subscriber data information stored on a AAA server.

These services are provided by the Wx’’ reference point.

2.5 Wx’’ reference point

This reference point is located between 3GPP AAA Server and HSS. The Wx’’ includes the functionalities defined for the Wx reference point of 3GPP TS 23.234 enhanced with a location service (3GPP TS 23.228). 

The following services are inherited from the Wx reference point:
· Retrieval of E-GAN subscriber information from HSS:

-
Registration of the AAA Server of an authorised (for E-GAN Access) E-GAN user in the HSS.
-
Indication of change of subscriber profile within HSS.

-
Purge procedure between the AAA server and the HSS.
The Wx reference point (which is derived from the Cx reference point 3GPP TS 23.228) is enhanced with the user location query procedure of Cx to make the Wx” reference point. Adding the user location query service enables to implement the network requested PDP context activation feature.

2.6 Wm reference point

E-GANC uses the Wm reference point as defined for GAN (3GPP TS 43.318), unchanged. It is used to authenticate the MS when it sets up a secure tunnel. 

Note that, as in E-GAN, the AAA server still use Dr’/Gr’ reference points for retrieving the Authentication Vectors from the HLR.

2.7 Wx’ reference point

This reference point is located between AAA Server and E-GANC. Wx’ reference point includes the functionalities defined for the Wx reference point of 3GPP TS 23.234 enhanced with a location service (3GPP TS 23.228). 

The following services are inherited from the Wx reference point:

· Retrieval of E-GAN subscriber information from AAA server:

-
Registration of the serving E-GANC of an authorised (for E-GAN Access) E-GAN user in the AAA server.
· Indication of change of subscriber profile within HSS.

· Purge procedure between the AAA server and the E-GANC
The Wx’ reference point (which is derived from the Cx reference point 3GPP TS 23.228 ) is enhanced with the user location query procedure of Cx  to make the Wx’ reference point. Adding the user location query service enables to implement the network requested PDP context activation feature.

3 Proposal

It is proposed to include the text of section 2 in the Technical Report for Enhanced GAN. 
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