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Impacts of Ciphering on eGb

1. Introduction

In the GERAN community there has been an extensive discussion regarding the enhancement of the A/Gb mode to support conversational services. While several contributions have been presented it is still not clear what, in the end, are the implications of the required enhancements. There have been discussions that the ciphering could remain in LLC, but in this case it is not assured that the overall performance requirements for conversational QoS, which have not yet been agreed, can be met. This document serves as a preliminary assessment of the impacts of moving ciphering from the LLC layer and reducing the number of bits used for the LFN, and provides information relevant to Open issues 24, 50, 51, 52 and 62 as described in [ 2 ].

2. Moving ciphering from llc layer to lower layers

Data confidentiality for all GPRS services in A/Gb mode is provided by the LLC layer [ 1 ]. LLC is considered to be a sublayer of layer 2 in the ISO 7-layer model, and thus provides services to the layer 3 protocols.



Figure 1
Protocol Layer in GPRS, A/Gb mode

The current protocol layering of GPRS in A/Gb mode operation is shown in Figure 1. If the ciphering function is moved from the LLC layer it must be applied either in layer 3 (or above) or in lower layers. Moving ciphering to upper layers would effectively require a conversational class service to cipher its’ own data. Additionally, the inputs to the ciphering algorithm currently are provided by GMM (Kc) and LLC (IOV, LFC, SAPI, PDU Direction) and these input parameters would need to be delivered to (or replaced by) the upper layer implementation of the ciphering function. Moving ciphering up the protocol stack is not seen to be desirable or practical. Moving ciphering to lower layers would require moving the ciphering function to RLC/MAC protocol or lower.

2.1 Parameter negotiation

The input parameters to the ciphering algorithm (see Figure 2 below) include Kc, which is provided by GMM, Input Offset Value (IOV), which is negotiated with the exchange of XID frames, SAPI, which comes fromLLC, LFN, which comes from LLC and OC, which comes indirectly from LLC. It has been proposed to replace the LFN with the TDMA frame number when moving ciphering to lower layers [ 4 ]. The ciphering key, Kc, IOV, and SAPI also would need to be provided to the lower layers. How these parameters would be made available to some protocol lower in the stack would need to be determined.

2.2 PS Handover impacts to ciphering

It is recognized that conversational class service will require a handover capability to meet the desired QoS attributes. Due to delays associated with allocating new parameters for a new context, transfer of the ciphering context at handover is preferred to re-initializing the context after the handover. The impacts to ciphering from PS Handover include extra context information to be passed at handover and synchronization issues between source and target ciphering function.

3. Reducing number of bits used for LFN

The LLC interface with the GPRS ciphering algorithm is specified in Annex A of 44.064 [ 1 ]. In Figure 2 is shown the ciphering environment.




Figure 2 GPRS ciphering environment
The inputs to the ciphering algorithm include Kc (64 bits), Direction (0 for uplink transmission, 1 for downlink transmission) and Input defined as follows:

The Input parameter shall be generated according to the following algorithm if the frame is a UI frame:

Input = ( ( IOV‑UI ( SX ) + LFN + OC ) modulo 232
The Input parameter shall be generated according to the following algorithm if the frame is an I frame:

Input = ( IOV‑I + LFN + OC ) modulo 232
where:

-
IOV‑UI is a 32 bit random value generated by the SGSN.

-
IOV‑I is a 32 bit random value generated by the SGSN.

-
LFN is the LLC frame number in the LLC frame header. LFN is a binary value with a length of nine bits. For I frames, N(S) shall be used as the LFN. For UI frames, N(U) shall be used as the LFN.

-
OC is a binary overflow counter that is calculated and maintained independently at the sending and receiving sides. The length of OC is 32 bits. There are four OC counters associated with each DLCI; two for unacknowledged information transfer (one for each direction of transmission), and two for acknowledged information transfer (one for each direction of transmission). An OC for acknowledged operation shall be set to 0 whenever ABM operation is (re‑)established for the corresponding DLCI. OC shall be incremented by 512 every time when the corresponding LFN rolls over, i.e., when LFN exhausts its modulo and restarts counting from 0, so that OC and LFN when added together in effect is a 32 bit modulo 232 counter.

-
SX is a 32 bit SAPI XOR mask calculated as follows: SX = 227 • SAPI + 231.

-
+ is the binary addition operation.

-
( is the bitwise XOR operation.

3.1 Transmitter Unconfirmed Sequence Number N(U)

As shown above, the LFN is used to generate the Input parameter to the ciphering algorithm. An ongoing discussion is whether to reduce the size of the LLC header in order to approach the necessary QoS profile needed for conversational class services. Two methods to reduce the LLC header are to cipher all UI frames (removes 1 bit used to indicate cipher/no-cipher) and shorten the number of bits used to identify the sequence number, from 9 bits to 8 or fewer.  The increment value to the OC counter must be adjusted according to any reduction in the LFN, so that OC and LFN when added together remain in effect a 32 bit modulo 232 counter. However, if OC's increment value is kept unchanged, reducing the LFN by 1 bit would make the Input “cycle”, which would in turn lead to more signalling for Kc negotiation (for a given Kc, there must not be two same Inputs in the same direction).

3.2 Effect of shorter sequence number

If the OC counter is adjusted according to any reduction in LFN, the resulting effect of a shorter LFN to the strength of the ciphering algorithm is null. However, shortening the LFN would increase the probability of desynchronization between transmitter and receiver. E.g. a LFN of 8 bits would mean that the loss of 256 LLC frames (i.e. about 5 sec of speech, 20 ms per speech frame) would lead to a desynchronization. With a 7 bits LFN, losing 2.5 seconds of speech would cause desynchronization, and so forth. How to tackle a potential desynchronization is unclear. 

4. Conclusions

Leaving ciphering at LLC maintains functional split, but also maintains current LLC header size. It is unknown if the attributes of the conversational QoS can be achieved if the ciphering remains in LLC. Moving ciphering to upper layers would force upper layers to counter the insecurity of the Um interface. Moving the ciphering to lower layers reduces size of LLC header, requires new methods to allocate parameters, requires additional context transfer for proposed PS handover, and increases the probability of desynchronization of the transmitter and receiver Input values.
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