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1 Introduction

Integrity Protection is an essential security feature in UTRAN and GERAN Iu mode. It can be assumed that it would be considered beneficial for an enhanced A/Gb mode to provide a similar level of security as in UTRAN and GERAN Iu mode by employing integrity protection.

Therefore, this document intends to provide some initial considerations on the usage of integrity protection in an enhanced A/Gb mode.

Some possible alternatives how to introduce integrity protection in A/Gb mode are outlined. It is shown that integrity protection would only provide limited value in an enhanced A/Gb mode unless significant changes to the existing functional split between core and radio access network are made. Even with a solution based on the existing functional split, there will be a significant impact to SGSN and terminals.

2 Justification

Integrity protection provides the possibility to verify in the receiving entity that signalling data has not been modified in an unauthorised way since it was sent and that the data origin of the signalling data received is indeed the one claimed.

This is for example extremely crucial for control messages dealing with resource allocation. They should be integrity protected to prevent any possibilities to steal bandwidth. 

Integrity protection is as much needed for uplink control messages as for downlink control messages. It should protect against both "false network" and "false MS" cases.

For UTRAN, integrity protection is used on almost all dedicated MS <-> network signalling messages (RRC, MM, CC, GMM, SM), and it was decided to adopt this principle also for GERAN Iu mode.

In order to integrity protect a message, a Message Authentication Code (MAC-I) needs to be included in the message so that the receiving end can confirm its origin. This might, depending on the protocol and the message, lead to additional message segmentation and result in delayed resource allocation. 

During the GERAN Iu mode discussions, it was however thought that the benefits of introducing integrity protection outweigh these side effects. 

It is therefore assumed that it would also be attractive for an enhanced A/Gb mode to support integrity protection in order to enable future proof security mechanisms.

3 Aspects of Introducing Integrity Protection in A/Gb Mode

3.1 Protocol Entity
In UTRAN and GERAN Iu mode, RRC protocol in RNC/BSC is performing integrity protection (as well as ciphering) for signalling messages independent from the domain (PS/CS).

Obviously, such a protocol entity is not available at this point in time for A/Gb mode. It has also to be noted that ciphering/deciphering for CS connections on the network side is done in L1/BTS whereas it is done in LLC/SGSN for PS connections.

Therefore, in case an RRC like protocol entity is to be introduced in an enhanced A/Gb mode, also the ciphering functionality should probably be moved to this entity.

Introducing an RRC like protocol in A/Gb mode is not recommended, since GERAN Iu mode is already optimized for this kind of functionality. Furthermore, it is assumed that this kind of significant changes to the functional split between core network and radio access network for an enhanced A/Gb mode should be avoided.

From architectural point of view it would be beneficial to co-locate ciphering and integrity protection functionality. Consequently, integrity protection would need to be introduced in LLC protocol for the PS domain. This would only provide integrity protection for NAS messages originating from the PS domain. It is doubtful that this is deemed sufficient.

For CS domain, co-locating ciphering and integrity protection functionality would mean introduction of integrity protection in the L1. This is not really a realistic approach. Introducing integrity protection in the BSC results in a completely new BSC internal functionality which is likely to end up in an RRC like approach already discussed.

Therefore, there does not seem to be a satisfying solution enabling integrity protection for both CS and PS domain. Introducing integrity protection in the PS domain only is a questionable approach, since there should be the same requirements valid for both domains. 

3.2 Messages to Integrity Protect

Integrity protection of RLC/MAC control messages was discussed during GERAN Iu mode discussions and was not chosen.

In A/Gb mode, there are no signalling radio bearers common for PS and CS domain, this would again require a common RRC entity responsible for this.

PS domain originating NAS messages could be integrity protected in case the LLC protocol is enhanced with this functionality.

No convincing solution for integrity protection for CS domain originating NAS signalling or any RR originating signalling messages is available.

3.3 Aspects of LLC Protocol

Input parameters in UTRAN and GERAN Iu mode for Integrity Protection are the Integrity Key IK, COUNT-I, DIRECTION and FRESH (a random value generated at NW side), besides the message itself.

COUNT-I consists of the RRC HFN (incremented at each SN cycle and initialised by START), and RRC SN (available in each RRC PDU).

UIA1, Kasumi, is specified as Integrity Protection algorithm supported for 3G networks.

Introducing IP in a 2G SGSN therefore means to support Integrity Key and algorithm handling in the SGSN. For establishing the security context in both network and MS side, the UMTS authentication procedure could be re-used.

The negotiated integrity key and algorithm would be passed by GMM to LLC layer by the already existing primitives used for conveying the ciphering parameters.

An input parameter similar to COUNT-I (or similar to INPUT used for ciphering in LLC?)would need to be generated.

In order to avoid that a user is replaying any old message authentication codes, a value FRESH would need to be generated by the network within the 2G SGSN and made available to the MS. This would result in a new message or message part within LLC protocol. 

For a defined start of integrity protection in both network and MS, a synchronisation (reset?) procedure would need to be defined which needs to take place before the first NAS signalling message is sent (compare to RRC Connection Setup and Security Mode Command Procedures). Also at inter-SGSN change (in-between eGb capable SGSNs), it must be ensured that the integrity protection context is transferred in order to avoid re-use of the same input parameters. Interactions with routeing area update and integrity protection of the related messages is unclear.

Furthermore, in case the source SGSN supports the enhanced A/Gb mode and the target SGSN does not, it is not clear how the integrity protection should be handled, in order for the mobile to know that integrity protection is not applied any more.

3.4 Terminal Aspects
According to 3GPP TS 33.102, a ME supporting only A/Gb mode needs not support the USIM interface.
An issue of importance is the question whether 64 or 128 bit keys need to be supported (for ciphering and integrity protection). SIM cards generate one 64 bit Kc key, whereas USIM generates a 128 bit integrity key IK and and a 128 bit ciphering key CK. 128 bit keys are obviously providing considerably superior protection compared to the 64 bit keys.

From a security point of view, 128-bit keys derived by a conversion function from a 64-bit key, only do provide the strength of the 64-bit key.

Deriving 2 keys (CK’ and IK’) from 64-bit information and using it will provide integrity protection to the message but at the same time give an attacker more information on the plaintext and hence his possibility to retrieve the keys and the plaintext. A direct consequence  is that such derived keys shall be replaced more frequently (a higher frequence of authentication will be needed in eGb than Gb for a GSM subscriber). 

If an ME is supporting integrity protection, it must be ensured that an ME can distinguish between SGSN-LLC entities supporting integrity protection or not supporting integrity protection in order to provide the appropriate functionality. It is currently not clear how this information is made available to the ME.

In order to achieve the same level of security as in GERAN Iu mode, it is required to fully support 3G security. USIM support in the mobile is needed in order to provide true 128 bit keys. It is questionable whether this effort should be spent for enhanced A/Gb mode since GERAN Iu mode already provides full 3G security support.
4 Conclusion
Due to the high effort and the impact on the functional split between core network and radio access network it is not recommended to employ integrity protection in an RRC like protocol in the BSC of an enhanced A/Gb mode. This holds also true for ciphering.

Introducing integrity protection for the PS domain in LLC protocol is only providing extremely limited value for the PS domain originating NAS messages. This raises the question whether the benefits of introducing integrity protection in enhanced A/Gb mode outweigh the effort for specification and implementation.

Several changes to LLC protocol would be required in addition and a number of open issues related to the synchronisation of integrity protection between the entities and the interaction with inter-SGSN changes remain.

No convincing solution for the CS domain could be found. It is questionable that a solution covering only one domain is really a way forward.

Furthermore, a considerable terminal impact was found.

Therefore, due to the differences in the functional split between core network and radio access network and due to terminal reasons, an enhanced A/Gb mode will not achieve a comparable level of security as available in GERAN Iu mode / UTRAN unless the same changes as for GERAN Iu mode are introduced.

S3 should be consulted in case any further work on this issue is to be conducted.

