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	MTC device triggereing using SMS
According to TS 22.368 sec 7.1.2,

-    The network shall be able to trigger MTC Devices to initiate communication with the MTC Server based on a trigger indication from the MTC Server.

-
The system shall provide a mechanism such that only trigger indications received from authorized MTC Servers will lead to triggering of MTC Devices.

-
Upon receiving a trigger indication from a source that is not an authorised MTC Server, the network shall be able to provide the details of the source (e.g. address) to the MTC User. 
-
A MTC Device shall be able to receive trigger indications from the network and shall establish communication with the MTC Server when receiving the trigger indication 
Usage of SMS is relevant only if the MTC device is online, CS attached, and when the USIM is provisioned with an MSISDN.
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Annex X: MTC device triggering (normative)

For many M2M applications there is an interest to have a push model for communication between MTC device and MTC server. The MTC device trigger can be used to wake up a Device in dormant mode. The MTC user may want to control communication from MTC devices, and does not allow MTC devices to randomly access the MTC server. The USIM, as part of the MTC device, may also need to be specifically triggered. 
In current 3G network, the SMS is commonly used to trigger the USIM, and can be used as well for Machine Type Communication if supported. However, device triggering using SMS is not always possible, in  particular :

· requires CS or IMS subscription over E-UTRAN

· not possible for MTC devices configured with MTC featuure "PS only"

· the USIM need to be provisioned with an individual MSISDN, which is not always the case in M2M applications,
· the MTC device need to be reachable, i.e. attached to CS domain. In order to reduce signaling, the MTC device may stay in a non attached state until a communicaiton is needed. 
X.1 
MTC device triggering using SMS

MTC device is triggered using SMS. An envelope-SMS-PP-DD command as described in TS 31.111 [yy] is sent to the USIM, containing the sending MTC server address.
X.1.1
 triggering SMS format

The SMS shall contain APDU script as follows

SELECT EF with FID=6Fxx (incoming MTC server address)
UPDATE BINARY with MTC server address
X.1.2
 EFIMTCS (Incoming MTC server address)

This file is located under ADF USIM. An USIM configured for Machine Type Communcation contain this file. The content of this file is not intended to be read on UICC-terminal interface. It serves as a storage location for MTC server address that is contained in the triggering SMS. The file is used as temporary internal buffer for card application.
Structure of EFIMTCS
	Identifier: '6Fxx'
	Structure: transparent
	Optional

	Record length: Z bytes
	Update activity: low

	Access Conditions:


READ
ADM

UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to M
	MTC server address
	M
	M bytes


X.1.3
 EFAMTCS (Allowed MTC server)

This file is located under ADF USIM. An USIM configured for Machine Type Communcation contain this file. It serves as a storage location for MTC servers address that are allowed to trigger the USIM. The file content is described for the purpose of Over-The-Air update.

The file access condition is set to PIN, in order to allow MTC user to populate necessary information. SCWS can be used as local man machine interface, if supported. 
Since the file EF_IMTCS can be updated only by OTA, a MTC device can not be triggered if not authorized by the MNO.
Structure of EFAMTCS
	Identifier: '6Fyy
	Structure: transparent
	Optional

	Record length: Z bytes
	Update activity: low

	Access Conditions:


READ
PIN/ADM

UPDATE
PIN/ADM

DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to M
	MTC server address
	M
	M bytes


X.1.4
 USIM process

Upon reception of an Envelope-SMS-PP-DD, the USIM application will check MTC server address contained in SMS-TP-UD, and proceed as follows.
If EF_AMTC does not exist, no check is performed and all tringgering messages are allowed.

If EF_AMTC is present,

1. If the triggering SMS is not correctly formatted, the SMS is considede as having a wrong 23.040 headers. The UICC responds with an error SW as described in TS 31.111 sec 7.1.1, and the ME will send back an RP-ERROR message to the network. No Proof of Receipt, no SMS-SUMBIT is sent. This is to avoid DoS attack by malicious user, that will create unnecessary network traffic.

2. If the SMS is correctly formatted, but the APDU script inside is not correctly formatted, same as 1.
3. If the APDU script is correctly formatted, and the EF_IMTCS is updated with a value that is not corresponding to a  MTC server address, same as 1

4.  If the EF_IMTC is updated with a correctly formatted value but that is not contained in EF_AMTC, same as 1. The USIM may send a message to MTC user containing the non authorized address.
5. If the EF_IMTC is updated with a value contained in EF_AMTC, the trigger SMS is accepted
When the trigger SMS is accepted, 

- the USIM application shall send back a PoR to the OTA server if indicated as required in SPI.

- the USIM application shall open a communcation with MTC server using BIP in UICC client mode, and use the APN corresponding to MTC server.
X.2 
MTC device triggering using SMS, when no MSISDN allocated

This section is FFS.
X.3
MTC device triggering using SIP

This section is FFS.

X.4
MTC device triggering using broadcast message

This section is FFS.
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