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6
Security features

The security aspects of 3G are specified in TS 33.102 [13] and TS 33.103 [14].  The security aspects of H(e)NB are specified in TS 33.320 [XX]. This clause gives information related to security features supported by the USIM to enable the following:

-
authentication of the USIM to the network;

-
authentication of the network to the USIM;

-
authentication of the user to the USIM;

-
data confidentiality over the radio interface;

-
file access conditions;

-
conversion functions to derive GSM parameters.
- authentication procedure for the Hostin Party USIM

6.1
Authentication and key agreement procedure

This clause gives an overview of the authentication mechanism and cipher and integrity key generation which are invoked by the network. For the specification of the corresponding procedures across the USIM/terminal interface see clause 5.

The mechanism achieves mutual authentication by the user and the network showing knowledge of a secret key K which is shared between and available only to the USIM and the AuC in the user's HE. In addition, the USIM and the HE keep track of counters SQNMS and SQNHE respectively to support network authentication. SQNHE is a counter in the HLR/AuC, individual for each user and SQNMS denotes the highest sequence number the USIM has ever accepted.

When the SN/VLR initiates an authentication and key agreement, it selects the next authentication vector and sends the parameters RAND and AUTN (authentication token) to the user. Each authentication token consists of the following components: a sequence number SQN, an Authentication Management Field (AMF) and a message authentication code MAC over the RAND, SQN and AMF.

The USIM checks whether AUTN can be accepted and, if so, produces a response RES which is sent back to the SN/VLR. The SN/VLR compares the received RES with XRES. If they match the SN/VLR considers the authentication and key agreement exchange to be successfully completed. The USIM also computes CK and IK. The established keys CK and IK will be used by the terminal to perform ciphering and integrity functions.

A permanent secret key K is used in this procedure. This key K has a length of 128 bits and is stored within the USIM for use in the algorithms described below. Also more than one secret key K can be stored in the USIM. The active key to be used by the algorithms is signalled within the AMF field in the AUTN.

6.1.1 Authentication and key agreemenet procedure for HPUSIM
EAP-AKA method, as defined in IETF RFC 4187 [YY], shall be used for Hosting Party Authentication. Usage of EAP-SIM method is not allowed.
Optionally, the termination of EAP may be implemented in the UICC, as defined in ETSI TS 102.310 [ZZ]. If this is the case, in addition to the procedure described in sec 6.1, the UICC computes the Master Session Key and Extended Master Session Key and checks the received MAC with the new derived keying material.
[…]
7.1
AUTHENTICATE

7.1.1
Command description

The function can be used in several different contexts:

-
a 3G security context, when 3G authentication vectors (RAND, XRES, CK, IK, AUTN) are available (i.e. the UE is located in the UTRAN, or in a GSM radio access network which is connected to a 3G or 3G capable VLR/SGSN), or

-
a GSM security context, when GSM authentication data are available only (i.e. the UE is located in the GSM radio access network which is connected to a non-3G capable VLR/SGSN)

-
a VGCS/VBS security context, when VGCS/VBS authentication data is available

-
a GBA_U security context, when a GBA bootstrapping procedure is requested

-
a MBMS security context, when a MBMS security procedure is requested

-
a Local Key Establishment security context, when a Local Key Establishment procedure is requested.
- EAP-AKA security context, when EAP-AKA method is used and EAP method terminates in UICC.
The function is used in GSM or 3G security context during the procedure for authenticating the USIM to its HE and vice versa. In addition, a cipher key and an integrity key are calculated. For the execution of the command the USIM uses the subscriber authentication key K, which is stored in the USIM.
The function is used in 3G security context also, when the USIM is a Hosting Party USIM inserted in H(e)NB, and that EAP method terminates in H(e)NB. 
The function is used in VGCS/VBS security context during the procedure for retrieving the VGCS/VBS Short Term Key (VSTK) used by the terminal in establishing VGCS/VBS calls. 
The function is used in GBA security context in two different modes:

a)
Bootstrapping Mode: during the procedure for mutual authenticating of the USIM and the Bootstrapping Server Function (BSF) and for deriving bootstrapped key material from the AKA run. 

b)
NAF Derivation Mode: during the procedure for deriving Network Application Function (NAF) specific keys from previous bootstrapped key material.

The function is used in MBMS security context in two different modes:

a)
MSK Update Mode: during the procedure for updating an MBMS Service Key (MSK).

b)
MTK Generation Mode: during the procedure for retrieving the MBMS Traffic Key (MTK) used by the terminal to decrypt MBMS data. 

The function is related to a particular USIM and shall not be executable unless the USIM application has been selected and activated, and the current directory is the USIM ADF or any subdirectory under this ADF and a successful PIN verification procedure has been performed (see clause 5).

The function is used in EAP-AKA security context, when the USIM is a Hosting Party USIM inserted in H(e)NB, and that EAP method terminates in UICC. 

[…]

7.1.1.13 
EAP-AKA security context
USIM operation in EAP-AKA security context is supported if EAP-AKA Data Object is present in EFDIR, see ETSI TS 102.310 [ZZ]. 
This function is related to the HPUSIM and shall not be performed unless the current directory is ADF/DFEAP-AKA
, or any subdirectory under this DF. The EAP-AKA client requires the same security condition as the HPUSIM (i.e. user PIN verification).
The USIM receives the EAP packet containing EAP Request/AKA-Challenge (AUTN, RAND, MAC_network), with optionally protected {Pseudonym, Next Re-authenticaiton Id}.
The USIM first computes the anonymity key AK = f5K (RAND) and retrieves the sequence number SQN = (SQN  AK)  AK.

Then the USIM computes XMAC = f1K (SQN || RAND || AMF) and compares this with the MAC which is included in AUTN. If they are different, the USIM abandons the function.
If the sequence number is out of synch, the USIM initiates a synchronization procedure. 
If AUTN is correct, the USIM computes RES, IK and CK.

The USIM derives required additional new keying material (MK, MSK, EMSK) from the new computed IK and CK as follows.

· Master Key (MK)=SHA1 (Identity || IK || CK)
· Master Session Key (MSK) and Enhanced Master Session Key (EMSK) are computed from MK using Pseudo Random Function (PRF) specified in FIPS 186-2. see RFC 4187 [YY] sec 7.
The USIM checks the received MAC_network with the new derived keying material. 

If MAC_network is correct, the USIM calculates a new MAC_client value covering the EAP message with the new keying material. The USIM sends EAP Response/AKA-Challenge containing calculated RES and the new calculated MAC_client value to the network. If MAC_network is incorrect, the USIM abandons the function.
If a protected pseudonym and/or re-authentication identity were received, then the USIM stores the temporary identity(s) for future authentications.

After a successful authentication, the terminal retrieves key materials (MSK, EMSK) from DFEAP-AKA /EFEAPKEYS, see ETSI 102.310 [ZZ] and RFC 4187 [YY].
Input:

· EAP Packet
· EAP method related data: RAND, AUTN (AUTN:= SQN  AK || AMF || MAC), MAC_network
Output:

· EAP Response Packet

· EAP method related data: RES, MAC_client
or

· EAP Response Packet

· EAP method related data: AUTS, MAC_client
or

-
none
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