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	Reason for change:
	As specified by TS 33.501, the UE receives a SOR counter and a UE parameter update counter with the key KAUSF. Those counters are received in the SOR transparent container and in the UE parameters update transparent container (see sub-clauses 9.11.3.51 and 9.11.3.53A in TS 24.501).

[bookmark: _GoBack]However, TS 31.102 fails to provide storage of the above mentioned counters when received. Note that TS 33.501 mandates that the UE maintains the counters, if received, for lifetime of the key KAUSF (see sub-clauses 6.14.2.3 and 6.5.15.2.2 of TS 33.501). That means in our understanding that the counters have to be stored in the USIM, if possible (e.g., if EF5GAUTHKEYS is present in the USIM).

Hence, the SOR counter and the UE parameter update counter, if received, has to be stored in the USIM, if possible, so the counters survive power off. If not, a SOR or UE parameter update request would fail as the MAC verification fails and the received SOR or UE parameter update information is not accepted by the UE.

	
	

	Summary of change:
	The SOR counter and a UE parameter update counter are added as sinformation to be stored together with the key KAUSF (EF5GAUTHKEYS).

	
	

	Consequences if not approved:
	The specification fails to describe the storage of the SOR counter and the UE parameters update counter. If the counters do not survive power off, the system fails as the UE uses the counters as freshness input into MAC-IAUSF and MAC-IUE derivations as described in TS 33.501. The UE shall only accept a counter value that is greater than stored  counter value as the UE would not have any value, the MAC verification fails and the received SOR our UE parameter update information would be not accepted by the UE.
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***** Next change *****

[bookmark: _Toc11052991][bookmark: _Toc20391831]4.4.11.6	EF5GAUTHKEYS (5G authentication keys)
If Service n°123 is "available" in EFUST, this file shall be present.
This EF contains KAUSF and KSEAF that are generated on the ME using CK and IK as part of AKA procedures as described in TS 33.501 [105].
	Identifier: '4F05'
	Structure: transparent
	Optional

	SFI: '05'
	

	File size: >= 68 bytes
	Update activity: high

	Access Conditions:
	READ	PIN
	UPDATE	PIN
	DEACTIVATE	ADM
	ACTIVATE	ADM


	Description
	Value
	M/O
	Length

	KAUSF Tag
	'80'
	M
	1

	Length
	K (Note2)
	M
	Note1

	KAUSF
	--
	M
	K (Note2)

	KSEAF Tag
	'81'
	M
	1

	Length
	L (Note2)
	M
	Note1

	KSEAF
	--
	M
	L (Note2)

	SOR counter Tag
	'82'
	M
	1

	Length
	M
	M
	Note 1

	SOR counter
	--
	M
	M

	UE parameter update counter Tag
	'83'
	M
	1

	Length
	N
	M
	Note 1

	UE parameter update counter
	--
	M
	N

	Note 1:	The length is coded according to ISO/IEC 8825-1 [35]

	Note 2:     As per TS 33.501 [105], the length of keys KAUSF and KSEAF is 32 bytes each



‑	KAUSF Tag '80'.

Contents: 
-	KAUSF as described in TS 33.501[105]).

Coding: 
-	The most significant bit of KAUSF is the most significant bit of the 1st byte of this TLV value field. The least significant bit of KAUSF is the least significant bit of the last byte of this TLV value field.

‑	KSEAF Tag '81'.

Contents: 
-	KSEAF as described in TS 33.501[105]).

Coding: 
-	The most significant bit of KSEAF is the most significant bit of the 1st byte of this TLV value field. The least significant bit of KSEAF is the least significant bit of the last byte of this TLV value field.

-	SOR counter Tag '82'
Contents:
The SOR counter as defined in TS 33.501 [105]. In this release the SOR coutner is coded on 4 bytes.
Coding:
The most significant bit of the SOR counter is the most significant bit of the 1st byte of this TLV value field. The least significant bit of the SOR counter is the least significant bit of the last byte of this TLV value field.
-	UE parameter update counter Tag '83'
Contents:
The UE parameter update counter as defined in TS 33.501 [105]. In this release the UE parameter update counter is coded on 4 bytes.
Coding:
The most significant bit of the UE parameter update counter is the most significant bit of the 1st byte of this TLV value field. The least significant bit of the UE parameter update counter is the least significant bit of the last byte of this TLV value field.


