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1. Introduction

Definition of the considerations of the TR for the UICC power optimization
2. Reason for Change

The consideration section of the TR is not defined

3. Proposal

It is proposed to agree the following changes to 3GPP TR ab.cde
7
Considerations on proposed solutions
7.1
UICC suspension
7.1.1
Introduction

The following clauses describe the considerations related to the UICC suspension proposal.

7.1.2
Security

The main security objective of the feature is to prevent that a UICC can be suspended, removed from the ME and then resumed in a separate ME, where it can be used bypassing the initialization and, potentially, the PIN verification. The "Resume key" described in the sections above solves the problem, allowing only the ME that has the "Resume key" to be able to issue the RESUME UICC command successfully.

The alternative where the UICC is powered down and re-initialized when needed by the terminal should be considered less secure, because it is applicable only to the case where PIN is disabled. For this reason, that creates an incentive to keep the PIN disabled in the USIM.

7.1.3
Toolkit

7.1.3.1
Proactive UICC session

The proactive UICC session is defined in ETSI TS 102 223 [7] clause 3.1:

proactive UICC session: sequence of related CAT commands and responses which starts with the status response

'91XX' (proactive command pending) and ends with a status response of '90 00' (normal ending of command) after

Terminal Response
The suspension of the UICC during a proactive UICC session might potentially lead to problems to the application, especially if there are time-sensitive operations. Moreover, even if the interface between ME and UICC might be idle during a proactive UICC session, it is logically incorrect to assume that entire UICC is idle.

For this reason, the solution should prevent the suspension of the UICC during a proactive UICC session.

7.1.3.2
BIP session

BIP is used to establish a data connection between the UICC and a server on the network, using the connectivity provided by the ME. It is possible that the proactive UICC session is ended during an active BIP session (i.e., while waiting a response from the network).

In order to avoid any impact on network elements, the SUSPEND mechanism shall not be used if any BIP channel is opened. In practical cases, the usage of BIP is limited in time and anyway would prevent PSM.

NOTE:
these considerations do not apply for the OPEN CHANNEL related to UICC Server Mode.

7.1.3.3
Timers

The UICC is able to manage timers running physically in the terminal with the proactive command TIMER MANAGEMENT and be informed when the timer expires. Timers are normally used for time-sensitive operations.

The solution should not have impact on the handling of timers, either preventing the UICC suspension when one or more timers are running or guaranteeing that UICC is resumed before any timer expires.
7.1.3.4
Other events

In the case where the ME needs to send an ENVELOPE command to the UICC when it is suspended, the ME immediately shall resume the UICC and then send the ENVELOPE.
7.1.4
Internal events

It is possible that specific applications inside the UICC can not tolerate the suspension of the UICC in a specific state or might need to perform specific operations before the UICC is suspended. For this reason, the solution shall have a mechanism to inform the applications in the UICC about the SUSPEND command and allow each interested application to return a temporary error or reject it. A temporary error gives to the ME the indication that SUSPEND can be retried later.
7.1.5
eUICC considerations

The concept of eUICC is not covered by 3GPP specifications, even if largely discussed in other organizations. This document does not intend to consider the specific solutions that might be adopted for eUICC, but covers only the overall principles.

When a eUICC is present on the device, there are effectively two separate entities, with possibly conflicting requirements and interests in allowing the suspension of the UICC: the eUICC platform and the active Profile in the eUICC.

First of all, the eUICC platform needs to support the functionality. This is a feature implemented by the eUICC manufacturer in the platform.

Additionally, the active Profile of the eUICC needs to be aware of the mechanism and possibly have the required support.

It is concluded that support for the UICC suspension needs to be a combinations of support at the eUICC level and support at the Profile level. More specifically, the eUICC shall indicate support for the suspend mechanism only when both of them have support, or alternatively two separate indications need to be provided to the ME.
7.1.6
Duration

It is considered  useful for the UICC to know the estimate of the duration of the suspension. The ME might not be in a position to know it exactly, as this might vary based on external inputs (for example, the UE might leave the Power Saving Mode before the agreed time), but the ME is able to provide the maximum duration.
The UICC shall be able to negotiate such duration, proposing a smaller value, if it has the need to be resumed at a specific time to perform time-critical activities (for example, report to a server at a certain time).

