Page 1



3GPP TSG-CT WG6 Meeting #78 
C6-150574
Anaheim, CA, United States, 16 - 19 November 2015
	CR-Form-v11.1

	CHANGE REQUEST

	

	
	31.103
	CR
	0096
	rev
	1
	Current version:
	13.0.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	X
	ME
	
	Radio Access Network
	
	Core Network
	


	

	Title:

	Update of EF-GBABP when key material is discarded

	
	

	Source to WG:
	Qualcomm Incorporated

	Source to TSG:
	C6

	
	

	Work item code:
	TEI13
	
	Date:
	2015-08-03

	
	
	
	
	

	Category:
	C
	
	Release:
	Rel-13

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)

	
	

	Reason for change:
	According to TS 33.220 clasue 5.3.3: "GBA keys in UICC do not need to be deleted when the ME is powered down". This indicates that UICC might retain the key material or discard it.
Anyway, if the key material is discarded and EF-GBABP is not updated, the ME is not aware of it and would unnecessarily attempt to perform an AUTHENTICATE command with GBA security context (NAF Derivation Mode).

This could be avoided if the UICC had deleted the content of EF-GBABP when key material was deleted.

	
	

	Summary of change:
	Added text to indicate that ISIM should update the EF-GBABP when it deletes the key material for GBA.

	
	

	Consequences if not approved:
	Unnecessary command between ME and ISIM.

	
	

	Clauses affected:
	7.1.1.3

	
	

	
	Y
	N
	
	

	Other specs
	
	x
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	x
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	x
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	Mirror change in TS 31.103 is tracked by CR#0640


7.1.1.3
GBA security context (NAF Derivation Mode)

ISIM operations in GBA security context are supported if service n°2 is "available".

The ISIM receives the NAF_ID. 

The ISIM performs Ks_ext_NAF and Ks_int_NAF derivation as defined in TS 33.220 [25] using the key material from the previous GBA_U bootstrapping procedure and the IMPI value from EFIMPI
If no key material is available this is considered as a GBA Bootstrapping failure and the ISIM abandons the function. The status word '6985' (Conditions of use not satisfied) is returned. The ISIM should erase the content of EFGBABP when the key material is deleted.
Otherwise, the ISIM stores Ks_int_NAF and associated B-TID together with NAF_ID in its memory. The Ks_int_NAF keys related to other NAF_IDs, which are already stored in the ISIM, shall not be affected. The ISIM updates EFGBANL as follows:
-
If a record with the given NAF_ID already exists, the ISIM updates the B-TID field of this record with the B-TID value associated to the GBA_U bootstrapped key involved in this GBA_U NAF derivation procedure. 

-
If a record with the given NAF_ID does not exist, the ISIM uses an empty record to store the NAF_ID and the B-TID value associated to the GBA_U bootstrapped key involved in this GBA_U NAF Derivation procedure.
NOTE:
According to TS 33.220 [25], the ISIM can contain several Ks_int_NAF together with the associated B-TID and NAF_ID, but there is at most one pair of Ks_int_NAF and associated B-TID stored per NAF_ID.
-
In case no empty record is available the ISIM shall overwrite an existing record to store the NAF_ID and the B-TID value associated to the GBA_U bootstrapped key involved in this GBA_U NAF Derivation procedure. To determine the record to overwrite, the ISIM shall construct a list of record numbers by storing in the list first position the record number of the last used (i.e. involved in an Authentication command) or derived Ks_int_NAF and by shifting down the remaining list elements. The last record number in this list corresponds to the record to overwrite when the ISIM runs out of free records. If an existing record corresponding to a Ks_int_NAF key in use is overwritten, the application Ks_int_NAF shall not be affected.

Then, the ISIM returns Ks_ext_NAF.
Input:

‑
NAF_ID

Output:

-
Ks_ext_NAF

