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1. Overall Description:

CT6 would like to thank CT1 for their liaison regarding CSG support for roaming subscribers and manual CSG selection. 

CT6 understands, that CT1 has defined a mechanism to handle CSG selection for Release 8 based on one common list managed by the UE. As a result of the action appointed to CT6, CT6 has created a CR to TS 31.102 for Release 8 which changes the access conditions of the CSG list, CSG indication and Home (e)NodeB Name stored in the USIM to allow updates by the UE. (see attachment C6-090160). 
Nevertheless CT6 would like to raise some comments and severe concerns about the chosen mechanism and its security implications.
The requirements for Home NodeB and Home eNodeB in TS 22.220 differentiate between an operator controlled “Allowed CSG list” and a user controlled “User CSG list”. With the proposed mechanism for Release 8 and the requested changes to TS 31.102 the list in the USIM for Release 8 can only be defined as being the equivalent to the user controlled CSG list. To allow the ME to update the content of the CSG list the access condition for UPDATE needs to be defined to PIN. This also has the consequence that this file can also be updated directly by the user. Hence, this list does not provide any reliable access restriction or optimisation mechanism; any CSG identity could be stored by a user.
CT6 is of the opinion, that, as a result of the requested CR to change the access condition the whole mechanism of only allowing access to a CSG cell if the CSG identity is stored in the allowed CSG list can not be seen anymore as a secure and operator controlled mechanism. Even worse, with the additional requirement in TS 22.011, that the list of allowed CSGs in the USIM shall take precedence over the list stored in the ME, and any user has the possibility of modifying and storing any CSG identity he wishes in the USIM, tampering is fully enabled.
CT6 again would like to highlight their security concerns and ask to re-consider the chosen mechanism for Release 8.
2. Actions:

To CT1, SA1, CT, SA2 groups.

ACTION: 
CT6 kindly asks to take the above comments into account and re-consider the chosen mechanism
3. Date of Next TSG-CT WG6 Meetings:
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