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Discussion:
3GPP TR 33.812 is a SA3 feasibility study on remote management of USIMs for M2M applications in 3GPP systems. 
At CT6 #49 meeting, CT6 confirmed its interest in getting a secondary responsibility for TR 33.812. After that, China Mobile has reviewed and made some comments on TR 33.812. China Mobile would like to share the outputs of these comments with CT6.
Within this document quoted text from TR 33.812 will be within [] and will be in italics.
The comments so far are：
1. For the title, it should be more specific, because it reflects the fact that TR 33.812 is a feasibility study focused on security aspects of management for M2M equipment, "remote management of USIM" is not suitable, because it shall arise in some confusion as it is already defined with a different meaning in CT6.

2. For the scope of this TR, by replacing the "remote management of USIM", the meaning about security aspect needs to be accentuated. Furthermore, it is better to state clearly in the scope whether the security aspects of requirements in TR 22.868 are included in TR 33.812 or not, such as
- Tamper Save/Theft proof terminal including a UICC

- Possibility to change subscription out in the field 

- Possibility to allocate the terminals at initial power up to a network operator without human intervention

3. Section 4.2  Use case analysis
[Issue 1: How to prevent theft of and tampering with subscription credentials 

In Use Cases 1, 2, and 3 of TR 22.868 [2], the problem is identified of how to ensure that the M2M equipment is tamper resistant, and in particular to ensure that the M2M subscriber's credentials cannot be removed by simply removing a UICC. The discussion in clause 4.1 also highlights the importance of tamper resistance. To solve this problem it would be beneficial to study the following options:
Option 1: The UICC could be mechanically attached to the M2M equipment in such a way as to make it infeasible to remove the UICC, or where removing the UICC would render it permanently unusable. The USIM application would then still run and be managed in a secured, non-removable execution environment which is tamper resistant, namely the UICC.  

Option 2: The USIM application could be integrated within the M2M equipment in a protected module (i.e. without a physical UICC). That protected module would be required to provide for the USIM application a secured execution and storage environment which is tamper resistant in the M2M equipment. Such an environment requires counter-measures against logical and physical attacks on the MCIM application, similar to counter-measures that are currently provided by a physical UICC. 
Option 3: The USIM application is implemented on a removable UICC, but appropriate techniques could be applied to discourage or invalidate the UICC removal (i.e. making the UICC removal unproductive or even counterproductive for the attacker). These techniques may include physical countermeasures.
]
It should be deeply studied for security and business aspects for the Option 2. China Mobile believes that the solution in Option 2 for M2M could be dangerous for operators in term of security, business, etc... Regarding security aspects, the credentials of operators are stored in an unknown environment with unknown protocols to download the operators’ credentials on the M2M Equipment. Regarding business aspect, it is risk to build an operator trusted security architecture which is like the well-established and trusted SIM-based GSM/3G security architecture, it is undoubted that the cost would be quite high. Currently are there some definitive requirements implying that the USIM application should not be hosted on a UICC for M2M usage?

For Option 3, there is a demand by the M2M market for a new Form Factor, as currently discussed at ETSI SCP. Redefining new subscriber identity module and equipment as in Option 2 conflicts with ETSI SCP work which is defining a specific UICC M2M Form Factor that will address the specific needs of UICC for M2M environment.
The words in the study WID agreed in SA plenary (SP-070702) shall be paid attention: “The simplest way to introduce provisioning of a remote management of  USIM application to M2M-equipments would be to as much as possible make use of already existing infrastructure, as the mobile networks’ global and secure authorization infrastructure to enable provisioning of remote management of  USIM application.”  China Mobile believes if the solution impacts on either existing network infrastructure, or existing terminal architectures, or existing subscriber management business processes, then the benefits of the solution should compensate for any additional cost and complexity of the new processes.
4. Section 4.3  Requirements
Section 4.3.1  Security requirements
[For the integrated MCIM option, it should be possible for the mobile operator to verify the secure execution environment prior to provisioning of the downloadable MCIM application.
]
It should be well defined what secure execution environment
 means. It should be studied and clarified about which part of MCIM application (USIM application in previous version) can be securely downloadable. 

5. Section 6.2.4 Security Assurance for USIM application integrated into M2M terminal
Item 6 [Finally, its clear that the operator is no longer in sole control of the security of their USIM applications via direct relationship with their UICC providers, and that the operator is now dependent on other entities, including other operators, equipment suppliers and possibly certification agencies.
]
Mobile operator has ownership of USIM. Controlling of the security of USIM applications is only handled by its owner operator after issuing USIM card.
6. Section 5  Candidate solutions
It should truly state the names of the three Alternatives in section 5. In current version of TR, they are named:

- Alternative 1 : "Unified Network Architecture"

- Alternative 2 : "Architecture with removable-UICC"

- Alternative 3 : No name

From the names of Alternatives, it can not be clearly known about the meaning for each one and the difference among them.
This comment can be removed, as the names of the three Alternatives had been updated in latest version (V1.3.0).
7. Section 5.1  Alternative 1a: TRE based solution with remote subscription provisioning and change
Section 6.1.2.3  Threat analysis of Alternative 1: Non UICC based solution with remote subscription provisioning and change
The name of the Alternative 1 with “TRE based solution” in Section 5.1 is inconsistent with the name of the Alternative 1 with “Non UICC based solution” in Section 6.1.2.3.
8. Section 5.1.3.4.2.6  Operational Connectivity
[The filters restricting the service could e.g. be realized by constraining communication to certain APNs in PS service. For example, when the M2M use case is car tracking, then the M2M equipment would be restricted to communicating with the M2M server of a specific car rental company. This service could be seen as a regular GSM, UMTS or EPS service with an M2M-specific subscription profile. The above mentioned restrictions could then be part of the service restrictions implemented in a user/subscription profile.
]
The M2M-specific user/subscription profile needs be studied in CT6 as well, as USIM application and profile definition is under the duty of CT6.
9. Section 5.1.3.7.3 Details for Network Interactions
[The ideal case is that the PCID follows the same format as the IMSI.
]
The shortage of IMSI numbers could be an open issue to resolve. This needs to be studied by CT6 as well.
10. Section 5.4.1  Alternative 3a: Ki transfer between operators
[
4) MNOA changes IMSI in the USIM to the new IMSI obtained from MNOB for all relevant M2ME, using standardised OTA procedures.  The last stage of the OTA procedure is to reset the USIM so that on next activation the new IMSI is presented to the M2M device

5) MNOA delivers a list to MNOB containing all M2ME with their new IMSI, subscriber key K, and the associated OTA key. 
All involved operators must use 3GPP (now partly ETSI SCP) specified OTA procedures (an M2M profile of OTA may be needed)

]
It should be well studied for the case to deliver the subscriber key K, and the OTA key between different MNO. This is based on the certain trust towards each related MNO. Whether there is any 3rd party involved in the trusted architecture should also be studied and indicated in the TR. The current USIM security mechanism will be impacted including the OTA security principle, AKA aspects. China Mobile also believes that if OTA capability is extended to download subscriber key K and/or authentication algorithms, it would bring potential security problems.
Meanwhile, it needs to be studied in depth about the exception cases during changing the subscription remotely in the M2M equipment. For example, during the process of changing operator, what will happen if the M2M equipment is powered off, and the mechanism to handle it should be well studied and explained. 

