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**** start of changes ****

6.1
Using GBA for MBMS

TS 33.220 [6] GBA (Generic Bootstrapping Architecture) is used to agree keys that are needed to run an MBMS User Service. The Ua security protocol identifier that shall be used for MBMS is defined in TS 33.220 [6].
If the Service Announcement indicates that protection of the MBMS User Service is applied, then the UE needs to share GBA-keys with the BM-SC. If no valid GBA-keys are available at the UE, the UE shall perform a GBA run with the BSF of the home network as described within TS 33.220 [6]. The BM-SC will act as a NAF (Network Application Function) according to TS 33.220 [6]. 

Along with the GBA-keys the BSF shall send the IMPI of the user to the BM-SC. When the UE has bootstrapped, it will use a new B-TID over the Ua reference point. The IMPI is used in the BM-SC to bind the old and the new B-TID together.

The MSKs for an MBMS User Service shall be stored on either the UICC if the UICC is capable of MBMS key management or the ME if the UICC is not capable of MBMS key management.

Storing the MSKs on the UICC requires a UICC that contains the MBMS management functions.
As a result of a GBA_U run, the BM-SC will share a key Ks_ext_NAF with the ME and share a key Ks_int_NAF with the UICC. This key Ks_int_NAF is used by the BM-SC and the UICC as the key MUK (MBMS User Key) to protect MSK (MBMS Service Key) deliveries to the UICC as described within clause 6.3. The key Ks_ext_NAF is used as the key MRK (MBMS Request Key) within the protocols as described within clause 6.2.

A run of GBA_ME results in the BM-SC sharing a key Ks_NAF with the ME. Both the BM-SC and the ME use the key Ks_NAF as MUK. The key MRK is derived from the key Ks_NAF by the BM-SC and the ME as specified in Annex F of this specification. The key MUK is used to protect MSK deliveries to the ME as described within clause 6.3. The key MRK is used to authenticate the UE towards the BM-SC within the protocols as described within clause 6.2.
The MUK and MRK are identified by the combination of B‑TID and NAF‑ID (without the Ua security protocol identifier) in the UE and by B‑TID in the BM-SC, where B‑TID and NAF‑ID are defined as specified in TS 33.220 [6].

In the UE two different MUKs, i.e. the last generated and the last successfully used, are used to guarantee that the UE and the BM-SC share always one MUK. The last generated MUK is replaced immediately after when a new MUK is generated and the last successfully used MUK is updated after the successful reception of the MIKEY message, which is protected using the last generated MUK. The usage of MUKs is described within clause 6.3.

For ME based key management:

-
All MBMS keys (MUK, MRK, MSK and MTK) shall be deleted from the ME when a different UICC is inserted. Therefore the ME needs to store in non-volatile memory the last inserted UICC-identity to be able to compare that with the used UICC-identity at UICC insertion and power on.

-
MUK and MRK may be deleted from the ME when the ME is powered down. If the ME does not delete the MUK and MRK keys at power down then the MBMS keys need to be stored in non-volatile memory. The ME should store the MUKs and MRKs in non-volatile memory in order to be able to authenticate the first MIKEY message of a BM-SC solicited pull procedure (see clause 6.3.2.2.4).
-
MSK and MTK shall be deleted from the ME when the ME is powered down.
NOTE:
If the ME deletes the MSK at power down, then the MBMS client would need to request MSK to the BM-SC and may need to run GBA to reconvene an MBMS session.
**** next change ****

6.3.2.1A
MBMS User Service Registration procedure

When a UE has received MBMS User Service information via User Service Discovery / Announcement procedures describing a MBMS User Service and the user wants to receive that MBMS User Service, the UE should register to the MBMS User Service.

NOTE 1:
The User Service Discovery / Announcement procedures are specified in TS 26.346 [13]. It is out of the scope of the present specification how the UE receives the User Service information and how the User Service is triggered in the UE.

NOTE 2:
The MBMS User Service announcements are not protected when sent over MBMS bearer.

The UE shall receive the following information via the User Service Discovery / Announcement procedures if protection of the MBMS User Service is applied. In this case the UE shall register for the MBMS User Service. If on the other hand, the MBMS User Service does not require any protection (i.e. if service protection description is not present in the Service Announcement), the UE shall not register for key management purposes, which means that the UE needs no shared secret with the BM-SC and should therefore not perform a GBA-run with BSF for MBMS (e.g. if no shared secret for MBMS is available in the UE).

-
One or more fully qualified domain names (FQDN) of the key management servers (i.e. the BM-SC). This is for the UE to know to which IP address to send within the MBMS User Service Registration/Deregistration and MSK request Procedures. One or more FQDNs may be indicated in the Service Announcement for load balancing purposes. The UE shall choose the FQDN at the registration phase with the same mechanism as the File Repair Server is selected in TS 26.346 [13]. The UE shall keep the same FQDN for subsequent key management procedures.  

-
UICC key management required: yes/ no. 
-
MIKEY FEC-protection, as defined in TS 26.346 [13], may be specified in the service protection description if MIKEY is FEC protected and encapsulated in FEC source packets.
-
Identifiers of the MSKs needed for the User Service.


For each MSK, the identifiers that shall be included are Key Domain ID and MSK ID. The Key Number part of each MSK ID shall be set to 0x0 to denote the current MSK. The Key Number values in the Service Announcement shall be ignored by the UE, since they may change over time and Key Group part of MSK ID is sufficient to identify the MSKs, see clause 6.3.2.1.

-
Mapping information how the MSKs are used to protect the different RTP sessions or FLUTE channels. If the MSK is applied to streaming data, then the following parameters shall be present per MSK:
-
Back off mode parameters, as defined in TS 26.346 [13], may be specified for MSK requests, if wanted by the service provider. These parameters are then valid for all MSKs in the user service. The Back off mode is used to avoid congestion in MSK requests. In the rare cases that more than one User Service share the same MSK, but have different back off parameters, the UE is allowed to choose which ones to use. The Back off mode is optional to implement in the BM-SC and mandatory to implement in the UE. The UE shall use Back off mode if it is requested by the BM-SC in the Service Announcement.

The UE shall not register for an MBMS user service if it does not have enough storage available for any additional MSKs and MTKs required for that service. 

In case the service protection description indicates that the UICC key management is required, the UE should only try to access the MBMS User Service if the selected UICC application is capable of MBMS key management.

In case the service protection description indicates that UICC key management is not required, the use of either UICC key management or ME key management for a particular UE, depends on if the used UICC application is capable of MBMS key management or not.
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Figure 6.0A: MBMS User Service Registration procedure

The communication between the UE and the BM-SC is authenticated and integrity protected with HTTP Digest using bootstrapped security association as described in clause 6.2.1 of this specification.

The UE sends a registration request for the MBMS User Service using the HTTP POST message to the BM-SC Key Request function. The following information shall be included in the HTTP message.

-
Indication that the UE requests to register to the MBMS User Service;

-
A list of one or more MBMS User Service IDs.

The BM-SC Key Request function authenticates the UE with HTTP Digest using MRK key as described in clause 6.2.1.

If the authentication is successful, the BM-SC Key Request function verifies from the BM-SC Membership function whether the UE is authorized to register to the MBMS User Service(s) specified in the request. If the UE is authorized, the BM-SC Key Request function registers the UE to the MBMS User Service(s), which means that the UE is registered to receive the MSKs used in these MBMS User Service(s). The BM-SC Key Request function sends a HTTP 200 OK message with Authentication-Info header to the UE. The following information shall be included in the payload of the HTTP response message:

-
A list including one status code for each MBMS User Service ID that was present in the Registration request.

The handling of multiple status codes in one response message is specified in clause 6.3.2.4.

NOTE 5:
The BM-SC may not need to challenge the UE (dashed box in figure 6.0A), if the UE has used WWW Authorization request headers in the first message in figure 6.0A and BM-SC is able to authenticate the UE.

If the authentication fails, the BM-SC Key Request function resends HTTP 401 Authorization required message with the WWW-Authenticate header.

The UE checks the validity of the HTTP response message. If the message indicated failure in the HTTP status line, the UE may retry to send the request message. 

The UE shall check the status codes in the payload and act accordingly. For example, the UE may retry to register to the MBMS User Service(s) that were indicated to have failed. Further error cases are described in clause G.2.4.

 The BM-SC Key Distribution function initiates MSK delivery procedure(s) as specified in clause 6.3.2.3 for those MBMS User Services for which the response message indicated success. The BM-SC may decide to not initiate MSK key delivery procedures, if the combination of services is such that it only makes sense to use all of them simultaneously.

NOTE 6:
The time between the MBMS User Service Registration procedure and MSK delivery procedures may vary, i.e. the UE should not expect the MSK delivery procedures to start immediately.

6.3.2.1B
MBMS User Service Deregistration procedure

When the UE desires to deregister from one or more MBMS User Services, it shall indicate this to the BM-SC.
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Figure 6.0B: MBMS User Service Deregistration procedure

The communication between the UE and the BM-SC is authenticated and integrity protected with HTTP Digest using bootstrapped security association as described in clause 6.2.1 of this specification.

The UE sends a deregistration request for the MBMS User Service using the HTTP POST message to the BM-SC Key Request function. The following information shall be included in the HTTP message.

-
Indication that the UE requests to deregister from the MBMS User Service;

-
A list of one or more MBMS User Service IDs.

The BM-SC Key Request function authenticates the UE with HTTP Digest using MRK key as described in clause 6.2.1. 

If the authentication is successful, the BM-SC Key Request function deregisters the UE from the MBMS User Service(s), which means that the UE will no longer receive the MSKs used in these MBMS User Service(s). The BM-SC Key Request function sends a HTTP 200 OK message with Authentication-Info header to the UE. The following information shall be included in the payload of the HTTP response message:

-
A list including one status code for each MBMS User Service ID that was present in the De-Registration request.

The handling of multiple status codes in one response message is specified in clause 6.3.2.4.

NOTE:
The BM-SC may not need to challenge the UE (dashed box in figure 6.0B), if the UE has used WWW Authorization request headers in the first message in figure 6.0.B and BM-SC is able to authenticate the UE.

If the authentication fails then the BM-SC Key Request function resends HTTP 401 Authorization required message with the WWW-Authenticate header. 

The UE checks the validity of the HTTP response message. If the message indicated failure in the HTTP status line, the UE may retry to send the request message. The UE shall check the status codes in the payload and act accordingly.  Error cases are described in clause G.2.4.

The BM-SC should invalidate those MSKs from the UE, which are not used by any other MBMS User Services where the UE is registered. The BM-SC Key Distribution function performs this by running MSK delivery procedure for each MSK, where the Key Validity data is set to invalid value (see clause 6.3.2.3), i.e. SEQl is greater than SEQu.

After a successful de-registration from a particular MBMS user service, the UE shall delete any MSKs and MTKs associated with that particular service that are not associated with any other service the user is still registered to.

**** end of changes ****


































�PAGE \# "'Page: '#'�'"  �� � HYPERLINK "http://www.3gpp.org/ftp/Information/DocNum_FTP_structure_V3.zip" ��Document numbers� are allocated by the Working Group Secretary.  


�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least three digits, padded with leading zeros if necessary.


�PAGE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR was written and (normally) to which it will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��� � HYPERLINK "http://www.3gpp.org/specs/specs.htm" ��http://www.3gpp.org/specs/specs.htm�.


�PAGE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �� SIM / USIM / ISIM applications.


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


One or more organizations (3GPP Individual Members) which drafted the CR and are presenting it to the Working Group.


For CRs agreed at Working Group level, the identity of the WG.  Use the format "x WGn" where �	x = "CT" for TSG CT, "RAN" for TSG RAN, "SA" for TSG SA, "GERAN" for TSG GERAN; �PAGE \# "'Page: '#'�'"  ���	n = digit identifying the Working Group; for CRs drafted during the TSG meeting itself, use "TSG x". �Examples: "CT WG4", "RAN WG5", "GERAN WG3", "TSG SA".


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, B & C CRs for release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See � HYPERLINK "http://www.3gpp.org/ftp/information/work_plan/" ��http://www.3gpp.org/ftp/information/work_plan/� .


�PAGE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2002.


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed below. For more detailed help on interpreting these categories, see the Technical Report �HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/21900.htm"��21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this CR were to be rejected. It is mandatory necessary to complete this section only if the CR is of category "F" (i.e. correction), though it may well be useful for other categories.


�PAGE \# "'Page: '#'�'"  �� Enter the number of each clause which contains changes.


�PAGE \# "'Page: '#'�'"  �� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�PAGE \# "'Page: '#'�'"  �� List here the specifications which are affected or the CRs which are linked.


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.





3GPP


_1191666042.doc
		


		DOCUMENTTYPE

		

		1 (1)



		

		

		

		



		TypeUnitOrDepartmentHere

		

		

		



		TypeYourNameHere

		TypeDateHere

		

		









HTTP 200 OK Authentication-Info



(Status codes)







HTTP POST Authorization request



 (Registration indication, 



MBMS User Service IDs)







HTTP 401 WWW-Authenticate











HTTP POST 



(Registration indication, 



MBMS User Service IDs)







-







BM







UE







SC











_935227290.doc







_1191752902.doc
		


		DOCUMENTTYPE

		

		1 (1)



		

		

		

		



		TypeUnitOrDepartmentHere

		

		

		



		TypeYourNameHere

		TypeDateHere

		

		









HTTP 200 OK Authentication-Info



(Status codes)







HTTP POST Authorization request



 (Deregistration indication, 



MBMS User Service IDs)







HTTP 401 WWW-Authenticate











HTTP POST  



(Deregistration indication, 



MBMS User Service IDs)







-







BM







UE







SC











_935227290.doc







