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* * * First Change * * * *
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* * * Next Change * * * *
X	Procedures for NG-RAN nodes Discovery and Selection
X.1	Procedures for ng-eNB-CU discovery and selection
[bookmark: _Toc20214846][bookmark: _Toc27753229]X.1.1	General
These procedures are employed when an ng-eNB-DU needs to select an ng-eNB-CU in the NG-RAN to establish a WI-C connection in the NG-RAN.
The DNS-based Service Discovery (DNS-SD) (see IETF RFC 6763 [x1]) combines PTR, SRV and TXT resource records to meet all the requirements for service lookup. This enables the retrieval of the list of all instances of a given service type available in a given domain.
To discover the list of available service instances in the domain <Domain>, the client shall perform a DNS-SD PTR lookup (see IETF RFC 6763 [x1]) for the service name:
<Service>.<Domain>
The result of the DNS-SD's PTR lookup is a set of zero or more PTR records giving the list of avalaible instances in the form of Service Instance Names that can be described using a DNS SRV (IETF RFC 2782 [8]), i.e.,:
Service Instance Name = <Instance>.<Service>.<Domain>
When at least one PTR record is present in the DNS response, the following additional records should be generated and included in the DNS response to improve network efficiency:
-	The SRV record(s) for each Service Instance Name listed in the PTR rdata, providing the port number and target host name of the Service Instance Name.
-	All address records (type "A" and "AAAA") for the target host name listed in the SRV rdata.
-	The TXT record(s) containing a single zero octet (i.e., a single empty string.) for each Service Instance Name named in the PTR rdata. 
NOTE 1:	DNS clients are able of functioning correctly with DNS servers (and Multicast DNS Responders) that fail to generate these additional records automatically, by issuing subsequent queries for any further record(s) they require. 
NOTE 2:	As described in IETF RFC 6763 [x1], TXT record(s) containing a single zero octet indicate that there is no additional data for the given Service Instance 
In the event that more than one SRV is returned, the client shall correctly interpret the priority and weight fields i.e.,:
-	lower-numbered priority instances should be used in preference to higher-numbered priority instances, and 
-	instances with equal priority should be selected randomly in proportion to their relative weights.
NOTE:	It is recommended to give the same weight to all the instances with the same priority.
X.1.2	Service Instance Name for W1AP
X.1.2.1	General
The result of the DNS-SD's PTR lookup performed for the service <Service> in the domain <Domain> is a set of zero or more Service Instance Names of the form:
<Instance>.<Service>.<Domain>
The format of Instance, Service and Domain to use to discover ng-eNB-CU instances implementing the service W1AP are described in following subclauses.
X.1.2.2	Service Name for W1AP
The Service Name <Service> consists of a pair of DNS labels, following the convention already established for SRV records (IETF RFC 2782 [8]).
The first label of the pair is an underscore character followed by an IANA registered Service Name (IETF RFC 6335 [x3]). The Service Name registered by 3GPP for the W1 Application Protocol (W1AP) is "3gpp-w1ap".
Editor's Note:	this service name has to be registered at IANA but no assignment of port number is required. For requests that are not seeking a port number, IANA assigns the service name under a simple "First Come First Served" policy. Assignments are made to anyone on a first come, first served basis.  There is no substantive review of the request, other than to ensure that it is well-formed and doesn't duplicate an existing assignment. Requests must include a minimal amount of clerical information, such as a point of contact (including an email address) and a brief description of how the value will be used.  Additional information specific to the type of value requested may also need to be provided, as defined by the namespace.  For numbers, the exact value is generally assigned by IANA; with names, specific text strings can usually be requested.
The second label is either "_tcp" (for application protocols that run over TCP) or "_udp" (for all others). W1AP being supported by SCTP, the second label shall be "_udp".
To discover the list of available ng-eNB-CU instances implementing the service W1AP, the ng-eNB-DU shall then perform a DNS-SD PTR lookup (see IETF RFC 6763 [x1]) for the following service name:
"_3gpp-w1ap._udp"
X.1.2.3	Instance for W1AP
The <Instance> portion of the Service Instance Name is a user-friendly name, consisting of arbitrary Net-Unicode text, as defined in IETF RFC 6763 [x1]. This name is stored directly in the DNS serving the subdomain in which the ng-eNB-CUs are deployed.
Except ASCII control characters (byte values 0x00-0x1F and 0x7F), the Instance name may contain any characters, without restriction, including spaces, uppercase, lowercase, punctuation (including dots), accented characters, non-Roman text, and anything else that may be represented using Net-Unicode.
X.1.2.4	Selecting a Domain Name for W1AP
X.1.2.4.1	General
The <Domain> portion of the Service Instance Name specifies the DNS subdomain within which those names are registered. It may be:
-	"local." in the absence of any conventional Unicast DNS server, meaning "link-local Multicast DNS" (see IETF RFC 6762 [x4]);
-	subdomain of any conventional Unicast DNS domain name operated by the operator, e.g. "example.com", indicating the domain in which the Service Instance Names are registered.
When relying on a DNS infrastrucuture in the NG-RAN, the operators are responsible for:
-	the selection of the subdomain name in which the Service Instance Names are registered, and
-	the provisioning of the authoritative DNS server of this subdomain with the corresponding PTR, SRV, TXT and A/AAAA records used to discover and contact ng-eNB-CUs.
The operators are free to use any suitable subdomain names.
X.1.3	W1AP service discovery using a DNS server
X.1.3.1	General
When a conventional DNS server is deployed in the NG-RAN, DNS queries shall be sent to the Unicast DNS server address configured in the ng-eNB-DUs.
The subdomain selected by the operator may be statically configured in the ng-eNB-DUs or may be learned by some other mechanism, such as:
-	the DHCP "Domain" option (option code 15) (IETF RFC 2132 [x6]),
-	the DHCP "Domain Search" option (option code 119) (IETF RFC 3397 [x7]), or
-	IPv6 Router Advertisement Options (IETF RFC 6106 [x8]).
To discover the list of available ng-eNB-CU instances in a given domain, e.g. "example.com", the ng-eNB-DU shall perform a DNS-SD PTR lookup on:
_3gpp-w1ap._udp.example.com
The result of the DNS-SD's PTR lookup is a set of zero or more PTR records giving the list of available ng-eNB-CU in the form of Service Instance Names described using a DNS SRV (IETF RFC 2782 [8]), i.e.,:
Service Instance Name = <Instance>_3gpp-w1ap._udp.example.com
When at least one PTR record is present in the DNS response, the following additional records should be generated and included in the DNS response to improve network efficiency:
-	The SRV record(s) for each Service Instance Name listed in the PTR rdata, providing the port number and target host name of the Service Instance Name.
-	All address records (type "A" and "AAAA") for the target host name listed in the SRV rdata.
-	The TXT record(s) containing a single zero octet (i.e., a single empty string.) for each Service Instance Name named in the PTR rdata.
X.1.3.2	Optional NG-RAN DNS subdomain	Comment by CT chair: to be decided if it should be left	Comment by CT chair: Could be "by-default"
As an implementation option, operators may consider to use the following DNS subdomains:
[Specific Subdomain].ngran.mnc<MNC>.mcc<MCC>.3gppnetwork.org"	Comment by CT chair: Could be made more specific, derived from a specific identifier, e.g. TAC or 5GS TAC	Comment by CT chair: could be specified in TS 23.003
In which:
-	[Specific Subdomain] is any subdomain defined by the operator;
-	<MNC> is a 3-digit field that corresponds to the MNC of the operator's PLMN;
-	<MCC> is a 3-digit field that corresponds to the MCC of the operator's PLMN. If there are only 2 significant digits in the MNC, one "0" digit shall be inserted at the left side to fill the 3 digits coding of MNC.
X.1.4	W1AP service discovery in absence of DNS server
X.1.4.1	General
In the absence of any conventional Unicast DNS server in the NG-RAN, DNS queries are sent to:
-	a multicast address to discover ng-eNB-CU on local link; or,
-	the unicast address of a ng-eNB-CU outside the local link
In both cases, to discover the list of available ng-eNB-CU instances, the DNS top-level domain shall be used and the ng-eNB-DU shall then perform a DNS-SD lookup for the service name:
"_3gpp-w1ap._udp.local."
X.1.4.2	Use of multicast address on local link
Multicast DNS (mDNS) (see IETF RFC 6762 [x4]) provides the ability to perform DNS-like operations on the local link in the absence of any conventional Unicast DNS server.
The following procedures should only be use if there is conventional Unicast DNS server deployed in the NG-RAN.
DNS-SD queries for "_3gpp-w1ap._udp.local." are sent to the mDNS IPv4 link-local multicast address 224.0.0.251 or mDNS IPv6 link-local multicast address FF02::FB, using:
-	the UDP destination port 5353 if the ng-eNB-DU supports a fully compliant mDNS resolver; or,
-	a high-numbered ephemeral UDP source port other than port 5353, if the ng-eNB-DU supports minimal Multicast DNS resolver
NOTE:	It is recommended to use the mDNS IPv4 link-local multicast address only if IPv6 is not not avalaible.
An ng-eNB-CU supporting the W1AP service receiving the mDNS request shall provide in the response:
-	One or more PTR records giving the list of supported service instances in the form of:
Service Instance Name = <Instance>._3gpp-w1ap._udp.local.
-	The SRV record(s) for each Service Instance Name listed in the PTR rdata, providing the port number and host name of the Service Instance Name.
-	All address records (type "A" and "AAAA") for the target host name listed in the SRV rdata.
-	The TXT record(s) containing a single zero octet (i.e., a single empty string.) for each Service Instance Name named in the PTR rdata.
The destination UDP port in all Multicast DNS responses shall be 5353, and the destination address shall be the mDNS IPv4 link-local multicast address 224.0.0.251 or its IPv6 equivalent FF02::FB, except when generating a reply to a query that explicitly requested a unicast response on the source IP address of the query:
-	via the unicast-response bit set in the mDNS query,
-	when the source UDP port in a received Multicast DNS query is not port 5353, indicating that the ng-eNB-DU originating the query is a simple resolver which does not fully implement all of Multicast DNS.
X.1.4.3	Direct unicast queries to ng-eNB-CU
When the target ng-eNB-CU is outside the local link, the ng-eNB-DU shall send its query via unicast to a specific ng-eNB-CU, using the destion port 5353. The IP address of the target ng-eNB-CU is discovered by configuration.
The W1-C interface the eNB-DU and the eNB-CU outside the local link shall be protected using IPsec ESP and IKEv2 certificates-based authentication as defined in the 3GPP TS 33.501 [x5]. The traffic between ng-eNB-DU and the ng-eNB-CU is then protected with confidentiality, integrity and replay protection.
If the IPsec tunnel is terminated by a SEG, the ng-eNB-CU discovers that the ng-eNB-DU is outside the local link by checking that the source address in the query packet (different local subnet for IPv4 source address or the source address with an on-link prefix for IPv6).
The ng-eNB-CU receiving the unicast DNS query shall answer via with a unicast packet directed back to the ng-eNB-DU, using the source IP address and port of the received DNS query.
The DNS response shall include:
-	One or more PTR records giving the list of supported service instances in the form of:
Service Instance Name = <Instance>._3gpp-w1ap._udp.local.
-	The SRV record(s) for each Service Instance Name listed in the PTR rdata, providing the port number and host name of the Service Instance Name.
-	All address records (type "A" and "AAAA") for the target host name listed in the SRV rdata.
-	The TXT record(s) containing a single zero octet (i.e., a single empty string.) for each Service Instance Name named in the PTR rdata.
[bookmark: _Toc20214941][bookmark: _Toc27753324]Annex Z (Informative):
Examples for ng-eNB-CU Discovery by ng-eNB-DU
Z.1	General
This subclause provides an example of records that will be retrieved when the ng-eNB-DU performs a DNS-SD PTR lookup to discover ng-eNB-CU in the NG-RAN.
Examples are not exhaustive either in scope or in content but are intended to be sufficient to illustrate the general techniques and some of the more important use cases.
Z.2	Discovery of ng-eNB-CUs using a DNS server
; In this example, DNS queries are sent to the Unicast DNS server authoritative for the domain
; "example.com".
Here are the PTR records for the service "_3gpp-w1ap._udp" in the domain "example.com" returned
; by the DNS server

   _3gpp-w1ap._udp.example.com   IN PTR   name = ng-eNB-CU_Instance1_3gpp-w1ap._udp.example.com
   _3gpp-w1ap._udp.example.com   IN PTR   name = ng-eNB-CU_Instance2_3gpp-w1ap._udp.example.com
   _3gpp-w1ap._udp.example.com   IN PTR   name = ng-eNB-CU_Instance3_3gpp-w1ap._udp.example.com


; This is the associated SRV records for the listed host names.
; For each service instance, there is a pool of servers (three) that accept W1AP incoming
; traffic on a specific port (e.g. 10001).

;                                                       Pref Weight Port  Target
ng-eNB-CU_Instance1_3gpp-w1ap._udp.example.com   IN SRV 10    0     10001 ngenbcu1.example.com.
                                                 IN SRV 20    0     10001 ngenbcu2.example.com.
                                                 IN SRV 30    0     10001 ngenbcu3.example.com.
ng-eNB-CU_Instance2_3gpp-w1ap._udp.example.com   IN SRV 10    0     10011 ngenbcu4.example.com.
                                                 IN SRV 20    0     10011 ngenbcu5.example.com.
                                                 IN SRV 30    0     10011 ngenbcu6.example.com.


; Here are the associated A/AAAA records for the listed host names (nodes) returned by the DNS
; server.
; Each node has 4 IP addresses, two of type IPv4, two of type IPv6

ngenbcu1.example.com             IN A 192.0.2.11
                                 IN A 192.0.2.12
                                 IN AAAA 2001:db8:0:0:0:0:0:0
                                 IN AAAA 2001:db8:0:1:0:0:0:0
Ngenbcu2.example.com             IN A 192.0.2.13
                                 IN A 192.0.2.14
                                 IN AAAA 2001:db8:0:2:0:0:0:0
                                 IN AAAA 2001:db8:0:3:0:0:0:0
ngenbcu3.example.com             IN A 192.0.2.15
                                 IN A 192.0.2.16
                                 IN AAAA 2001:db8:0:4:0:0:0:0
                                 IN AAAA 2001:db8:0:5:0:0:0:0
ngenbcu4.example.com             IN A 192.0.2.17
                                 IN A 192.0.2.18
                                 IN AAAA 2001:db8:0:6:0:0:0:0
                                 IN AAAA 2001:db8:0:7:0:0:0:0
ngenbcu5.example.com             IN A 192.0.2.19
                                 IN A 192.0.2.20
                                 IN AAAA 2001:db8:0:8:0:0:0:0
                                 IN AAAA 2001:db8:0:9:0:0:0:0
ngenbcu6.example.com             IN A 192.0.2.21
                                 IN A 192.0.2.22
                                 IN AAAA 2001:db8:0:a:0:0:0:0
                                 IN AAAA 2001:db8:0:b:0:0:0:0


; Here are the associated TXT records for the listed service instance names returned by the DNS
; server. No additional information is provided.

ng-eNB-CU_Instance1_3gpp-w1ap._udp.example.com   IN   TXT   "0"
ng-eNB-CU_Instance2_3gpp-w1ap._udp.example.com   IN   TXT   "0"
ng-eNB-CU_Instance3_3gpp-w1ap._udp.example.com   IN   TXT   "0"

Z.3	Discovery of ng-eNB-CUs using a multicast address on local link
; In this example, the DNS query is sent on the local link using an mDNS IPv4 link-local multicast
; address 224.0.0.251 or mDNS IPv6 link-local multicast address FF02::FB, using the UDP
; destination port 5353.
; Here is the PTR record for the service "_3gpp-w1ap._udp" in the domain ".local." returned by the
; ng-eNB-CU that has received the multicast query on the local link.
; the ng-eNB-CU only supports one service instance.

   _3gpp-w1ap._udp.local   IN PTR   name = ng-eNB-CU_Instance1_3gpp-w1ap._udp.local


; Here is the SRV record associated with the host names.
; For each service instance, there is a pool of servers (three) that accept W1AP incoming
; traffic on a specific port (e.g. 10001).

;                                                 Pref Weight Port  Target
ng-eNB-CU_Instance1_3gpp-w1ap._udp.local   IN SRV 10    0     10001 ngenbcu1.local.


; This is the A/AAAA records associated with the host name. The ng-eNB-CU has 4 IP addresses,
; two of type IPv4, two of type IPv6.

ngenbcu1.local             IN A 192.0.2.11


; This is the TXT records associated the listed service instance names. No additional information
; is provided.

ng-eNB-CU_Instance1_3gpp-w1ap._udp.local   IN   TXT   "0"

Z.4	Discovery of ng-eNB-CUs using a direct unicast query
; In this example, the DNS query is unicast to a specific ng-eNB-CU, using the destination
; port 5353. The IP address of the target ng-eNB-CU is discovered by configuration.
; Here is the PTR record for the service "_3gpp-w1ap._udp" in the domain ".local." returned by the
; ng-eNB-CU that has received the unicast query.
; the ng-eNB-CU only supports one service instance.

   _3gpp-w1ap._udp.local   IN PTR   name = ng-eNB-CU_Instance1_3gpp-w1ap._udp.local


; Here is the SRV record associated with the host names.
; For each service instance, there is a pool of servers (three) that accept W1AP incoming
; traffic on a specific port (e.g. 10001).

;                                                 Pref Weight Port  Target
ng-eNB-CU_Instance1_3gpp-w1ap._udp.local   IN SRV 10    0     10001 ngenbcu1.local.


; This is the A/AAAA records associated with the host name. The ng-eNB-CU has 4 IP addresses,
; two of type IPv4, two of type IPv6.

ngenbcu1.local             IN A 192.0.2.11


; This is the TXT records associated the listed service instance names. No additional information
; is provided.

ng-eNB-CU_Instance1_3gpp-w1ap._udp.local   IN   TXT   "0"


* * * End of Changes * * * *

