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[bookmark: _Toc24937662][bookmark: _Toc33962477][bookmark: _Toc36460161]**************************************** First Change *********************************************
[bookmark: _Toc36456990][bookmark: _Toc24937836][bookmark: _Toc33962656][bookmark: _Toc36460340]5.4.2.3.3	Authentication Result Removal
Figure 5.4.2.3.3-1 shows a scenario where the NF service consumer requests the UDM to remove the Authentication Result. The request contains the UE's identity (supi), the serving network name and an indication to remove Authentication result corresponding to the serving networkand the authEvent Id.




Figure 5.4.2.3.3-1: NF service consumer removes the authentication result
1.	The NF service consumer shall send a DELETE to remove the individual authEvent. The request body shall be empty POST request to the UDM. The payload of the body shall contain at least the UE Id (i.e. SUPI), the Serving Network Name, and the indication to remove authentication result.
2a.	On success, "204 No Content" shall be returned. The UDM shall remove the Authentication result of the UE based on information in the POST requestafter receiving the above DELETE request message. 
2b.	On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned.

**************************************** Next Change ********************************************
[bookmark: _Toc11338716][bookmark: _Toc27585398][bookmark: _Toc36457400]6.3.3.1	Overview
Figure 6.3.3.1-1 describes the resources supported by the Nudm_UEAU API.




Figure 6.3.3.1-1: Resource URI structure of the nudm_ueau API
Table 6.3.3.1-1 provides an overview of the resources and applicable HTTP methods.
Table 6.3.3.1-1: Resources and methods overview
	Resource name
(Archetype)
	Resource URI
	HTTP method or custom operation
	Description

	SecurityInformation
(Custom operation)
	/{supiOrSuci}/security-information/generate-auth-data
	generate-auth-data (POST)
	If the variable {supiOrSuci} takes the value of a SUCI, the UDM calculates the corresponding SUPI. The UDM calculates a fresh authentication vector based on the received information and the stored security information for the SUPI if 5G-AKA or EAP-AKA' is selected. Otherwise, UDM provides corresponding authentication information.

	SecurityInformationForRg
	/{supiOrSuci}/security-information-rg
	GET
	If the variable {supiOrSuci} takes the value of a SUCI, the UDM calculates the corresponding SUPI. The UDM decides, based on the received information and the stored authentication profile of the SUPI, that authentication by the home network is not required for the FN-RG.

	AuthEvents
(Collection)
	/{supi}/auth-events
	POST
	Create an Authentication Event

	Individual AuthEvent
(Document)
	/{supi}/auth-events/{authEventId}
	DELETE
	Delete an Authentication Event

	HssSecurityInformation
(Custom operation)
	/{supi}/hss-security-information/generate-av
	generate-av (POST)
	The UDM generates the authentication vector(s) for EPS or IMS domain based on stored security information for the SUPI.




**************************************** Next Change ********************************************
[bookmark: _Toc27585412][bookmark: _Toc11338730]6.3.3.3.3.1	POST
This method shall support the URI query parameters specified in table 6.3.3.3.3.1-1.
Table 6.3.3.3.3.1-1: URI query parameters supported by the POST method on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 6.3.3.3.3.1-2 and the response data structures and response codes specified in table 6.3.3.3.3.1-3.
Table 6.3.3.3.3.1-2: Data structures supported by the POST Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	AuthEvent
	M
	1
	The UE Authentication Event



Table 6.3.3.3.3.1-3: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	AuthEvent
	O
	0..1
	201 Created
	Upon success, a response body containing a representation of the created Authentication Event may be returned.

The HTTP response shall include a "Location" HTTP header that contains the resource URI of the created resource.

	
	
	
	204
No Content
	Returned if the Authentication result is removed.

	ProblemDetails
	M
	1
	404 Not Found
	The "cause" attribute shall be set to the following application error:
- USER_NOT_FOUND

	NOTE:	In addition common data structures as listed in table 6.3.7-1 are supported.



**************************************** Next Change ********************************************
[bookmark: _Toc36457429]6.3.3.6	Resource: Individual AuthEvent
[bookmark: _Toc36457430]6.3.3.6.1	Resource Definition
Resource URI: {apiRoot}/nudm-ueau/v1/{supi}/auth-events/{authEventId}
This resource shall support the resource URI variables defined in table 6.3.3.6.1-1.
Table 6.3.3.6.1-1: Resource URI variables for this resource
	Name
	Definition

	apiRoot
	See clause 6.3.1

	supi
	Represents the Subscription Permanent Identifier (see 3GPP TS 23.501 [2] clause 5.9.2)
	pattern: See pattern of type Supi in 3GPP TS 29.571 [7]

	authEventId
	Represents the authEvent Id.



[bookmark: _Toc36457431]6.3.3.6.2	Resource Standard Methods
[bookmark: _Toc36457432]6.3.3.6.2.1	DELETE
This method shall support the URI query parameters specified in table 6.3.3.6.2.1-1.
Table 6.3.3.6.2.1-1: URI query parameters supported by the DELETE method on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 6.3.3.6.2.1-2 and the response data structures and response codes specified in table 6.3.3.6.2.1-3.
Table 6.3.3.6.2.1-2: Data structures supported by the DELETE Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	



Table 6.3.3.6.2.1-3: Data structures supported by the DELETE Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	
	
	204 No Content
	

	NOTE:	In addition common data structures as listed in table 6.3.7-1 are supported.



**************************************** Next Change ********************************************
6.3.6.2.7	Type: AuthEvent
Table 6.3.6.2.7-1: Definition of type AuthEvent
	Attribute name
	Data type
	P
	Cardinality
	Description

	nfInstanceId
	NfInstanceId
	M
	1
	Identifier of the NF instance where the authentication occurred

	success
	Success
	M
	1
	true indicates success; false indicates no success.
Set to false in case of authentication result removal.

	timeStamp
	DateTime
	M
	1
	time stamp of the authentication

	authType
	AuthType
	M
	1
	string
Authentication Type ("EAP_AKA_PRIME" or "5G_AKA")

	servingNetworkName
	ServingNetworkName
	M
	1
	See 3GPP TS 33.501 [6] clause 6.1.1.4

	authRemovalInd
	Boolean
	O
	0..1
	When present, it shall indicate the authentication result in the UDM shall be removed.
This IE shall be set as follows:
-	true: authentication result in the UDM shall be removed;
-	false (default): authentication result in the UDM shall not be removed.



**************************************** Next Change ********************************************
[bookmark: _Toc27585641][bookmark: _Toc36457664]A.4	Nudm_UEAU API
openapi: 3.0.0
info:
  version: '1.1.0.alpha-2'
  title: 'NudmUEAU'
  description: |
    UDM UE Authentication Service.
    © 2020, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

    ******* Skipped for Clarity ********

  /{supi}/auth-events:
    post:
      summary: Create a new confirmation event
      operationId: ConfirmAuth
      tags:
        - Confirm Auth
      parameters:
        - name: supi
          in: path
          description: SUPI of the user
          required: true
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/AuthEvent'
        required: true
      responses:
        '201':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/AuthEvent'
          headers:
            Location:
              description: 'Contains the URI of the newly created resource, according to the structure: {apiRoot}/nudm-ueau/v1/{supi}/auth-events/{authEventId}'
              required: true
              schema:
                type: string
        '204':
          description: successful authentication result removal
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error

  
    ******* Skipped for Clarity ********


  /{supi}/auth-events/{authEventId}:
    delete:
      summary: Deletes the authentication result in the UDM
      operationId: DeleteAuth
      tags:
        - Delete Auth
      parameters:
        - name: supi
          in: path
          description: SUPI of the user
          required: true
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
        - name: authEventId
          in: path
          description: authEvent Id
          required: true
          schema:
            type: string
      responses:
        '204':
          description: Expected response to a successful authentication result removal
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

    ******* Skipped for Clarity ********

    AuthEvent:
      type: object
      required:
        - nfInstanceId
        - success
        - timeStamp
        - authType
        - servingNetworkName
      properties:
        nfInstanceId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/NfInstanceId'
        success:
          $ref: '#/components/schemas/Success'
        timeStamp:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DateTime'
        authType:
          $ref: '#/components/schemas/AuthType'
        servingNetworkName:
          $ref: '#/components/schemas/ServingNetworkName'
        authRemovalInd:
          type: boolean
          default: false


    ******* Skipped for Clarity ********


**************************************** End of  Changes ******************************************
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