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NEXT CHANGE
5.20.2	MPTCP functionality
Editor's Note: This clause will document any impact on N4 to support MPTCP functionality in UPF.
[bookmark: _Toc27490609][bookmark: _Toc27556902][bookmark: _Toc27723819]5.20.2.1	General
The SMF shall instruct the UPF(PSA) to activate MPTCP steering functionality for a given MA-PDU session if MPTCP needs to be used for TCP traffic flows.
The UPF(PSA) shall allocate resources for MPTCP steering functionality (e.g. MPTCP Proxy address, UE link-specific multipath IP addresses, etc.), and perform traffic steering, switching and splitting according to the instructions from the SMF.
5.20.2.12	Activate MPTCP functionality and Exchange MPTCP Parameters
If MPTCP steering functionality is required for a Multi-Access PDU session, the SMF shall send MPTCP Control Information to the UPF in PFCP Session Establishement Request, to instruct the UPF to activate the MPTCP functionality for this PFCP session. The SMF may also request to activate the PMF functionality for this PFCP session by sending PMF Control Information to the UPF. As a result, the UPF(PSA) shall allocate necessary resources for MPTCP and PMF and return the corresponding MPTCP and PMF Parameters (e.g. MPTCP IP address and port, UE link-specific multipath IP addresses, PMF IP address and port, etc) to the SMF in PFCP Session Establishement Response.
The SMF may send MPTCP Control Information and/or PMF Control Information to the UPF in PFCP Session Modification Request, with updated value, e.g. if the SMF receives updated ATSSS rules from the PCF.
NOTE:	Such MPTCP Parameters received by the SMF are sent to the UE together with the ATSSS rules, as specified in 3GPP TS 24.193 [59].
5.20.2.x	Control of Multipath TCP Connection Establishment by MPTCP Proxy
When MPTCP steering functionality is utilized, TCP connection establishment and data exchange between an UE and a remote host shall be proxied by the MPTCP Proxy in the UPF (PSA), using the mechanism specified in IETF RFC 6824 [xx] and draft-ietf-tcpm-converters-14 [60].
Once Multipath TCP connection is set up, the MPTCP Proxy shall store the MPTCP session entry which includes the following information: 
-	UE link-specific multipath IP addresses and its TCP port;
-	UE’s MA-PDU session IP address and its TCP port, if the MA-PDU session IP address is used by the MPTCP Proxy for IP translation;
-	the N6 routable IP address and its TCP port, if N6 routable IP address is used by the MPTCP Proxy for IP translation;
-	the remote host IP address and its TCP port. 
The stored MPTCP session entry is used by MPTCP Proxy for subsequent IP translation when receiving uplink or downlink MPTCP traffic.
The UPF may use N6 routable IP address instead of UE’s MA-PDU session IP address for IP translation, based on its implementation.
5.20.2.y	Traffic Steering and IP Translation by MPTCP Proxy
Once MPTCP traffic is detected by the UPF, the UPF shall internally forward the MPTCP traffic to the MPTCP Proxy for IP translation. The MPTCP shall use the stored information in MPTCP session entry to perform IP translation to the detected MPTCP IP packets, e.g. replace the source IP address+port and/or destination IP address+port accordingly.
The UPF may detect the uplink MPTCP IP packets, by means of comparing the destination IP address with the stored MPTCP Proxy IP address.
The UPF may detect the downlink MPTCP IP packets, by means of e.g. checking the information in the associated MAR (e.g. check if steering functionality is set to MPTCP), comparing the destination IP address with the stored MPTCP Proxy IP address.
Editor’s Note: For detecting uplink MPTCP traffic, it is FFS on whether explicit indication is needed in the PDR (or FAR) to make the UPF recognize the MPTCP traffic without comparing the destination IP address.
END OF CHANGE
[bookmark: _Toc19717482][bookmark: _Toc27491022][bookmark: _Toc27557315][bookmark: _Toc27724232]Annex X (Informative):
Procedures Related to MPTCP Functionality
[bookmark: _Toc19717483][bookmark: _Toc27491023][bookmark: _Toc27557316][bookmark: _Toc27724233]X.1	General
This clause provides example MPTCP flows.
This Annex is informative and the normative descriptions in this specification and in 3GPP TS 23.501 [28], 3GPP TS 23.502 [29] and in 3GPP TS 24.193 [59], prevail over the descriptions in this Annex if there is any difference.
X.2	Multipath TCP Connection Setup
[bookmark: _Toc19717484][bookmark: _Toc27491024][bookmark: _Toc27557317][bookmark: _Toc27724234]X.2.1	General
Multipath TCP Connection is setup between the MPTCP Client in the UE and the MPTCP Proxy in the UPF (PSA). The outgoing Multipath is initiated by the MPTCP Client in the UE towards the MPTCP Proxy in the UPF. The incoming Multipath is initiated by the MPTCP Proxy in the UPF towards the MPTCP Client in the UE.
The RTT TCP Convert Protocol (specified in draft-ietf-tcpm-converters-14 [60]) is used to setup Multipath TCP connection and used for data exchange. The MPTCP Proxy implements the Transport Converter functionality.
[bookmark: _Toc19717485][bookmark: _Toc27491025][bookmark: _Toc27557318][bookmark: _Toc27724235]X.2.2	Outgoing Multipath TCP Connection Setup
Figure X.2.2-1 describes the establishment of an outgoing multipath TCP connection through a Transport Converter. 
The MPTCP Client initiates a Multipath TCP connection towards the Transport Converter, by sending a SYN with the MP_CAPABLE option (MPC in Figure X.2.2-1). The SYN includes the address and port number of the Server (i.e. remote host), that are extracted by the Transport Converter and used to initiate a Multipath TCP connection towards this Server. As the Server does not support Multipath TCP, it replies with a SYN+ACK that does not contain the MP_CAPABLE option. The Transport Converter notes that the connection with the Server does not support Multipath TCP and returns the extended TCP header received from the Server to the Client.


Figure X.2.2-1 – Outgoing Converter-Assisted Multipath TCP Connection Setup
X.2.3	Incoming Multipath TCP Connection Setup
Figure X.2.3-1 describes the establishment of an incoming TCP connection through a Transport Converter. In order to support incoming connections from remote hosts, the MPTCP Client may use PCP [RFC6887] to request the Transport Converter to create dynamic TCP mappings for (internal IP address, internal port number, external IP address, external port number). Note that the external and internal information may be the same.
When the Transport Converter receives an incoming SYN from a remote host, it checks if it can provide the conversion service for the destination IP address and destination port number of that SYN. If the checking is successful, the Transport Converter inserts the source IP address and source port number in the SYN packet, rewrites the source IP address to one of its IP address, and eventually (i.e., only when the Transport Converter is configured in an address sharing mode), the destination IP address and port number in accordance with any information stored locally.


Figure X.2.3-1 –Outgoing Converter-Assisted Multipath TCP Connection Setup
X.2.4	MPTCP Session Entry Stored in MPTCP Proxy
Once Multipath TCP Connection is successfully setup between the MPTCP Client in the UE and the MPTCP Proxy in the UPF, the MPTCP Proxy stores the MPTCP session entry in its storage.
The MPTCP session entry includes the following information:
-	UE link-specific multipath IP address and its TCP port;
-	UE’s MA-PDU session IP address and its TCP port, if the MA-PDU session IP address is used by MPTCP Proxy for IP translation;
-	N6 routable IP address and its TCP port, if N6 routable IP address is used by the MPTCP Proxy for IP translation;
-	the remote host IP address and its TCP port.
The stored MPTCP session entry is used by the MPTCP Proxy for IP translation when receiving uplink or downlink MPTCP traffic.
X.3	IP Translation Procedure
[bookmark: _Toc19717486][bookmark: _Toc27491026][bookmark: _Toc27557319][bookmark: _Toc27724236]X.3.1	General
[bookmark: _Toc19717487][bookmark: _Toc27491027][bookmark: _Toc27557320][bookmark: _Toc27724237]On receiving uplink or downlink MPTCP traffic, the UPF internally forwards the MPTCP traffic to the MPTCP Proxy. The MPTCP Proxy detects the MPTCP traffic is for data exchange, and performs IP translation before sending out the translated MPTCP traffic.
Figure X.3.1-1 illustrates the IP translation model for uplink and downlink MPTCP traffics, both on the UE side and the UPF side.

Figure X.3.1-1 IP Translation Model
When UE’s MA-PDU session IP address is used by MPTCP Proxy for IP translation, port collision and port exhaustion can potentially occur because the UE also uses the MA-PDU session IP address for non-MPTCP traffic. To avoid this, the MPTCP Proxy may use N6 routable IP address instead of UE’s MA-PDU session IP address for IP translation, based on the UPF implementation.
X.3.2	IP Translation on Uplink IP Packets
[bookmark: _Toc19717488][bookmark: _Toc27491028][bookmark: _Toc27557321][bookmark: _Toc27724238]Once uplink MPTCP traffic is detected by the UPF, the UPF shall internally forwards the uplink IP packets to the MPTCP Proxyy.
The MPTCP Proxy shall perform IP translation to the uplink IP packets, based on the stored MPTCP session entry:
-	replace the source IP address and port, from the UE link-specific multipath IP@ and its port, to the UE’s MA-PDU session IP@ and its port (or N6 routable IP@ and its port);
-	replace the destination IP address and port, from the MPTCP Proxy IP@ and its port, to the remote host IP@ and its port.
After performing IP translation, the MPTCP Proxy forwards the translated uplink IP packets to N6 interface.
X.3.3	IP Translation on Downlink IP Packets
Once downlink MPTCP traffic is detected by UPF, the UPF shall internally forwards the downlink IP packets to the MPTCP Proxyy.
The MPTCP Proxy performs IP translation to the uplink IP packets, based on the stored MPTCP session entry:
-	replace the source IP address and port, from the remote host IP@ and its port, to the MPTCP Proxy IP@ and its port;
[bookmark: _GoBack]-	replace the destination IP address and port, from the UE’s MA-PDU session IP@ and its port (or N6 routable IP@ and its port), to the UE link-specific multipath IP@ and its port.
After performing IP translation, the MPTCP Proxy forwards the translated uplink IP packets to N3 or N9 interface.
END OF CHANGE
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