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* * * 1st Change * * * *
[bookmark: _Toc25270669][bookmark: _Toc27741796]6.1.3.1	Overview
The structure of the Resource URIs of the "Authenticate" service is shown in Figure 6.1.3.1-1




Figure 6.1.3.1-1: Resource URI structure of the AUSF API
Table 6.1.3.1-1 provides an overview of the resources and applicable HTTP methods.
Table 6.1.3.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	ue-authentications
(Collection)
	{apiRoot}/nausf-auth/v1/ue-authentications
	POST
	Initiate the authentication process by providing inputs related to the UE

	5g-aka-confirmation
(Document)
	{apiRoot}/nausf-auth/v1/ue-authentications/{authCtxId}/5g-aka-confirmation

	PUT
	Put the UE response from the 5G-AKA process.

	eap-session
(Document)
	{apiRoot}/nausf-auth/v1/ue-authentications/{authCtxId}/eap-session
	POST
	Post the EAP response from the UE.
See NOTE.

	rg-authentications
(Collection)
	{apiRoot}/nausf-auth/v1/rg-authentications
	POST
	Initiate the authentication process by providing inputs related to the FN-RG

	NOTE:	This POST is used to provide EAP response to the AUSF in a sub-resource (Document) generated by the first POST operation. As this operation is not idempotent (it triggers subsequent EAP operations), a PUT was not adequate.



                             
* * * 2nd Change * * * *
[bookmark: _Toc25270670][bookmark: _Toc27741797]6.1.3.2	Resource: List of ue-authentications (Collection)


* * * 3rd Change * * * *
[bookmark: _Toc25270711][bookmark: _Toc27741838]6.1.6.3.2	Simple data types
Table 6.1.6.3.2-1: Simple data types
	Type Name
	Type Definition
	Description

	EapPayload
	sString
	The EAP packet is encoded using base64 (see IETF RFC 4648 [19]) and represented as a String.
Format: base64

	ResStar
	sString
	pattern: "^[A-Fa-f0-9]{32}$"; nullable

	Kseaf
	sString
	pattern: "^[A-Fa-f0-9]{64}$"

	HxresStar
	sString
	pattern: "^[A-Fa-f0-9]{32}$"

	Suci
	string
	String containing a SUCI.
Pattern: "^(suci-(0-[0-9]{3}-[0-9]{2,3}|[1-7]-.+)-[0-9]{1,4}-(0-0-.+|[a-fA-F1-9]-([1-9]|[1-9][0-9]|1[0-9]{2}|2[0-4][0-9]|25[0-5])-[a-fA-F0-9]+)|.+)$"




* * * 4th Change * * * *
[bookmark: _Toc25270735][bookmark: _Toc27741862]6.2.3.1	Overview
The structure of the Resource URIs of the SoRProtection service is shown in Figure 6.2.3.1-1



Figure 6.2x.3.1-1: Resource URI structure of the SoRProtection API
Table 6.2.3.1-1 provides an overview of the resources and applicable HTTP methods.
Table 6.2.3.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	ue-sor
(Custom operation)
	{apiRoot}/nausf-sorprotection/v1/{supi}/ue-sor/generate-sor-data
	generate-sor-data (POST)
	Resource for SoR security material computation




* * * 5th Change * * * *
[bookmark: _Toc25270736][bookmark: _Toc27741863]6.2.3.2	Resource: ue-sor (Custom operation)


* * * 6th Change * * * *
[bookmark: _Toc25270756][bookmark: _Toc27741883]6.2.6.2.5	Type: SteeringContainer
Table 6.2.6.2.5.-1: Definition of type SteeringContainer as a list of mutually exclusive alternatives
	Data type
	Cardinality
	Description

	array(SteeringInfo)
	1..N
	List of PLMN/AccessTechnologies combinations.

	SecuredPacket
	1
	A secured packet containing one or more APDUs commands dedicated to Remote File Management.




* * * 7th Change * * * *
[bookmark: _Toc25270759][bookmark: _Toc27741886]6.2.6.3.2	Simple data types
Table 6.2.6.3.2-1: Simple data types
	Type Name
	Type Definition
	Description

	SorMac
	string
	pattern: "^[A-Fa-f0-9]{32}$"

	CounterSor
	string
	pattern: "^[A-Fa-f0-9]{4}$"

	AckInd
	boolean
	true indicates that the SoR-XMAC-IUE shall be computed and returned in the response

	SecuredPacket
	string
	Contains a secure packet as specified in 3GPP TS 24.501 [20]. It is encoded using base64 and represented as a String.
Format: base64




* * * 8th Change * * * *
[bookmark: _Toc25270776][bookmark: _Toc27741903]6.3.3.1	Overview
The structure of the Resource URIs of the UPUProtection service is shown in Figure 6.3.3.1-1


Figure 6.3.3.1-1: Resource URI structure of the UPUProtection API
Table 6.3.3.1-1 provides an overview of the resources and applicable HTTP methods.
Table 6.3.3.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	ue-upu
(Custom operation)
	{apiRoot}/nausf-upuprotection/v1/{supi}/ue-upu/generate-upu-data
	generate-upu-data (POST)
	Resource for UPU security material computation




* * * 9th Change * * * *
[bookmark: _Toc25270777][bookmark: _Toc27741904]6.3.3.2	Resource: ue-upu (Custom operation)
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* * * End of Changes **
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