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	Reason for change:
	According to the LS from SA3#97 meeting(S3-194674), SA3 has identified that the invalid authentication results in the UDM shall be removed in some cases: 
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The invalid authentication result shall be removed in these scenarios, otherwise, certain types of fraudulent attacks may not be prevented.
  Therefore, SA3 kindly asks CT4 to take this information into account and remove the authentication result stored in the UDM in the above scenarios.”

Currently, there is no specified function for removing the authentication results in the UDM. The Nudm_UEAuthentication Service shall be updated, allowing the NF service consumer to invoke this service for authentication result removal. 

	
	

	Summary of change:
	Update the Nudm_UEAuthentication Service for authentication result removal.
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[bookmark: _Toc27585027][bookmark: _Toc25270634][bookmark: _Toc27741761]* * * * Begin of Change * * * *
[bookmark: _Toc27585030][bookmark: _Toc11338419]5.4.2.1	Introduction
For the Nudm_UEAuthentication service the following service operations are defined:
-	Get
-	GetHssAv
-	ResultConfirmation
The Nudm_UEAuthentication service is used by the AUSF to request the UDM to select an authentication method, calculate a fresh authentication vector (AV) if required for the selected method, and provide it to the AUSF by means of the Get service operation. See 3GPP TS 33.501 [6] clause 14.2.2. 
The Nudm_UEAuthentication service is also used by the HSS to request UDM to generate the authentication vector(s) for EPS or IMS domain by means of GetHssAv service operation. See 3GPP TS 23.632 [32] clause 5.6.3.
The Nudm_UEAuthentication service is also used by the AUSF to inform the UDM about the occurrence of a successful or unsuccessful authentication by means of the ResultConfirmation service operation. See3GPP TS 33.501 [6] clause 14.2.3. 
The Nudm_UEAuthentication service is also used by the AUSF to request the UDM to authenticate the FN-RG accessing to 5GC via W-AGF. See 3GPP TS 23.316 [37] clause 7.2.1.3.
The Nudm_UEAuthentication service is also used by the NF service consumer to request the UDM to remove the UE authentication result when the UE deregisters from the network or NAS SMC fails during the registration procedure.
* * * * Next Change * * * *
[bookmark: _Toc27585036][bookmark: _Toc11338424]5.4.2.3.1	General
The following procedure using the ResultConfirmation service operation is supported:
-	Authentication Confirmation
-	Authentication Result Removal

* * * * Next Change * * * *
[bookmark: _Toc27585037][bookmark: _Toc11338425]5.4.2.3.X	Authentication Result Removal
Figure 5.4.2.3.X-1 shows a scenario where the NF service consumer requests the UDM to remove the Authentication Result. The request contains the UE's identity (supi), the serving network name and the Authentication result removing indication.


Figure 5.4.2.3.X-1: NF service consumer removes the authentication result
1.	The NF service consumer shall send a POST request to the UDM. The payload of the body shall contain at least the UE Id (i.e. SUPI), the Serving Network Name, and the indication to remove authentication result. 
2a.	On success, "204 No Content" shall be returned. The UDM shall remove the Authentication result based on the information in the above POST request. 
2b.	On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned.

* * * * Next Change * * * *
[bookmark: _Toc27585412][bookmark: _Toc11338730]6.3.3.3.3.1	POST
This method shall support the URI query parameters specified in table 6.3.3.3.3.1-1.
Table 6.3.3.3.3.1-1: URI query parameters supported by the POST method on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 6.3.3.3.3.1-2 and the response data structures and response codes specified in table 6.3.3.3.3.1-3.
Table 6.3.3.3.3.1-2: Data structures supported by the POST Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	AuthEvent
	M
	1
	The UE Authentication Event



Table 6.3.3.3.3.1-3: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	AuthEvent
	O
	0..1
	201 Created
	Upon success, a response body containing a representation of the created Authentication Event may be returned.

The HTTP response shall include a "Location" HTTP header that contains the resource URI of the created resource.

	
	
	
	204
No Content
	Returned if the Authentication result is removed.
The HTTP response shall include a "Location" HTTP header that contains the resource URI of the created resource.

	ProblemDetails
	M
	1
	404 Not Found
	The "cause" attribute shall be set to the following application error:
- USER_NOT_FOUND

	NOTE:	In addition common data structures as listed in table 6.3.7-1 are supported.



[bookmark: _Toc27585438][bookmark: _Toc11338742]* * * * Next Change * * * *
6.3.6.2.7	Type: AuthEvent
Table 6.3.6.2.7-1: Definition of type AuthEvent
	Attribute name
	Data type
	P
	Cardinality
	Description

	nfInstanceId
	NfInstanceId
	M
	1
	Identifier of the NF instance where the authentication occurred

	success
	Success
	M
	1
	true indicates success; false indicates no success.
Set to false in case of authentication result removal.

	timeStamp
	DateTime
	M
	1
	time stamp of the authentication

	authType
	AuthType
	M
	1
	string
Authentication Type ("EAP_AKA_PRIME" or "5G_AKA")

	servingNetworkName
	ServingNetworkName
	M
	1
	See 3GPP TS 33.501 [6] clause 6.1.1.4

	authRemovalInd
	Boolean
	O
	0..1
	When present, it shall indicate the authentication result in the UDM shall be removed.
This IE shall be set as follows:
-	true: authentication result in the UDM shall be removed;
-	false (default): authentication result in the UDM shall not be removed.



* * * * Next Change * * * *
[bookmark: _Toc27585641]A.4	Nudm_UEAU API
openapi: 3.0.0
info:
  version: '1.1.0.alpha-1'
  title: 'NudmUEAU'
  description: |
    UDM UE Authentication Service.
    © 2019, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.
[…]
  /{supi}/auth-events:
    post:
      summary: Create a new confirmation event
      operationId: ConfirmAuth
      tags:
        - Confirm Auth
      parameters:
        - name: supi
          in: path
          description: SUPI of the user
          required: true
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/AuthEvent'
        required: true
      responses:
        '201':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/AuthEvent'
          headers:
            Location:
              description: 'Contains the URI of the newly created resource, according to the structure: {apiRoot}/nudm-ueau/v1/{supi}/auth-events/{authEventId}'
              required: true
              schema:
                type: string
        '204':
          description: successful authentication result removal
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error
[…]
    AuthEvent:
      type: object
      required:
        - nfInstanceId
        - success
        - timeStamp
        - authType
        - servingNetworkName
      properties:
        nfInstanceId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/NfInstanceId'
        success:
          $ref: '#/components/schemas/Success'
        timeStamp:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DateTime'
        authType:
          $ref: '#/components/schemas/AuthType'
        servingNetworkName:
          $ref: '#/components/schemas/ServingNetworkName'
        authRemovalInd:
          type: boolean
          default: false
[…]
* * * * End of Change * * * *
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