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* * * First Change * * * *
5.4	Nudm_UEAuthentication Service
[bookmark: _Toc11338417]5.4.1	Service Description 
See 3GPP TS 23.501 [2] table 7.2.5-1 and 3GPP TS 23.632 [32] clause 6.2.5.1.
[bookmark: _Toc11338418]* * * Next Change * * * *
[bookmark: _Toc11338422]5.4.2.2.2	Authentication Information Retrieval
Figure 5.4.2.2.2-1 shows a scenario where the NF service consumer (AUSF or HSS) retrieves authentication information for the UE from the UDM (see also 3GPP TS 33.501 [6] clause 6.1.2). When sent by the AUSF, tThe request contains the UE's identity (supi or suci), the serving network name,  and may contain resynchronization info. When sent by the HSS the request contains the UE's identity (IMSI), the type of requested AV, and may contain the Visited PLMN ID.


Figure 5.4.2.2.2-1: NF service consumer requesting authentication information
1.	The NF service consumer sends a POST request (custom method: generate-auth-data) to the resource representing the UE's security information. 
2a.	The UDM responds with "200 OK" with the message body containing the authentication data information. 
2b.	If the operation cannot be authorized due to e.g UE does not have required subcription data, access barring or roaming restrictions, HTTP status code "403 Forbidden" should be returned including additional error information in the response body (in "ProblemDetails" element). 
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the POST response body.
* * * Next Change * * * *

[bookmark: _Toc11338737]6.3.6.2.2	Type: AuthenticationInfoRequest
Table 6.3.6.2.2-1: Definition of type AuthenticationInfoRequest
	Attribute name
	Data type
	P
	Cardinality
	Description

	servingNetworkName
	ServingNetworkName
	CM
	0..1
	See 3GPP TS 33.501 [6] clause 6.1.1.4
shall be present when used by the AUSF

	resynchronizationInfo
	ResynchronizationInfo
	O
	0..1
	Contains RAND and AUTS; see 3GPP TS 33.501 [6] clause 7.5

	supportedFeatures
	SupportedFeatures
	O
	0..1
	See clause 6.3.8

	ausfInstanceId
	NfInstanceId
	CM
	0..1
	NF Instance Id of the AUSF

	hssInstanceId
	NfInstanceId
	C
	0..1
	NF Instance Id of the HSS

	servingPlmnId
	PlmnId
	O
	0..1
	May be present when used by the HSS

	typeOfRequestedHssAv
	HssAvType
	C
	0..1
	Shall be present when used by the HSS

	NOTE:	Either ausfInstanceId or hssInstanceId shall be present.



[bookmark: _Toc11338738]* * * Next Change * * * *
[bookmark: _Toc11338749]6.3.6.2.3	Type: AuthenticationInfoResult
Table 6.3.6.2.3-1: Definition of type AuthenticationInfoResult
	Attribute name
	Data type
	P
	Cardinality
	Description

	authType
	AuthType
	CM
	1
	Indicates the authentication method
shall be present when sent to the AUSF

	authenticationVector
	AuthenticationVector
	C
	0..1
	contains an authentication vector if 5G AKA or EAP-AKA's is selected

	supi
	Supi
	C
	0..1
	SUPI shall be present if the request contained the SUCI within the request URI

	supportedFeatures
	SupportedFeatures
	O
	0..1
	See clause 6.3.8

	hssAv
	HssAuthenticationVector
	C
	0..1
	Contains an authentication vector if requested by the HSS



* * * Next Change * * * *
6.3.6.2.x	Type: HssAuthenticationVector
Table 6.3.6.2.x-1: Definition of type HssAuthenticationVector
	Attribute name
	Data type
	P
	Cardinality
	Description

	avGeran
	AvGeran
	C
	0..1
	GERAN Authentication Vector

	avUtran
	AvUtran
	C
	0..1
	UTRAN Authentication Vector

	avEutran
	AvEutran
	C
	0..1
	EUTRAN Authentication Vector



* * * Next Change * * * *
[bookmark: _Toc11338740]6.3.6.2.y1	Type: AvGeran
Table 6.3.6.2.y1-1: Definition of type AvGeran
	Attribute name
	Data type
	P
	Cardinality
	Description

	rand
	Rand
	M
	1
	

	sres
	Sres
	M
	1
	

	kc
	Kc
	M
	1
	



* * * Next Change * * * *
6.3.6.2.y2	Type: AvUtran
Table 6.3.6.2.y2-1: Definition of type AvUtran
	Attribute name
	Data type
	P
	Cardinality
	Description

	rand
	Rand
	M
	1
	

	xres
	Xres
	M
	1
	

	ck
	Ck
	M
	1
	

	ik
	Ik
	M
	1
	

	autn
	Autn
	M
	1
	



* * * Next Change * * * *
6.3.6.2.y3	Type: AvEutran
Table 6.3.6.2.y3-1: Definition of type AvEutran
	Attribute name
	Data type
	P
	Cardinality
	Description

	rand
	Rand
	M
	1
	

	xres
	Xres
	M
	1
	

	autn
	Autn
	M
	1
	

	kasme
	Kasme
	M
	1
	



* * * Next Change * * * *
[bookmark: _Toc11338746]6.3.6.3.2	Simple data types 
The simple data types defined in table 6.3.6.3.2-1 shall be supported.
Table 6.3.6.3.2-1: Simple data types
	Type Name
	Type Definition
	Description

	Autn
	string
	pattern: "[A-Fa-f0-9]{32}"

	Auts
	string
	pattern: "[A-Fa-f0-9]{28}"

	CkPrime
	string
	pattern: "[A-Fa-f0-9]{32}"

	IkPrime
	string
	pattern: "[A-Fa-f0-9]{32}"

	Kausf
	string
	pattern: "[A-Fa-f0-9]{64}"

	Rand
	string
	pattern: "[A-Fa-f0-9]{32}"

	ServingNetworkName
	string
	See 3GPP TS 33.501 [6] clause 6.1.1.4

	Success
	boolean
	true indicates success, false indicates no success

	Xres
	string
	pattern: "[A-Fa-f0-9]{8,32}"

	XresStar
	string
	pattern: "[A-Fa-f0-9]{32}"

	Sres
	string
	pattern: "[A-Fa-f0-9]{32}"

	Kc
	string
	pattern: "[A-Fa-f0-9]{16}"

	Ck
	string
	pattern: "[A-Fa-f0-9]{32}"

	Ik
	string
	pattern: "[A-Fa-f0-9]{32}"

	Kasme
	string
	pattern: "[A-Fa-f0-9]{64}"



* * * Next Change * * * *
6.3.6.3.z	Enumeration: HssAvType
Table 6.3.6.3.z-1: Enumeration HssAvType
	Enumeration value
	Description

	"GERAN"
	

	"UTRAN"
	

	"EUTRAN"
	



* * * Next Change * * * *
[bookmark: _Toc11338880][bookmark: _Hlk9329729][bookmark: historyclause]A.4	Nudm_UEAU API
openapi: 3.0.0
info:
  version: '1.0.1'
  title: 'NudmUEAU'
  description: |
    UDM UE Authentication Service.
    © 2019, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.503 Unified Data Management Services, version 15.4.0
  url: 'http://www.3gpp.org/ftp/Specs/archive/29_series/29.503/'

servers:
  - url: '{apiRoot}/nudm-ueau/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause clause 4.4 of 3GPP TS 29.501.

security:
  - oAuth2ClientCredentials:
    - nudm-ueau
  - {}

paths:
  /{supiOrSuci}/security-information/generate-auth-data:
    post:
      summary: Generate authentication data for the UE
      operationId: GenerateAuthData
      tags:
        - Generate Auth Data
      parameters:
        - name: supiOrSuci
          in: path
          description: SUPI or SUCI of the user
          required: true
          schema:
            $ref: '#/components/schemas/SupiOrSuci'
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/AuthenticationInfoRequest'
        required: true
      responses:
        '200':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/AuthenticationInfoResult'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '501':
          $ref: 'TS29571_CommonData.yaml#/components/responses/501'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error

  /{supi}/auth-events:
    post:
      summary: Create a new confirmation event
      operationId: ConfirmAuth
      tags:
        - Confirm Auth
      parameters:
        - name: supi
          in: path
          description: SUPI of the user
          required: true
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/AuthEvent'
        required: true
      responses:
        '201':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/AuthEvent'
          headers:
            Location:
              description: 'Contains the URI of the newly created resource, according to the structure: {apiRoot}/nudm-ueau/v1/{supi}/auth-events/{authEventId}'
              required: true
              schema:
                type: string
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error

components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows: 
        clientCredentials: 
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            nudm-ueau: Access to the nudm-ueau API


  schemas:

# COMPLEX TYPES:

    AuthenticationInfoRequest:
      type: object
      required:
        - servingNetworkName
        - ausfInstanceId
      properties:
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        servingNetworkName:
          $ref: '#/components/schemas/ServingNetworkName'
        resynchronizationInfo:
          $ref: '#/components/schemas/ResynchronizationInfo'
        ausfInstanceId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/NfInstanceId'
        hssInstanceId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/NfInstanceId'
        servingPlmnId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnId'
        typeOfRequestedAv:
          $ref: '#components/schemas/AvType'

    AuthenticationInfoResult:
      type: object
      required:
        - authType
      properties:
        authType:
          $ref: '#/components/schemas/AuthType'
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        authenticationVector:
          $ref: '#/components/schemas/AuthenticationVector'
        supi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
        hssAv:
          $ref: '#/components/schemas/HssAuthenticationVector'

    AuthenticationVector:
      oneOf:
        - $ref: '#/components/schemas/AvEapAkaPrime'
        - $ref: '#/components/schemas/Av5GHeAka'
      discriminator:
        propertyName: avType
        mapping: 
          5G_HE_AKA: '#/components/schemas/Av5GHeAka'
          EAP_AKA_PRIME: '#/components/schemas/AvEapAkaPrime'

    AvEapAkaPrime:
      type: object
      required:
        - avType
        - rand
        - xres
        - autn
        - ckPrime
        - ikPrime
      properties:
        avType:
          $ref: '#/components/schemas/AvType'
        rand:
          $ref: '#/components/schemas/Rand'
        xres:
          $ref: '#/components/schemas/Xres'
        autn:
          $ref: '#/components/schemas/Autn'
        ckPrime:
          $ref: '#/components/schemas/CkPrime'
        ikPrime:
          $ref: '#/components/schemas/IkPrime'

    Av5GHeAka:
      type: object
      required:
        - avType
        - rand
        - xresStar
        - autn
        - kausf
      properties:
        avType:
          $ref: '#/components/schemas/AvType'
        rand:
          $ref: '#/components/schemas/Rand'
        xresStar:
          $ref: '#/components/schemas/XresStar'
        autn:
          $ref: '#/components/schemas/Autn'
        kausf:
          $ref: '#/components/schemas/Kausf'

    ResynchronizationInfo:
      type: object
      required:
        - rand
        - auts
      properties:
        rand:
          $ref: '#/components/schemas/Rand'
        auts:
          $ref: '#/components/schemas/Auts'

    AuthEvent:
      type: object
      required:
        - nfInstanceId
        - success
        - timeStamp
        - authType
        - servingNetworkName
      properties:
        nfInstanceId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/NfInstanceId'
        success:
          $ref: '#/components/schemas/Success'
        timeStamp:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DateTime'
        authType:
          $ref: '#/components/schemas/AuthType'
        servingNetworkName:
          $ref: '#/components/schemas/ServingNetworkName'

    HssAuthenticationVector:
      type: object
      properties:
        avGeran:
          $ref: '#/components/schemas/AvGeran'
        avUtran:
          $ref: '#/components/schemas/AvUtran'
        avEutran:
          $ref: '#/components/schemas/AvEutran'

    AvGeran:
      type: object
      required:
        - rand
        - sres
        - kc
      properties:
        rand:
          $ref: '#/components/schemas/Rand'
        sres:
          $ref: '#/components/schemas/Sres'
        kc:
          $ref: '#/components/schemas/Kc'

    AvUtran:
      type: object
      required:
        - rand
        - xres
        - ck
        - ik
        - autn
      properties:
        rand:
          $ref: '#/components/schemas/Rand'
        xres:
          $ref: '#/components/schemas/Xres'
        ck:
          $ref: '#/components/schemas/Ck'
        ik:
          $ref: '#/components/schemas/Ik'
        autn:
          $ref: '#/components/schemas/Autn'

    AvEutran:
      type: object
      required:
        - rand
        - xres
        - autn
        - kasme
      properties:
        rand:
          $ref: '#/components/schemas/Rand'
        xres:
          $ref: '#/components/schemas/Xres'
        autn:
          $ref: '#/components/schemas/Autn'
        kasme:
          $ref: '#/components/schemas/Kasme'

# SIMPLE TYPES:

    Autn:
      type: string
      pattern: '^[A-Fa-f0-9]{32}$'

    Auts:
      type: string
      pattern: '^[A-Fa-f0-9]{28}$'

    CkPrime:
      type: string
      pattern: '^[A-Fa-f0-9]{32}$'

    IkPrime:
      type: string
      pattern: '^[A-Fa-f0-9]{32}$'

    Kausf:
      type: string
      pattern: '^[A-Fa-f0-9]{64}$'

    Rand:
      type: string
      pattern: '^[A-Fa-f0-9]{32}$'

    Xres:
      type: string
      pattern: '^[A-Fa-f0-9]{8,32}$'

    XresStar:
      type: string
      pattern: '^[A-Fa-f0-9]{32}$'

    SupiOrSuci:
      type: string
      pattern: '^(imsi-[0-9]{5,15}|nai-.+| suci-(0-[0-9]{3}-[0-9]{2,3}|[1-7]-.+)-[0-9]{1,4}-(0-0-.+|[a-fA-F1-9]-([1-9]|[1-9][0-9]|1[0-9]{2}|2[0-4][0-9]|25[0-5])-[a-fA-F0-9]+)|.+)$'

    ServingNetworkName:
      type: string
      pattern: '^5G:mnc[0-9]{3}[.]mcc[0-9]{3}[.]3gppnetwork[.]org$'

    Success:
      type: boolean

    Sres:
      type: string
      pattern: '^[A-Fa-f0-9]{32}$'

    Kc:
      type: string
      pattern: '^[A-Fa-f0-9]{16}$'

    Ck:
      type: string
      pattern: '^[A-Fa-f0-9]{32}$'

    Ik:
      type: string
      pattern: '^[A-Fa-f0-9]{32}$'

    Kasme:
      type: string
      pattern: '^[A-Fa-f0-9]{64}$'


# ENUMS:

    AuthType:
      anyOf:
        - type: string
          enum:
          - 5G_AKA
          - EAP_AKA_PRIME
          - EAP_TLS
        - type: string

    AvType:
      anyOf:
        - type: string
          enum:
          - 5G_HE_AKA
          - EAP_AKA_PRIME
        - type: string

    HssAvType:
      anyOf:
        - type: string
          enum:
          - GERAN
          - UTRAN
          - EUTRAN
        - type: string

* * * End Of Change * * * *
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