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1. Introduction
<Introduction part (optional)>
2. Reason for Change
SUCI de-concealment and 5G AV generation are independent functionalities. When AV vector generation is performed in the HSS (because the user’s authentication Subscription data are stored in the HSS or EPS-UDR), this does not mean that there is no ARPF in the UDM. Indeed the ARPF in the UDM still stores the home network private key which is not subscriber specific. SUCI de-concealment in the UDM is possible without the need for any subscriber specific subscription data.
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TS <TS number and version>.

* * * First Change * * * *
5.2.2	Vector Generation in HSS
This clause specifies the procedures for authentication vector request when the subscriber's authentication subscription data is stored at the EPS-UDR. In this case, the UDM requests the generation of the Authentication Vector for 5GS to the HSS.  
NOTE:	The HSS acts as ARPF rather than as AuC and it is required to generate authentication vectors as defined in 3GPP TS 33.501 [6].
Editor's Note: The possibility to collocate the ARPF in HSS (i.e. not within UDM as described in TS 33.501 [6]) needs to be confirmed by SA3.  
When the UDM receives an authentication information Request from the AUSF it shall check (by means of an 5GS-UDR query or local configuration in the UDM) whether the subscribed authentication method is 5G_AKA or EAP_AKA_PRIME and if so whether 5G authentication vector generation for the identified subscriber shall be done in the HSS. If so, the UDM shall make use of the Nhss_UEAuthentication_Get service operation to retrieve a 5G authentication vector from the HSS.
Figure 5.2.2-1 shows the scenario where the authentication vector request for a 5G subscriber who also has an EPS subscription is received by the UDM.


Figure 5.2.2-1: Authentication for 5G subscriber with authentication vector generation in HSS
1.	The UDM receives an Authentication Vector request, containing the identity of the user (SUPI or SUCI). If SUCI is received, the UDM performs SUCI to SUPI de-concealment. For details of the Nudm_UEAuthentication Service see 3GPP TS 23.502 [5] and 3GPP TS 33.501 [6]. 
Editor's Note:	According to TS 33.501 [6], the ARPF holds the home network private key that is used by the SIDF to deconceal the SUCI and reconstruct the SUPI.  It needs to be confirmed if UDM would still be able to deconceal the SUPI in the case that the ARPF is colocated with the HSS rather than with the UDM.
2.	If the 5GS-UDR is used, the UDM queries the 5GS-UDR using the SUPI to retrieve Authentication Subscription Information. In this scenario the Authentication Subscription Information contains a subscribed authentication method of 5G_AKA or EAP_AKA_PRIME and an indicator indicating that authentication vector generation shall be performed in the HSS. Optionally, the indication that the authentication vector generation shall be performed in the HSS could be locally configured at the UDM/ARPF.
3.	The UDM uses the Nhss_UEAuthentication_Get service operation to retrieve an authentication vector from the HSS. The request contains the IMSI the authentication method and serving network name.
4.	The HSS reads authentication subscription data from the EPS-UDR. This step is omitted if all relevant authentication subscription data are stored locally in the HSS.
5.	The HSS (AuC/ARPF) calculates the requested authentication vector taking into account the serving network name and authentication method received in step 3 and the authentication subscription information retrieved from the EPS-UDR.
6.	The calculated authentication vector is sent to the UDM.
7.	The HSS updates the EPS-UDR with the new sequence number. This step is omitted if the sequence number is stored locally in the HSS.
8.	The UDM forwards the authentication vector to the AUSF.
* * * End Of Change * * * *
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