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1. Introduction

The Indirect Communication model in SBA requires that the NF service consumer sends its service requests towards an entity called SCP which, in turn, will issue a new service request towards the target NF service producer.

The following aspects are also applicable:

· The service request from the NF service consumer, when protected with TLS, shall terminate the TLS connection at the SCP

· It should be possible to let the NF service consumer and/or SCP to cache previous responses received from the NF service consumer


2. Alternatives

It was agreed in previous CT4 meetings that the NF service consumer would convey to the SCP the API Root (HTTP schema + authority + API Prefix) of the target NF service producer in an HTTP header called 3gpp-Sbi-Target-ApiRoot.

Alternative A

[bookmark: _GoBack]Initially, during CT4#93 meeting, it was proposed that the NF service consumer would set the authority of the HTTP request towards SCP as the FQDN + port of the SCP. This was regarded as problematic since several requests towards different NF service producers could result into identical HTTP requests towards SCP, which would make the caching of responses in the NF service consumer not feasible.

Alternative B

In order to solve that problem, it was proposed in the conference call held by CT4 on 2019-09-18 to set the authority of the HTTP requests as:

<Label representing the target FQDN>.<FQDN of the SCP>

Given that cache keys are typically based on the full URI, including the authority part, this solves the issue of collisions between cached responses.

This approach, however, has the following drawbacks:

· The DNS infrastructure of the operator must be configured so all addresses in the form of:

*.<FQDN of the SCP>

must be resolved to the IP address of the SCP

· The SCP must present a wildcard certificate matching the domains:

*.<FQDN of the SCP>

Alternative C (new)

A variation of the previous approach can be to define a query parameter (e.g. ck, from "cache key") that can take a value linked to the FQDN of the target NF service producer.

Some aspects applicable to this ck query parameter are:

· It will be used by the cache systems in the NF service consumer and/or in the SCP, in order to distinguish cache objects. This is a typical feature found in caches (see [1]).

· It can contain a short compact value calculated in different ways (implementation specific) but, for example, it can be a 40-bit truncation of the SHA-1 hash of the whole API Root of the target NF service producer (same value as included in the 3gpp-Sbi-Target-ApiRoot header.

Note: The probability of collision [2], among a number of 1500 hosts/FQDNs, using 40-bit hashes is aprox. 10-6

· The value must be always bound to a given apiRoot of the NF service producer (i.e. same API Root must always produce the same value for the content of ck).

· The query parameter ck is only used in the HTTP requests between the NF service consumer and the SCP, and not sent to the actual NF service producer; given that it is not part of the actual service definition, it is proposed to NOT document it in OpenAPI definitions of service producers, and only document it in TS 29.500.

In comparison with Alternative B, it has the advantage of not requiring any impact on DNS deployments and it does not require the issuance and deployment of wildcard TLS certificates. It only requires to configure caches appropriately to make use of a given query parameter to build cache keys; the configuration of cache systems is something natural to be done in an SBA deployment in order to get full efficiency of HTTP request/response transactions.

Example:
AMF needs to send a GET request to UDM to the following URIs:

1. https://udm1.operator.com/api-prefix/nudm-sdm/v1/{supi}/nssai

2. https://udm2.operator.com/api-prefix/nudm-sdm/v1/{supi}/nssai

via:

https://scp.operator.com:8080/

The requests are, then, sent to SCP as follows:

1. GET https://scp.operator.com:8080/nudm-sdm/v1/{supi}/nssai?ck=47A319D0F9
Accept: application/json
3gpp-Sbi-Target-ApiRoot: https://udm1.operator.com/api-prefix

2. GET https://scp.operator.com:8080/nudm-sdm/v1/{supi}/nssai?ck=2F367503F4
Accept: application/json
3gpp-Sbi-Target-ApiRoot: https://udm2.operator.com/api-prefix

This example shows how those 2 requests, that would have been otherwise identical, are now differentiated by the inclusion of the ck query parameter, and when the cache system is configured to use such parameter as an additional key, it can differentiate between responses to be reused by NF service consumers.

3. Conclusion

It is proposed that CT4 agree to adopt the solution described in the new alternative C, as shown above.
If agreed, Ericsson volunteers to bring the relevant CRs in subsequent CT4 meetings.
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