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	Reason for change:
	Routing mechanisms used for Indirect Communication need to be specified. 

When TLS is used between NFs and the SCP, an end-to-end TLS association is not possible between the NF Service Consumer and NF Service Producer, since the SCP shall be able to read and modify the contents of the HTTP messages, for both indirect communication with or without delegated discovery. Therefore, separate HTTPs connections have to be set up between the HTTP client and the SCP, and between the SCP and the HTTP server; HTTP CONNECT requests shall not be used for Indirect Communication. 

Accordingly, the HTTP client shall set the "authority" in request URI to the FQDN or IP address of the SCP to ensure a successful TLS handshake (for indirect communication with and without delegated discovery). The SCP modifies the "authority" to the FQDN or IP address of the target NF service instance when forwarding the request.  


	
	

	Summary of change:
	Clause 4.3 (NF Service Framework) is extended to refer to inter service communication supporting Direct and Indirect Communication. 

Annex G of 3GPP TS 23.501 describes deployment examples for the SCP. Stage 3 shall enable support of any SCP deployment. An SCP may be known to the NF (e.g. SCP based on independent deployment units) or not (e.g. SCP based on service mesh, with co-located NF and SCP within a same deployment unit). 
 
Routing Mechanism with SCP (when using TLS between NFs and SCP) are updated according to the description in the Reason for Change. 
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* * * First Change * * * *
[bookmark: _Toc9501005][bookmark: _Toc9501051][bookmark: _Toc9501017][bookmark: _Toc11336234][bookmark: _Toc11336237]4.3	NF Service Framework
[bookmark: _Toc9501006]4.3.1	General
The Service Based Architecture shall support the NF Service Framework that enable the use of NF services as specified in subclause 7.1 of 3GPP TS 23.501 [3].
The NF Service Framework includes the following mechanisms:
-	NF service registration and de-registration: to make the NRF aware of the available NF instances and supported services (see subclause 7.1.5 of 3GPP TS 23.501 [3]);
-	NF service discovery: to enable a NF Service Consumer to discover NF Service Producer instance(s) which provide the expected NF service(s) (see subclause 7.1.3 of 3GPP TS 23.501 [3]);
-	NF service authorization: to ensure the NF Service Consumer is authorized to access the NF service provided by the NF Service Producer (see subclause 7.1.4 of 3GPP TS 23.501 [3]); 
-	Inter service communication: NF Service Consumers and NF Service Producers may communicate directly or indirectly via a Service Communication Proxy (SCP). Whether a NF uses Direct Communication or Indirect Communication via an SCP is based on configuration of the NF.
The corresponding stage 3 procedures for NF service registration and de-registration, NF service discovery and NF service authorization are defined in 3GPP TS 29.510 [8].

* * * Next Change * * * *
[bookmark: _Toc9501034][bookmark: _Toc4121472]6.1	Routing Mechanisms 
[bookmark: _Toc9501035]6.1.1	General
This clause specifies the generic routing mechanisms in the 5GC. Specific requirements to support Indirect Communication are further defined in clause 6.10.  
For HTTP message routing between Network Functions, the message routing mechanism as specified in clause 5 of IETF RFC 7230 [12] is almost followed with some differences due to the adoption of HTTP/2 and to some 5G system specificities.
NOTE:	The term "inbound" are defined in subclause 2.3 of IETF RFC 7230 [12]. It describes a directional requirement in relation to the request route: "inbound" means toward the origin server.

* * * Next Change * * * *
6.10	Support of Indirect Communication
[bookmark: _Toc4121473]6.10.1	General
NF Service Consumers and NF Service Producers may support iIndirect cCommunication via with SCP as specified in clauses 6.3 and 7.1 of 3GPP TS 23.501 [3]. This clause defines specific requirements to support Indirect Communication. 
Annex G of 3GPP TS 23.501 [3] describes deployment examples for the SCP. Stage 3 shall enable support of any SCP deployment. An SCP may be known to the NF (e.g. SCP based on independent deployment units) or not (e.g. SCP based on service mesh, with co-located NF and SCP within a same deployment unit).  
Indirect Communication shall support the same level of security as Direct Communication. Security requirements for Indirect Communications are specified in 3GPP TS 33.501 [17]. TLS shall be used between the SCP and NFs, if network security is not provided by other means. When co-located within a same deployment unit, a NF and SCP may interact using HTTP. 
Editor's Note: Security requirements for Indirect Communication are still being studied by 3GPP SA3 in 3GPP TR 33.855, see potential security requirements in clauses 4.1.10 and 4.1.11 of 3GPP TR 33.855 in particular. Clause 4.1.11.3 of 3GPP TR 33.855 also indicates that it is possible to assume physical security within a deployment unit. The above paragraph will be aligned with the final SA3 outcomes. 

6.10.12	Routing Mechanism with SCP (when using TLS between NFs and SCP)
6.10.2.0	General
The routing mechanisms specified in clause 6.1 shall apply for Indirect Communication with the additions or modifications specified in this clause.
6.10.2.1	HTTP/2 connection management
When TLS is used between NFs and the SCP, an end-to-end TLS association is not possible between the NF Service Consumer and NF Service Producer, since the SCP shall be able to read and modify the contents of the HTTP messages, for both indirect communication with or without delegated discovery. Therefore, separate HTTPs connections have to be set up between the HTTP client and the SCP, and between the SCP and the HTTP server. HTTP CONNECT requests shall not be used for Indirect Communication.  
The NF and SCP shall manage the HTTP/2 connections as defined in clause 5.2.6.
6.10.12.12	Connecting inbound
A NF may be configured to use indirect communication. If the request is not satisfied by a local cacheindirect communication is used, the NF (acting as HTTP/2 client) shall connect inbound by establishing (or reusing) a connection to an available SCP as defined in subclause 5.2 of IETF RFC 7230 [12] when sending HTTP/2 request.
When the SCP forwards the request to the HTTP server, the SCP (acting as an HTTP/2 client) shall connect inbound to an authority server for the target resource. For connecting inbound to an authority not in the same PLMN, the SCP shall connects to the Security Edge Protection Proxy. 
6.10.1.2	HTTP/2 connection management
The NF and SCP shall manage the HTTP/2 connections as defined in clause 5.2.6.
Editor’s Note:	It is FFS whether additional requirement is needed regarding connection management for indirect communication mode.
6.10.12.3	Pseudo-header setting
Editor’s Note:	It is FFS how to set the ":scheme" and ":authority" pseudo-headers for indirect communication without delegated discovery.
If delegated discovery is usedFor Indirect Communication with or without delegated discovery, when sending a request to the SCP, the NF service consumerHTTP client shall set the pseudo-headers as suchfollows:
-	":scheme" pseudo-header is set based on local configurationset to "https";
-	":authority" pseudo-header is set to the FQDN or IP address of the SCP which is to be communicated.
When forwarding a request to the HTTP server, the SCP shall set the pseudo-headers as specified in clause 6.1; the SCP shall modify the ":authority" HTTP/2 pseudo-header field to the FQDN or IP address of the target NF service instance. 

6.10.23	NF Discovery and Selection for indirect communication with delegated NF Discovery
6.10.23.1	General
If the SCP receives a service request which only targets a specific NF type, then it shall perform delegated NF discovery and selection. 
Editor’s Note:	Currently it is not specified how to construct a URI targeting an NF type.
6.10.23.2	Conveyance of NF Discovery Factors
The SCP may be delegated to perform NF service discovery (see option D in Annex E of 3GPP TS 23.501). When the NF service consumer is configured to use delegated service discovery, it shall include in the HTTP/2 request message the necessary NF service discovery factors to be used by the SCP to perform NF service discovery procedureson behalf of the NF service consumer. The latter shall convey these NF service discovery factors using the "nf-disc-factors" query parameter. The value of the "nf-disc-factors" query parameter is of type "NFDiscFactors" which is a JSON object (see 3GPP TS 29.571 [13] for the details of the data type "NFDiscFactors").
When receiving from the NF service consumer, a service request containing the "nf-disc-factors" query parameter and the SCP is to invoke NF service discovery towards the NRF to fulfil this task, then it shall take into account all the NF service discovery factors contained in the "nf-disc-factors" query parameter. It is also possible for the SCP to be internally configured to fulfil these service discovery tasks without interacting with the NRF.

* * * End of Changes * * * *

