
3GPP TSG CT4 Meeting #83
C4-182279
Montreal, CANADA; 26th Feb – 02nd Mar 2018

Source:
Orange
Title:
Pseudo-CR on AUSF Data Model
Spec:
3GPP TS 29.509 v0.4.0
Agenda item:
6.2.1.7
Document for:
Decision

1. Introduction
<Introduction part (optional)>

2. Reason for Change
The goal of this pCR is to introduce the different Data Types needed for the AUSF API in the clause General:
· AuthenticationInfo permits to create the resource at the AUSF level,
· UEAuthenticationCtx is the Data Type for the created resource at the AUSF. Its content depends on the reply from the UDM,
· 5GAkaProfile, EAPAkaPrimeProfile, av5GAka are data types internal to the UEAuthenticationCtx,
· ConfirmationData defines what is is sent by the AMF if a Confirmation is requested,
· EapSession is the DataType to embed related EAP information (EAP packets, Keys).
As a consequence, the Data type returned by the AUSF is different from the one which was received. It is the Data Type which corresponds to the generated resource that may "stay" on the AUSF e.g. if a Kausf needs to be available after the authentication process.

This revision of C4-182194 is a merge ofC4-182195, C4-182196 and C4-182197 taken into account related comments:

alignement with latest SA3 requirements


align "UEid" definition with the one in UDM specifications


correct Cardinality in some tables


enhance description of Key and other related Authentication vector information with pattern as it is done in UDM
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.509 v0.4.0.
*******
* * * First Change * * * *

6.1.3.2.3.1
POST 
This method shall support the URI query parameters specified in table 6.1.3.2.3.1-1.

Table 6.1.3.2.3.1-1: URI query parameters supported by the POST method on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	


This method shall support the request data structures specified in table 6.1.3.2.3.1-2 and the response data structures and response codes specified in table 6.1.3.2.3.1-3.
Table 6.1.3.2.3.1-2: Data structures supported by the POST Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	AuthenticationInfo
	M
	1
	contains the UE id (i.e. SUCI or SUPI as specified in 3GPP TS 33.501 [8])and the serving network name.)


Table 6.1.3.2.3.1-3: Data structures supported by the POST Response Body on this resource

	Data type
	P
	Cardinality
	Response

codes
	Description

	UEAuthenticationCtx
	M
	1
	201 Created
	Upon success, if 5G AKA is selected, the response body will contain one AV and if a confirmation is requested a "link" for the AMF to PUT the confirmation. If EAP-AKA' is selected, the response body will contain an EAP-request/AKA'-challenge packet and a "link" for the AMF to POST the EAP response.

The HTTP response shall include a "Location" header that contains the resource URI of the created resource.


Editor's Note: Error handling is FFS



* * * Second Change * * * *

6.1.3.3.3.1
PUT
This method shall support the URI query parameters specified in table 6.1.3.2.3.1-1.

Table 6.1.3.2.3.1-1: URI query parameters supported by the POST method on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	


This method shall support the request data structures specified in table 6.1.3.2.3.1-2 and the response data structures and response codes specified in table 6.1.3.2.3.1-3.
Table 6.1.3.3.3.1-2: Data structures supported by the PUT Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	ConfirmationData
	M
	1
	Contains the "RES*" generated by the UE and provided to the AMF.


Table 6.1.3.3.3.1-3: Data structures supported by the PUT Response Body on this resource

	Data type
	P
	Cardinality
	Response

codes
	Description

	ConfirmationData (FFS)
	<M, C or O>
	<1 (i.e. object)> or <0..N, 1..N, m..n (i.e. array)> or <leave empty>
	200 OK
	<Meaning of the success case> 

or 

<Meaning of the error case with additional statement regarding error handling>


Editor's Note:
it is FFS if a 200 OK with an empty payload is sufficient here. If it is not empty, it is FFS if it will be the same Data type as in the Request Body.


Editor's Note:
Failure cases are FFS

* * * Third Change * * * *

6.1.3.4.3.1
POST
This method shall support the URI query parameters specified in table 6.1.3.4.3.1-1.

Table 6.1.3.4.3.1-1: URI query parameters supported by the POST method on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	


This method shall support the request data structures specified in table 6.1.3.4.3.1-2 and the response data structures and response codes specified in table 6.1.3.4.3.1-3.
Table 6.1.3.4.3.1-2: Data structures supported by the POST Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	EapSession
	M
	1
	Contains the EAP packet response from the UE and transferred by the AMF


Table 6.1.3.4.3.1-3: Data structures supported by the POST Response Body on this resource

	Data type
	P
	Cardinality
	Response

codes
	Description

	EapSession


	M
	1
	200 OK
	Upon Success, the body response shall contain the EAP packet Success and the Kseaf


Editor's Note: it is FFS if the same Data type will be used in the Request and Response Body.

Editor's Note: it is FFS how to handle multiple round trips in the case of EAP-AKA' Notification.


* * * 4th Change * * * *

6.1.6.1
General

This subclause specifies the application data model supported by the API.


Table 6.1.6.1-1 specifies the data types defined for the Nausf service based interface protocol.

Table 6.1.6.1-1: Nausf specific Data Types
	Data type
	Section defined
	Description

	AuthenticationInfo
	6.1.6.2.2
	contains the UE id (i.e. SUCI or SUPI), the Serving Network Name

	UEAuthenticationCtx
	6.1.6.2.3
	contains the information related to the resource generated to handle the UE authentication. It contains at least the UE id, Serving Network, the Authentication Method, related EAP information or related 5G-AKA information.

	5gAkaData
	6.1.6.2.B
	contains 5G AKA related information

	AV5gAka
	6.1.6.2.C
	contains Authentication Vector for method 5G AKA

	EapAkaPrimeData
	6.1.6.2.D
	contains EAP AKA' related information

	ConfirmationData
	6.1.6.2.E
	contains the "RES*" generated by the UE

	EapSession
	6.1.6.2.F
	contains information related to the EAP session


Editor’s Note:
It is ffs which data types should be specified in 3GPP TS 29.571. 

Table 6.1.6.1-2 specifies data types re-used by the Nausf service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nausf service based interface. 
Table 6.1.6.1-2: Nausf re-used Data Types
	Data type
	Reference
	Comments

	
	
	


* * * 5th Change * * * *

6.1.6.2
Structured data types

6.1.6.2.1
Introduction



The following subclauses defines the structures to be used in resource representations.

* * * 6th Change * * * *

6.1.6.2.2
Type: AuthenticationInfo




Table 6.1.6.2.2-1: Definition of type AuthenticationInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	UEId
	UEId
	M
	1
	contains the SUPI or SUCI of the UE. See subclause 6.1.6.3.2

	servingNetworkName
	ServingNetworkName
	M
	1
	contains the Serving Network Name. See subclause 6.1.6.3.2

	reSynchronizationInfo
	ResynchronizationInfo
	O
	0..1
	Contains RAND and AUTS; see 3GPP TS 33.501 [8] subclause 9.4. See subclause 6.1.6.2.A


* * * 7th Change * * * *

6.1.6.2.3
Type: UEAuthenticationCtx

Table 6.1.6.2.2-1: Definition of type UEAuthenticationCtx
	Attribute name
	Data type
	P
	Cardinality
	Description

	UEId
	UEid
	M
	1
	contains the SUPI according to 3GPP TS 23.501 [8]. See subclause 6.1.6.2.

	authenticationMethod
	AuthenticationMethod
	M
	1
	Indicates the authentication method used for this UE ie. "5G-AKA", "5G-AKA-Confirmation" or "EAP-AKA'". See subclause 6.1.6.3.a

	5gAkaData
	5gAkaData
	C
	0..1
	If 5G AKA is used to authenticate the UE, this IE shall contain 5G AKA related information. If a confirmation is requested, it shall contain only one AV and "link" to the generated subresource.

See subclause 6.1.6.2.B.

	eapAkaPrimeData

	EapAkaPrimeData
	C
	0..1
	If EAP is used to authenticate the UE, this IE shall contain related EAP information. During the authentication procedure, it shall contain an EAP packet and a "link" to the generated subresource.

See subclause 6.1.6.2.D

	servingNetworkName
	ServingNetworkName
	O
	0..1
	contains the Serving Network Name. See subclause 6.1.6.3.2.


* * * 8th Change * * * *

6.1.6.2.A
Type: ResynchronizationInfo

Table 6.1.6.2.A-1: Definition of type ResynchronizationInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	rand
	Rand
	M
	1
	

	auts
	Auts
	M
	1
	


Editor's Note: It is FFS if the ResynchronizationInfo Type can be put in TS 29.571
* * * 9th Change * * * *

6.1.6.2.B
Type: 5gAkaData
Table 6.1.6.2.B-1: Definition of type 5gAkaData
	Attribute name
	Data type
	P
	Cardinality
	Description

	linkToConfirm
	Link
	C
	0..1
	If a confirmation is requested, it shall contain a "link" which indicates to the AMF where to confirm.

	av5GAka
	AV5GAka
	O
	0..1
	Authentication Vector for method 5G-AKA


Editor's Note: the "link" format is FFS.
* * * 10th Change * * * *

6.1.6.2.C
Type: AV5GAka
Table 6.1.6.2.C-1: Definition of type AV5GAka
	Attribute name
	Data type
	P
	Cardinality
	Description

	rand
	Rand
	M
	1
	

	xresStar
	XresStar
	M
	1
	

	autn
	Autn
	M
	1
	

	kausf
	Kausf
	M
	1
	


* * * 11th Change * * * *

6.1.6.2.D
Type: EapAkaPrimeData
Table 6.1.6.2.D-1: Definition of type EapAkaPrimeData
	Attribute name
	Data type
	P
	Cardinality
	Description

	linkToConfirm
	Link
	M
	1
	contains a "link" which indicates to the AMF where to confirm.

	eapPayload
	EapPayload
	M
	1
	contains an EAP packet.

See subclause 6.1.6.3.2.


Editor's Note: the "link" format is FFS.

* * * 12th Change * * * *

6.1.6.2.E
Type: ConfirmationData

Table 6.1.6.2.E-1: Definition of type ConfirmationData

	Attribute name
	Data type
	P
	Cardinality
	Description

	resStar
	ResStar
	M
	1
	contains the RES* provided by the UE to the AMF.


* * * 13th Change * * * *

6.1.6.2.F
Type: EapSession

Table 6.1.6.2.2-1: Definition of type EapSession

	Attribute name
	Data type
	P
	Cardinality
	Description

	eapPayload
	EapPayload
	M
	1
	contains the EAP packet.

	linkForNotification
	LinkForNotification
	C
	0..1
	if a Notification is used during EAP-AKA', a link is provided to the AMF

	kseaf
	Kseaf
	C
	0..1
	if the authentication is successful, the Kseaf shall be included


Editor's Note: "link" format is FFS
* * * 14th Change * * * *

6.1.6.3.2
Simple data types 


Table 6.1.6.3.2-1: Simple data types

	Type Name
	Type Definition
	Description

	Autn
	string
	pattern: "[A-Fa-f0-9]{32}"

	Auts
	string
	pattern: "[A-Fa-f0-9]{28}"

	EapPayload
	string
	The EAP packet is encoded using base64 and represented as a String.

	UEId
	string
	Represents the Subscription Identifier (SUPI or SUCI)
pattern: "(imsi-[0-9]{5,15}|nai-.+|suci-[0-9]{5-15})"

	ResStar
	string
	pattern: "[A-Fa-f0-9]{32}"

	Kausf
	string
	pattern: "[A-Fa-f0-9]{64}"

	Kseaf
	string
	pattern: "[A-Fa-f0-9]{64}"

	ServingNetworkName
	string
	See 3GPP TS 33.501 [6] subclause 6.1.1.3

	XresStar
	string
	pattern: "[A-Fa-f0-9]{32}"


Editor’s Note:
It is ffs which data types should be specified in 3GPP TS 29.571. 
Editor's Note:
the pattern of the UEId is FFS
* * * 15th Change * * * *

6.1.6.3.a
Enumeration: AuthenticationMethod

Table 6.1.6.3.a-1: Enumeration AuthenticationMethod
	Enumeration value
	Description

	5G_AKA
	5G AKA without Confirmation

	5G_AKA_CONFIRMATION
	5G AKA with Confirmation

	EAP_AKA_PRIME
	EAP-AKA'


* * * End of Changes * * * *

