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* * * For Information * * * *

5.2
Packet Forwarding Model

5.2.1
General

The packet forwarding scenarios supported over the Sxa, Sxb and Sxc reference points are specified in 3GPP TS 23.214 [2].

The CP function controls the packet processing in the UP function by establishing, modifying or deleting Sx Session contexts and by provisioning (i.e. adding, modifying or deleting) PDRs, FARs, QERs, URRs and/or BAR per Sx session context, whereby an Sx session context may correspond to an individual PDN connection, a TDF session, or a standalone session not tied to any PDN connection or TDF session used e.g. for forwarding Radius, Diameter or DHCP signalling between the PGW-C and the PDN. 

Each PDR shall contain a PDI, i.e. one or more match fields against which incoming packets are matched, and may be associated to the following rules providing the set of instructions to apply to packets matching the PDI:

-
one FAR, which contains instructions related to the processing of the packets as follows:

-
an Apply Action parameter, which indicates whether the UP function shall forward, duplicate, drop or buffer the packet with or without notifying the CP function about the arrival of a DL packet;

-
forwarding, buffering and/or duplicating parameters, which the UP function shall use if the Apply Action parameter requests the packets to be forwarded, buffered or duplicated respectively. These parameters may remain configured in the FAR regardless of the Apply Action parameter value, to minimize the changes to the FAR during the transitions of the UE between the idle and connected modes. The buffering parameters, when present, shall be provisioned in a BAR created at the Sx session level and referenced by the FAR.

NOTE 1:
Buffering refers here to the buffering of the packet in the UP function. The UP function is instructed to forward DL packets to the CP function when applying buffering in the CP function. See subclause 5.3.1.

-
zero, one or more QERs, which contains instructions related to the QoS enforcement of the traffic;

-
zero, one or more URRs, which contains instructions related to traffic measurement and reporting.

A FAR, a QER and a URR shall only be associated to one or multiple PDRs of the same Sx session context. 

The QoS Enforcement Rule Correlation ID shall be assigned by the CP function to correlate QERs from multiple Sx session contexts. For instance, the enforcement of APN-AMBR in the PGW-U shall be achieved by setting the same QoS Enforcement Rule Correlation ID to the QERs from different Sx sessions associated with all the PDRs corresponding to the non-GBR bearers of all the UE's PDN connections to the same APN. The QERs that are associated to the same QoS Enforcement Rule Correlation ID in multiple Sx sessions shall be provisioned, with the same QER contents, in each of these Sx sessions.

The following principles shall apply for the provisioning of PDRs in the UP function:

-
The CP function shall not provision more than one PDR with the same match fields in the PDI (i.e. with the same set of match fields and with the same value). The CP function may provision PDRs with the same value for a subset of the match fields of the PDI but not all; 

-
different PDRs of a same Sx session may overlap, e.g. the CP function may provision two PDRs which differ by having one match field set to a specific value in one PDR and the same match field not included in the other PDR (thus matching any possible value); 

-
different PDRs of different Sx sessions shall not overlap, i.e. there shall be at least one PDR in each Sx session which differs by at least one different (and not wildcarded) match field in their PDI, such that any incoming user plane packet may only match PDRs of a single Sx session; 

NOTE 2:
It is allowed for instance to provision in a PGW-U a same uplink PDR, matching any uplink traffic towards a particular application server's IP address, in two different Sx sessions of two different UEs, as long as each Sx session is also provisioned with another uplink PDR set with the respective UE IP address and/or uplink F-TEIDu, which allows the PGW-U to identify the Sx session to which the packet corresponds.

-
As an exception to the previous principle, the CP function may provision a PDR with all match fields wildcarded (i.e. all match fields omitted in the PDI) in a separate Sx session, to control how the UP function shall process packets unmatched by any PDRs of any other Sx session. The CP function may provision the UP function to send these packets to the CP function or to drop them. The UP function shall grant the lowest precedence to this PDR.

On receipt of a user plane packet, the UP function shall perform a lookup of the provisioned PDRs and:

-
identify first the Sx session to which the packet corresponds; and

-
find the first PDR matching the incoming packet, among all the PDRs provisioned for this Sx session, starting with the PDRs with the highest precedence and continuing then with PDRs in decreasing order of precedence. Only the highest precedence PDR matching the packet shall be selected, i.e. the UP function shall stop the PDRs lookup once a matching PDR is found.

A packet matches a PDR if all the match fields of the PDI of the PDR are matching the corresponding packet header fields. If a match field is not included in the PDI, it shall be considered as matching all possible values in the header field of the packet. If the match field is present and does not include a mask, the match field shall be considered as matching the corresponding header field of the packet if it has the same value. If the match field is present and includes a mask (e.g. IP address with a prefix mask), the match field shall be considered as matching the corresponding header field of the packet if it has the same value for the bits which are set in the mask. 
The match fields of the PDI shall correspond to outer and/or inner packet header fields, e.g. uplink bearer binding verification in the PGW-U may be achieved by configuring a PDR with the PDI containing the local GTP-U F-TEID (for outer IP packet matching) and the SDF filters of the data flows mapped to the bearer (for inner IP packet matching).

The UP function should drop packets unmatched by any PDRs.

The packet processing flow in the UP function is illustrated in Figure 5.2.1-1.
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Figure 5.2.1-1: Packet processing flow in the UP function
At the deletion of an Sx session, the UP function shall delete the Sx session context and all the associated non-preconfigured rules. 

NOTE 3:
Deleting a QER in one Sx session does not result in deleting another QER in another Sx session even when these two QERs have the same QER ID and/or are associated with the same QER Correlation ID.

A UP Function controlled by multiple CP functions shall handle Rule IDs from the different CP functions independently from each other.

Rule ID used for PDR, FAR, BAR, QER or URR is uniqualy identifying a rule of the corresponding rule type within a session.

* * * First Change * * * *

5.4.2
Service Detection and Bearer Binding

Service detection refers to the process that identifies the packets belonging to a service data flow or application. See subclauses 6.2.2.2 and 6.8.1 of 3GPP TS 23.203 [7].

Bearer binding is the procedure that associates a service data flow to an IP-CAN bearer deemed to transport the service data flow. UL bearer binding verification refers to the process of discarding uplink packets due to no matching service data flow template for the uplink direction. See subclauses 6.1.1.4 and 6.2.2.2 of 3GPP TS 23.203 [7].

Service detection is controlled over the Sxa, Sxb and Sxc reference points by configuring Packet Detection Information in PDRs to match the intended service data flows or application. 

The mapping of DL traffic to bearers is achieved by configuring and associating FARs to the downlink PDRs, with FARs set to forward the packets to the appropriate downstream bearers (S5/S8 or S1/S12/S4/Iu).

Uplink bearer binding verification is achieved by configuring Packet Detection Information in uplink PDRs containing the local F-TEID of the uplink bearer, the UE IP address (source IP address to match for the incoming packet), and the SDF filter(s) or the Application ID. As a result, uplink packets received on the uplink bearer but that do not match the SDF filter(s) or Application detection filter associated to the uplink PDRs are discarded.

NOTE 1:
For PCC Rules that contain an application identifier (i.e. that refer to an application detection filter), uplink traffic can be received on other IP-CAN bearers than the one determined by the binding mechanism. The detection of the uplink part of the service data flow can be activated in parallel on other bearers with non-GBR QCI (e.g. the default bearer) in addition to the bearer where the PCC rule is bound to. See subclauses 6.1.1.1 and 6.2.2.2 of 3GPP TS 23.203 [7]. Therefore, the uplink PDRs for these bearers can be provisioned with the PDI containing this service data flow and the local F-TEID of the uplink bearer.
NOTE 2:
To avoid the PGW-U discarding packets due to no matching service data flow template, the operator can apply open PCC rules (with wildcarded SDF filters) to allow for the passage of packets that do not match any other candidate SDF template. Therefore, an uplink PDR can be provisioned with the PDI containing only the local F-TEID of the uplink bearer.

NOTE 3:
Uplink bearer binding does not apply to Non-IP PDN connections.

* * * Next Change * * * *

7.5.2.2
Create PDR IE within Sx Session Establishment Request
The Create PDR grouped IE shall be encoded as shown in Figure 7.5.2.2-1.
Table 7.5.2.2-1: Create PDR IE within Sx Session Establishment Request
	Octet 1 and 2
	
	Create PDR IE Type = 1(decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	PDR ID
	M
	This IE shall uniquely identify the PDR among all the PDRs configured for that Sx session.
	X
	X
	X
	PDR ID

	Precedence
	M
	This IE shall indicate the PDR's precedence to be applied by the UP function among all PDRs of the Sx session, when looking for a PDR matching an incoming packet.
	-
	X
	X
	Precedence

	PDI
	M
	This IE shall contain the PDI against which incoming packets will be matched. 
See Table 7.5.2.2-2.
	X
	X
	X
	PDI

	Outer Header Removal 
	C
	This IE shall be present if the UP function is required to remove one or more outer header(s) from the packets matching this PDR.
	X
	X
	-
	Outer Header Removal

	FAR ID 
	C
	This IE shall be present if the Activate Predefined Rules IE is not included or if it is included but it does not result in activating a predefined FAR.
When present this IE shall contain the FAR ID to be associated to the PDR.
	X
	X
	X
	FAR ID

	URR ID
	C
	This IE shall be present if a measurement action shall be applied to packets matching this PDR.

When present, this IE shall contain the URR IDs to be associated to the PDR. 

Several IEs within the same IE type may be present to represent a list of URRs to be associated to the PDR.
	X
	X
	X
	URR ID

	QER ID 
	C
	This IE shall be present if a QoS enforcement action shall be applied to packets matching this PDR.

When present, this IE shall contain the QER IDs to be associated to the PDR. Several IEs within the same IE type may be present to represent a list of QERs to be associated to the PDR.
	-
	X
	X
	QER ID

	Activate Predefined Rules 
	C
	This IE shall be present if Predefined Rule(s) shall be activated for this PDR. When present this IE shall contain one Predefined Rules name.
Several IEs with the same IE type may be present to represent multiple "Activate Predefined Rules" names.
	-
	X
	X
	Activate Predefined Rules 


Table 7.5.2.2-2: PDI IE within Sx Session Establishment Request
	Octet 1 and 2
	
	PDI IE Type = 2 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Source Interface
	M
	This IE shall identify the source interface of the incoming packet.
	X
	X
	X
	Source Interface

	Local F-TEID 
	O
	If present, this IE shall identify the local F-TEID to match for an incoming packet. 

The CP function shall set the CHOOSE (CH) bit to 1 if the UP function supports the allocation of F-TEID and the CP function requests the UP function to assign a local F-TEID to the PDR.
	X
	X
	-
	F-TEID

	Network Instance
	O
	If present, this IE shall identify the Network instance to match for the incoming packet. See NOTE 1, NOTE2.
	X
	X
	X
	Network Instance

	UE IP address 
	O
	If present, this IE shall identify the source or destination IP address to match for the incoming packet. 
	-
	X
	X
	UE IP address

	SDF Filter
	O
	If present, this IE shall identify the SDF filter to match for the incoming packet. Several IEs with the same IE type may be present to provision a list of SDF Filters.
	-
	X
	X
	SDF Filter

	Application ID
	O
	If present, this IE shall identify the Application ID to match for the incoming packet. 
	-
	X
	X
	Application ID

	NOTE 1:
The Network Instance parameter is needed e.g. in the following cases:


-
PGW/TDF UP function supports multiple PDNs with overlapping IP addresses; 


-
SGW UP function is connected to PGWs in different IP domains (S5/S8);


-
PGW UP function is connected to SGWs in different IP domains (S5/S8);



-
SGW UP function is connected to eNodeBs in different IP domains.
NOTE 2: 
When a Local F-TEID is provisioned in the PDI, the Network Instance shall relate to the IP address of the F-TEID. Otherwise, the Network Instance shall relate to the UE IP address.


* * * For Information * * * *

7.5.4.2
Update PDR IE within Sx Session Modification Request
The Update PDR grouped IE shall be encoded as shown in Figure 7.5.4.2-1.
Table 7.5.4.2-1: Update PDR IE within Sx Session Modification Request
	Octet 1 and 2
	
	Update PDR IE Type = 9 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	PDR ID
	M
	This IE shall uniquely identify the PDR among all the PDRs configured for that Sx session.
	X
	X
	X
	PDR ID

	Outer Header Removal 
	C
	This IE shall be present if it needs to be changed.
	X
	X
	-
	Outer Header Removal

	Precedence
	C
	This IE shall be present if there is a change in the PDR's precedence to be applied by the UP function among all PDRs of the Sx session, when looking for a PDR matching an incoming packet.
	-
	X
	X
	Precedence

	PDI
	C
	This IE shall be present if there is a change within the PDI against which incoming packets will be matched. When present, this IE shall replace the PDI previously stored in the UP function for this PDR. See Table 7.5.2.2-2.
	X
	X
	X
	PDI

	FAR ID 
	C
	This IE shall be present if it needs to be changed
	X
	X
	X
	FAR ID

	URR ID 
	C
	This IE shall be present if a measurement action shall be applied or no longer applied to packets matching this PDR.

When present, this IE shall contain the list of all the URR IDs to be associated to the PDR.
	X
	X
	X
	URR ID

	QER ID 
	C
	This IE shall be present if a QoS enforcement action shall be applied or no longer applied to packets matching this PDR.

When present, this IE shall contain the list of all the QER IDs to be associated to the PDR.
	-
	X
	X
	QER ID

	Activate Predefined Rules 
	C
	This IE shall be present if new Predefined Rule(s) needs to be activated for the PDR. When present this IE shall contain one Predefined Rules name.
Several IEs with the same IE type may be present to represent multiple "Activate Predefined Rules" names.
	-
	X
	X
	Activate Predefined Rules 

	Deactivate Predefined Rules 
	C
	This IE shall be present if Predefined Rule(s) needs to be deactivated for the PDR. When present this IE shall contain one Predefined Rules name.
Several IEs with the same IE type may be present to represent multiple "Activate Predefined Rules" names.
	-
	X
	X
	Deactivate Predefined Rules 

	NOTE:
The IEs which do not need to be modified shall not be included in the Update PDR IE. The UP function shall continue to behave according to the values previously received for IEs not present in the Update PDR IE.




* * * Next Change * * * *

8.2.5
SDF Filter
The SDF Filter IE type shall be encoded as shown in Figure 8.2.5-1. It contains an SDF Filter, i.e. a single IP flow packet filter.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 23 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5
	Spare
	FL
	SPI
	TTC
	FD
	

	
	6
	Spare
	

	
	m to (m+1)
	Length of Flow Description
	

	
	(m+2) to p
	Flow Description
	

	
	s to (s+1)
	ToS Traffic Class
	

	
	t to (t+3)
	Security Parameter Index
	

	
	v to (v+2)
	Flow Label
	

	
	w to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.5-1: SDF Filter

The following flags are coded within Octet 5:

-
Bit 1 – FD (Flow Description): If this bit is set to "1", then the Length of Flow Description and the Flow Description fields shall be present, otherwise they shall not be present.

-
Bit 2 – TTC (ToS Traffic Class): If this bit is set to "1", then the ToS Traffic Class field shall be present, otherwise the ToS Traffic Class field shall not be present.

-
Bit 3 – SPI (Security Parameter Index): If this bit is set to "1", then the Security Parameter Index field shall be present, otherwise the Security Parameter Index field shall not be present.

-
Bit 4 – FL (Flow Label): If this bit is set to "1", then the Flow Label field shall be present, otherwise the Flow Label field shall not be present.

-
Bit 5 to 8: Spare, for future use and set to 0.

The Flow Description field, when present, shall be encoded as an OctetString as specified in subclause 5.4.2 of 3GPP TS 29.212 [8]. 
The ToS Traffic Class field, when present, shall be encoded as an OctetString on two octets as specified in subclause 5.3.15 of 3GPP TS 29.212 [8].
The Security Parameter Index field, when present, shall be encoded as an OctetString on four octets and shall contain the IPsec security parameter index (which is a 32-bit field), as specified in subclause 5.3.51 of 3GPP TS 29.212 [8]. 
The Flow Label field, when present, shall be encoded as an OctetString on 3 octets as specified in subclause 5.3.52 of 3GPP TS 29.212 [8] and shall contain an IPv6 flow label (which is a 20-bit field). The bits 8 to 5 of the octet "v" shall be spare and set to zero, and the remaining 20 bits shall contain the IPv6 flow label.

An SDF Filter may:

-
be a pattern for matching the IP 5 tuple (source IP address or IPv6 network prefix, destination IP address or IPv6 network prefix, source port number, destination port number, protocol ID of the protocol above IP). In the pattern:

-
a value left unspecified in a filter matches any value of the corresponding information in a packet;

-
an IP address may be combined with a prefix mask;

-
port numbers may be specified as port ranges;
-
the pattern can be extended by the Type of Service (TOS) (IPv4) / Traffic class (IPv6) and Mask;

-
consist of the destination IP address and optional mask, protocol ID of the protocol above IP, the Type of Service (TOS) (IPv4) / Traffic class (IPv6) and Mask and the IPsec Security Parameter Index (SPI);

-
consist of the destination IP address and optional mask, the Type of Service (TOS) (IPv4) / Traffic class (IPv6) and Mask and the Flow Label (IPv6).

NOTE 1:
The details about the IPsec Security Parameter Index (SPI), the Type of Service (TOS) (IPv4) / Traffic class (IPv6) and Mask and the Flow Label (IPv6) are defined in 3GPP TS 23.060 [19] clause 15.3.

-
extend the packet inspection beyond the possibilities described above and look further into the packet. Such service data flow filters need to be predefined in the PGW-U, as specified in subclause 5.11 of 3GPP TS 23.214 [2].

NOTE 2:
Such filters may be used to support filtering with respect to a service data flow based on the transport and application protocols used above IP, e.g. for HTTP and WAP. Filtering for further application protocols and services can also be supported.

* * * End of Changes * * * *
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