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	Reason for change:
	Currently, the specification refers to outdated version of IETF draft-ietf-mmusic-sctp-sdp.

Changes from the currently referenced version -14 of draft-ietf-mmusic-sctp-sdp are:

- document title changed;

- ABNF clarification that token and port are defined in RFC4566;

- specified 40 as maximum digit character length for the SDP "max-message-size" attribute value;

- specified that all ICE candidate pairs belong to the same DTLS association and thus, a switch from one candidate pair to another candidate pair will not trigger the establishment of a new DTLS connection;

- DTLS connection replaced with DTLS association;

- removal of proto values "SCTP" and "SCTP/DTLS", and proto value clarifications;

- specified that in case of UDP/DTLS/SCTP and TCP/DTLS/SCTP the SCTP association, DTLS association and TCP connection are managed independently for each other and that an association/connection can be re-established without impacting other associations/connections;
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- specified that an DTLS association is managed according to the procedures in draft-ietf-mmusic-dtls-sdp and that an SDP "setup" attribute is used to negotiate the (D)TLS roles "client" and "server";

- specified that in case of UDP/DTLS/SCTP or TCP/DTLS/SCTP, each endpoint MUST associate an SDP "tls-id" attribute with the m-line, following the procedures in draft-ietf-mmusic-dtls-sdp;

- usage of the SDP "setup" attribute value "holdconn" disallowed;

- reference to RFC 4572 replaced with reference to RFC 8122;
- mux category of "sctp-port" and "max-message-size" SDP attributes changed to "CAUTION"; and

- editorial clarifications and corrections.

Added statement that in case of UDP/DTLS/SCTP or TCP/DTLS/SCTP, each endpoint MUST associate an SDP "tls-id" attribute with the m-line requires update of TS 23.333 to support of SDP "tls-id" attribute and procedures specified in draft-ietf-mmusic-dtls-sdp.
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	Other comments:
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* * * Next Change * * * *

5.22.3
CLUE data channel establishment
For establishing a CLUE data channel an SDP-based "SCTP over DTLS" data channel negotiation mechanism is used. SDP offer/answer transactions between the MRFC and the served TP UE are based on the SDP offer/answer procedure specified in IETF draft-ietf-mmusic-sctp-sdp [48]. The SDP describing an SCTP association over DTLS/UDP to be used to realize a CLUE data channel contains:
-
"m=" line with "UDP/DTLS/SCTP" as transport protocol and UDP port;

-
associated "sctp-port" and optional "max-message-size" attributes (see IETF draft-ietf-mmusic-sctp-sdp [48]); and
-
associated "dcmap" attribute (specified in IETF draft-ietf-mmusic-data-channel-sdpneg [50]) with a "stream-id" parameter set to a value of the used SCTP stream and a subprotocol parameter set to "CLUE" as specified in IETF draft-ietf-clue-datachannel [49].

NOTE:
IETF draft-ietf-mmusic-sctp-sdp [48] specifies that in case of UDP/DTLS/SCTP or TCP/DTLS/SCTP, each endpoint MUST associate an SDP "tls-id" attribute with the m-line, following the procedures in IETF draft-ietf-mmusic-dtls-sdp. However, in the present release IETF draft-ietf-mmusic-dtls-sdp and thus the SDP "tls-id" attribute are not supported.
For the media line with "UDP/DTLS/SCTP" as transport protocol to be set up for a CLUE data channel, the MRFC:
-
shall send the remote UDP port and SCTP port to the MRFP;

-
shall request the local UDP port and SCTP port from the MRFP;
-
shall indicate the MRFP to start a DTLS bearer session establishment at the termination towards the SDP offerer, if the received SDP offerer contains an "a=setup:passive" SDP attribute;
-
shall send the dcmap-stream-id parameter that is contained in the received SDP offer, indicating the actual SCTP stream identifier with the SCTP association (over DTLS/UDP) used to realize the CLUE data channel;

-
shall send the subprotocol value of "CLUE", indicating the protocol to be exchanged via the data channel;

-
if the max-message-size parameter is contained in the received SDP offer, may forward the received max-message-size parameter, indicating to the MRFP the maximum message size the served TP UE is willing to accept;

-
may request the maximum message size the MRFP is willing to accept;
-
shall send the received TP UE certificate fingerprint to the MRFP that is then able to correlate the fingerprint within the CLUE data channel uniquely; and
-
shall request the certificate fingerprint from the MRFP, for the "m=" line to be transported between the served TP UE and the MRFP using CLUE data channel.
For the media line with "UDP/DTLS/SCTP" as transport protocol to be set up for a CLUE data channel, the MRFP shall:
-
allocate the local UDP port and SCTP port, and send them to the MRFC;
-
when being instructed to start the DTLS bearer session setup, act as a DTLS client and establish the DTLS bearer session;

-
if it is requested from the MRFC, set the maximum message size that is acceptable for the CLUE data channel and send it to the MRFC;
-
upon request from the MRFC, select an own certificate for the CLUE data channel, and send the fingerprint of the own certificate to the MRFC;  
-
uniquely associate the certificate fingerprint received from the MRFC with the corresponding CLUE data channel, and subsequently use the certificate fingerprint to verify the establishment of the DTLS bearer session; 
-
if the verification of the remote certificate fingerprint during the DTLS bearer session establishment fails, regard the remote DTLS endpoint as not authenticated, terminate the DTLS bearer session and report the unsuccessful DTLS bearer session setup to the MRFC; and
-
indicate the support of the required SCTP extensions (i.e. RE-CONFIG) and other SCTP considerations as defined in subclause 3.3 of IETF draft-ietf-clue-datachannel [49] at the start of the SCTP association.
* * * End of Changes * * * *

